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Functional Area:
Technical Operations and Engineering

SFR Reference:
B)(9)(a)(ii) Operations and Maintenance

Policy and Goal Setting:

DP&L’s Technical Operations and Engineering policies have evolved to be responsive to and
meet federal, state and local regulations and policies. DP&L’s policies are developed by
DP&L’s management team under the guidance of AES’s management and board of directors.
All parties are equally responsible to ensure that DP&L policies meet or exceed the requirements
set forth by all DP&L’s regulating entities.

The first priority of Technical Operations and Engineering is to ensure the safety of all DP&L
employees, contractors and the public. Technical Operations and Engineering takes this priority
very seriously and incorporates safety into all aspects of operations. The safety program focuses
on getting everyone actively involved in safety in order to increase safety awareness and create
an injury-free workplace.

Technical Operations and Engineering goals are set annually in support of company and
corporate goals. Goals include targets for safety, compliance, environmental, reliability, and cost
management. Each of these goals comes with specific objectives and schedules to ensure
completion. DP&L’s Technical Operations and Engineering organization is committed to
meeting or exceeding applicable local, state and federal regulatory requirements.

Strategic and Long-Range Planning;

Planning in Technical Operations and Engineering reflects DP&L’s long-term strategy to
achieve DP&L’s goal of delivering safe, reliable service and meeting the compliance and
reliability targets as well as our customers’ energy needs.

Technical Operations and Engineering annually provides technical project guidance to the capital
investment plan that projects the needs for the coming 10-year period. Plans typically include
transmission and substation projects which relate to known areas of customer growth or to
address reliability concerns, substation modernization and other planned system expansions and
upgrades. In addition to operational needs, planning considers budget allowances and staffing
needs.
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Organizational Structure and Responsibilities:

Technical Operations and Engineering consist of 103 employees and is led by the Director of
Technical Operations and Engineering. This area maintains responsibility for the following
utility activities:

Substation Maintenance and Construction is predominantly operated out of eight districts within
DP&L’s service area and is responsible for the construction, maintenance, and emergency
restoration related to substations and other technical areas of the transmission and distribution
system. Two substation technicians report to each of the eight districts to assure rapid response
to equipment alarms, outages and system emergencies. Activities include:

1) Provide maintenance and emergency restorations operations to 155 substations

2) Perform routine maintenance activities such as breaker maintenance, load tap changer
maintenance, bushing change outs, substation fence inspections, infrared inspections and
monthly substation inspections. A listing of Substation Operations maintenance policies
is included as Technical Operations and Engineering — Exhibit 2

3) Manage construction activities related to additional new substations and major renovation
or replacements at existing substations

4) Ensure construction projects are completed on time, on budget and in accordance with
DP&L standards

5) Respond to substation equipment outages, alarms and complete switching within
substations or on the line as directed by System Operating

Substation Engineering is responsible for engineering substation projects and the development of
substation technical resources for system design and operations. Substation Engineering
performs the following specific duties:

1) Engineer substation projects in accordance with DP&L standards. A listing of DP&L’s
engineering standards is included as Technical Operations and Engineering — Exhibit 3

2) Create construction drawings and associated bills of material for various projects

3) Specify and obtain materials/equipment specific to a project

4) Support siting and permitting processes

5) Develop equipment specification and standards

6) Develop project scopes and estimates

7) Manage substation projects

8) Provide construction support

9) Setup and closeout projects in the financial system

10) Maintain engineering prints and schematics associated with substations and equipment

11) Research and implement new technologies

12) Support NERC compliance

13) Provide technical support during emergency response situations

Relay Engineering is responsible for the design of the protective relaying systems, used on the
electric system to protect employees, equipment and the public. Relay Engineering performs the
following specific duties:
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1)
2)

3)
4)
5)
6)
7)
8)

9

Specify relays and associated communications systems

Design protective relay systems and work with Substation Engineering in the
development of project drawings

Specify settings for protective relays

Maintain engineering records associated with relays and protective systems
Support field personnel in the installation and troubleshooting of relay systems
Manage relay projects

Support electrical event investigations

Coordinate protective systems between the grid and generators as well as with other
interconnected electric utilities and large customers

Research and implement new technologies

10) Support NERC compliance
11) Provide technical support during emergency response situations

Test Department is operated centrally from the Dayton Service Building and is responsible for

the analytical testing of substation class equipment and distribution line equipment as well as
maintaining all protective relays. Activities include:

1y

2)
3)

4)

5)

Test substation equipment, line capacitors, reclosers, line regulators and network
protectors

Conduct relay calibration, line carrier testing and breaker time travel testing
Commission new substation equipment or relay systems to ensure proper operation and
communications prior to the equipment being energized

Investigate voltage and power quality concerns and work with customers to address their
concerns

Locate underground cable faults

AC Network is operated centrally out of the Dayton Service Building and is responsible for the
construction, maintenance, and emergency restoration related to the underground duct and
manhole system and the downtown network. Activities include:

1)

2)
3)

4)

5)

Ensure the reliable operation and maintenance of the downtown Dayton and City of Troy
network systems as well as the electrical infrastructure serving the Dayton International
Airport

Repair and maintain substation riser cables

Provide all maintenance and emergency services when confined space entry is required.
Confined space entry is primarily needed when working on the manhole systems located
in downtown Dayton, downtown Troy, the Dayton International Airport and WPAFB
Manage a portion of the underground inspection program which includes periodic
inspections of the network and vaults

Support restoration efforts in substations, switching and underground locating

WPAFB Operations is responsible for managing DP&L’s compliance with the Wright Patterson

Air Force Base (WPAFB) privatization contract. The contract includes maintaining the
transmission and distribution system which is located beyond WPAFB’s utility meters.
Activities include:
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1)

2)
3)
4)
3)

Regular customer contact related to system maintenance, construction and operational
activities

Complete all contractually required reporting, pricing and billing

Coordinate DP&L’s activities with base personnel

Communication and technical support during emergency response situations

Project management for new construction, system expansion and renewal and
replacement activities

Design Engineering provides engineering design and technical support for all new customer

construction as well as maintenance related projects designed to improve or upgrade the
reliability of DP&L’s electrical distribution system. Activities include:

1)
2)

3)
4)
3)

Provide design and technical support for all new customer construction projects
Provide design and technical support for all maintenance related projects intended to
improve or upgrade the reliability of DP&L’s distribution system

Provide design and technical support for all customer requested relocations or upgrades
Management of the pole attachment process

Engineering analysis of field hazards

Transmission Engineering is responsible for transmission line projects and the development of

technical resources with an in-depth understanding of transmission system design and operations.
Activities include:

1)
2)
3)
4)
5)
6)

7

Create construction drawings and associated bills of material for various projects
Specify and obtain materials/equipment specific to a project

Develop siting and permitting processes

Support equipment specification and standards processes

Develop project scopes and estimates

Maintain and update engineering drawings associated with transmission lines and
equipment

Perform line encroachment investigations

The organizational chart for Technical Operations & Engineering is included as Technical
Operations and Engineering — Exhibit 1.

Decision-Making and Control:

Technical Operations and Engineering decision-making and control is achieved by individuals
throughout the organization making decisions within their given scope of authority in support of
DP&L’s overall mission and in accordance with the DP&L policies and procedures. Decisions
are appropriately raised to proper level of authority as required by DP&L’s policies. Overall
responsibility for all decisions is that of the Senior Director of Customer Operations.

Performance against the Customer Operations goals is monitored and reported on a continuous
basis, which includes monitoring of safety, reliability, budgets, and compliance. This monitoring
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helps to ensure that early warnings are in place when problems arise. This allows management
to uncover trends in a timely manner and proactively address issues.

Internal and External Communications;

Internal communications are accomplished through a variety of communication channels
including; phone calls, conference calls, scheduled meetings and e-mail. Internal
communications typically correspond to scheduling projects, maintenance, troubleshooting and
in the support of other functional areas within DP&L. These communications include providing
information to areas such as Engineering, Dispatch Operations, Customer Service, Community
Relations, Finance, and Regulatory.

External communications are accomplished through a variety of communication channels
including; phone calls, meetings, and e-mail. Personnel within Technical Operations and
Engineering will communicate directly with communities or larger customers when technical
issues arise. Communications typically involve a variety of topics including; outage restoration,
technical issue resolution, construction projects, and maintenance activities.
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Technical Operations and Engineering — Exhibit 1

Organizational Chart for Technical Operations and Engineering

Vice President of US Utilities Operations

Senior Director of Customer Operations

Director of Technical Operations and Engineering

— Manager of AC Network and Test Department

Test Department

AC Network

— Manager of Engineering

Substation Engineering

— Relay Engineering

— Transmission Engineering

— Manager of Substation Services

—{ Substation Construction

L{ Substation Maintenance

WPAFB Operations

— Manager of Design Engineering
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Technical Operations and Engineering — Exhibit 2

List of Customer Operations Procedures for Electric Operations — Substation Maintenance

Purpose, Objective and Results

Maintenance Responsibilities

Important Contacts

S/O Prints

Master Capabilities Listing

Switching Order Set-Ups

Substation Inspections

Thermographic Imaging

Spill Prevention, Control and Counter Measures Plan
Computerized Maintenance Management System
RCM Strategy / Batteries

RCM Strategy / Transformer

RCM Strategy / Breaker

RCM strategy / Voltage Regulators

Relay Calibration Test and Maintenance Schedule
PUCO Electric Service & Safety Standards

Safety

Transmission Protection System Maintenance and Testing
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Technical Operations and Engineering — Exhibit 3

List of DP&L’s Engineering Standards

e Power Plant, Substation and Telecommunication Batteries Procedures Manual
e Substation Standards

o

O O OO O0OO0OO0OO0O0OO0O0OO0O0OO0O0O0O0O0OO0O0ODO0O0DO0O0DO0O0D0OO0ODO0O0DO0O0OO0OO0OO0oO0

Alarms

Ampacities

Bus Design

Bushings

Cable

Capacitor Installations
Carrier

Circuits

Circuit Breakers
Electrical Clearances
Connectors and Dies
Customer Installations
Drawings

Filing Procedures

Fire Protection
Foundations

Function Numbers
Fusing

Grounding

Indicating Lights
Insulators

Interlocks

Lightning Protection and Coordination
Metering

Mobile Substation
Motor Operations
Phasing

Polarity

Potential Throwover
Relaying
Specifications

Station Power Auxiliaries
Switchboard

Switches
Transformers
Vendors Lists

Wire Identification
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Functional Area:
Telecommunications

Policy and Goal Setting:

Policies are developed by DP&L’s management under the guidance of AES’s management and
board of directors. All parties are equally responsible to ensure that DP&L policies meet or
exceed the requirements set forth by all DP&L’s regulating entities.

The first priority of all DP&L areas is to ensure the safety of all DP&L employees, contractors
and the public. Telecommunications employees attend monthly safety meetings which cover
topics relevant to work activity and allow employees to share concerns and experiences. Further,
employees are properly outfitted with appropriate personal protective equipment if needed in
their duties.

Telecommunication’s goals are set annually in support of company and corporate goals. Goals
include targets for safety, compliance, timeliness, and budgets.

Strategic and Long-Range Planning:

Planning in Telecommunications reflects DP&L’s long-term strategy to achieve DP&L’s goal of
delivering safe, reliable service and meeting the compliance and reliability targets as well as our
Customers’ needs.

Annually the Telecommunications department plans its resources and prioritizes projects to meet
regulatory requirements, meet operational and customers’ needs to establish reliable transmission
and distribution communication systems. Telecommunications equipment and system upgrades
are reviewed regularly to ensure that the necessary components and tools in place to meet the
needs of our transmission and distribution system, employees, customers and all regulatory
requirements. Long-term planning for this department includes initiatives to modernize
technology systems, cyber security compliance, network infrastructure, refine business
processes, and to utilize technologies to work safely and efficiently.

Organizational Structure and Responsibilities:

Telecommunications consists of a manager and 7 employees who report to the Director of
Metering and Operational Technology. This area maintains responsibility for the following
utility activities:

1) Design, construct, and ensure reliable performance for the DP&L transmission and
distribution communication and telecom assets used to manage the power system. These
assets are critical for electrical grid operations
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2) Support a wide variety of hardware, software, T&D operations, networking systems,
firewalls, security, radio and microwave systems, remote field devices, and other
technology involving new and existing legacy systems, along with supporting the AES
Digital Strategy

3) Maintain systems that operate 24x7 and are used by T&D field, engineering, planning,
reporting and dispatch staff

4) Ensure substation communication is secure and oversee configuring firewalls, routing
and switching to maximize network efficiency and all security and compliance guidelines

5) Strategic planning for technological innovation in telephony, serves as a principal advisor
to the business on new developments in telecommunications and advise on how they
might be integrated into the current, and future, telephony environment.

6) Research federal, state and local laws, rules, regulations, ordinances, policies and
procedures to ensure compliance and client agencies to ensure systems are compliant
with all regulatory parameters.

The organizational chart for Telecommunications is included as Telecommunications —
Exhibit 1.

Decision-Making and Control:

Telecommunication’s decision-making, and control is achieved by individuals throughout the
organization making decisions within their given scope of authority in support of DP&L’s
overall mission and in accordance with the DP&L policies and procedures. Decisions are
appropriately raised to the proper level of authority as required by DP&L’s policies. Overall
responsibility for all decisions is that of the Vice President of US Utilities Operations.

Performance against the Customer Operations goals are monitored and reported on a continuous
basis, which includes monitoring of safety, reliability, budgets, and compliance. This monitoring
helps to ensure that early warnings are in place when problems arise. This allows management
to uncover trends in a timely manner and proactively address issues.

Internal and External Communications:

Internal communications are accomplished through a variety of communication channels
including phone calls, conference calls and e-mail. Internal communications typically include
providing information and supporting field operations and typically involve areas such as
Substations, NERC Compliance, Cyber Security, Financial Planning and Analysis, Human
Resources and System Operating.

External communications are accomplished through a variety of communication channels
including phone calls, meetings, and e-mail. Telecommunications employees will communicate
directly with communities, customers, other utilities and vendors as needed. Communications
typically involve a variety of topics including engineering activities, material specification and
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procurement, operation support, technical issue resolution, construction projects, and
maintenance activities.

Employees also attend various meetings with other electric utilities, associations and
organizations as delegates or committee members. They conduct joint studies, coordinate
projects and discuss issues common to the electric utility industry. They also work with local,
state and federal agencies to furnish information as requested.
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Telecommunications — Exhibit 1

Organizational Chart for Telecommunications

Vice President of US Utility Operations

Director of Metering and Operational Technology

—  Metering Services

— Operational Technology

—{ Telecommunications
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Legal

Legal has overall responsibility for all DP&L legal, regulatory and compliance activities. The
Legal functions are described in detail in the following sections.

President and Chief Executive Officer, DP&L

General Counsel, US SBU & DP&L

— Compliance

— Legal

Regulatory Operations
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Functional Area:
Claims Administration

SFR Reference
B)9)(e)() Legal

Policy and Goal Setting:

DP&L Claims Administration policy is to manage DP&L’s Payable Claims, Fleet Claims,
Collectable Claims and provide litigation support where needed. DP&L Claims performs these
functions in accordance with the protocols developed and maintained in DP&L’s tariff.

Strategic and Long-Range Planning:

Strategic planning in Claims Administration supports DP&L’s goal of delivering safe reliable
electric service, both now and in the future, by responding to and resolving claim issues in a
professionally courteous and timely manner. Planning includes continued education for staff
personnel to stay abreast of and anticipate changes in the industry.

Organizational Structure and Responsibilities:

Claims Administration consists of the Supervisor of Claims Administration and one dedicated
contract worker. This area is responsible for managing the following utility activities:

Payable Claims resolves claims made against the Company for damages that result from the
daily operation of an electrical utility

1) Investigate claims submitted to the Company by obtaining information from the
customer, making field inspections, and contacting responding crews for circumstances
and necessary work

2) Discuss claim with involved parties, including; customer, attorney, insurer, Public
Utilities Commission of Ohio (PUCQO), Ohio Consumers’ Counsel (OCC) and other
consumer agents

3) Resolve the claim with the customer

Collectable Claims resolves claims made by the Company for third party damage to its facilities
and equipment

1) Investigate damages to Company facilities, obtain Company and civil records in support
of billing, and prepare billing documents

2) Defend, negotiate, and resolve claims with individuals, contractors, and insurance
company representatives
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Personal Injury Claims & Litigation Support investigates major accidents involving bodily injury
and/or significant property damage

1) Investigate personal injury or significant property damage claims which may entail an
immediate response. Work the accident scene, including; take photographs, gather facts
of the accident, gather statements, preserve evidence, and work with field crews and civil
authorities

2) Assist with activities in support of litigation, gather pertinent records, support Company
and outside counsel, testify and develop exhibits as required

Vehicle Fleet Claims coordinates and monitors vehicle fleet claims activity handled by a third-
party administrator

1) Gather information concerning vehicle fleet traffic accidents, ascertain liability and
initiate a damage claim or submit the claim to external fleet adjusters
2) Monitor and provide support of outside adjustment agency

The organizational chart for Claims Administration is included as Claims Administration —
Exhibit 1.

Decision-Making and Control:

Claims Administration decision-making and control is achieved by individuals in the department
making decisions within their given scope of authority in support of DP&L’s overall mission and
in accordance with the DP&L policies and procedures. Decisions are appropriately raised to
proper level of authority as required by DP&L’s policies. Overall responsibility for all decisions
is that of an Assistant General Counsel. Control of monetary activities is overseen by the
accounting department while complying with the Sarbanes-Oxley Act.

Internal and External Communications:

Internal communications are accomplished through a variety of communication channels
including; telephone calls, conference calls, company mail, e-mails, and direct meetings.

Internal communications typically correspond to supporting the operations of other functional
areas of DP&L and typically include Legal, Security, Power Production, Real Estate Services,
Line Clearance, Electrical Test, Electric Meter, Customer Service, Central Dispatch Operations,
System Operating, Accounting, Services, Line Operations, Substation Services, and Engineering.

External communications are accomplished through a variety of communication channels
including; telephone calls, U.S. postal mail, e-mails, and direct meetings with customers,
attorneys, insurance agents, outside experts, company contractors, police and fire personnel, and
government officials connected to various government agencies.
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Claims Administration — Exhibit 1

Organizational chart for Claims Administration

General Counsel, US SBU & DP&L

Assistant General Counsel

Ethics and Compliance

Claims Administration
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Functional Area:

Ethics and Compliance

SFR Reference
B)(9)(e)(i) Legal

Policy and Goal Setting:

The objectives of Ethics and Compliance are to provide services and expertise to support DP&L
values and to enable its compliance mechanisms and governance processes to function properly.
To accomplish this objective, the Ethics and Compliance Department:

1) Assist management in the assessment of ethics matters, compliance issues and related
business risks and in the identification of cost beneficial actions to mitigate risks,
including potential fraud, to acceptable levels

2) Assist management in evaluating whether DP&L’s strategy, objectives and goals will be
met ethically and effectively

3) Interact with various DP&L governance groups as required

4) Conduct selected special investigations, reviews, and consulting projects at the request of
management, as appropriate

5) Follow-up on outstanding management actions and significant issues to validate that
these matters are being resolved appropriately and timely

6) Work with management to take reasonable steps to respond to inappropriate conduct and
to prevent further similar misconduct.

Strategic and Long-Range Planning:

The strategic plan for the Ethics and Compliance Department, which supports the overall
strategic direction of DP&L, is created by the North American Ethics and Compliance Officer in
conjunction with the AES Corporations Ethics and Compliance Department.

Organizational Structure and Responsibilities:

Ethics and Compliance at DP&L is led by the North American Ethics and Compliance Officer
for the US SBU, who reports to an Assistant General Counsel of the US SBU. This reporting
relationship is designed to provide sufficient authority to promote independence and to ensure
effective coverage and appropriate action and communication regarding ethics and compliance
matters.

Ethics and Compliance is responsible for ensuring that the organization is in compliance with
corporate policies as well as select regulations from Federal and State regulatory agencies based
on the framework provided by the U.S. Federal Sentencing Guidelines for Organizations.
Activities include:
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1)
2)
3)
4)
5)
6)
7)

8)

Assist in the investigation of suspected fraudulent activities within DP&L and report the
results to management

Maintain and administer a rigorous follow-up process to ensure that committed
management actions to address issues are properly and timely executed

Administer the anonymous helpline program in an efficient and effective fashion and in
full compliance with applicable laws, requirements, and standards

Foster an appropriate level of ethics and compliance awareness throughout the
organization and with vendors, customers and other key stakeholders as appropriate
Develop and administer effective training programs associated with ethics and
compliance issues or matters

Help foster a culture of fraud awareness and assist in the development and
implementation of anti-fraud programs as appropriate

Periodically evaluate the design, implementation and effectiveness of DP&L’s ethics and
compliance program

Discharge these responsibilities in a manner consistent with the purpose and objectives
set forth in the DP&L/AES Code of Business Ethics and DP&L Vision and Mission.

An organizational chart for Ethics and Compliance is included as Ethics and Compliance —
Exhibit 1.

Decision-Making and Control:

Decision-making authority flows up through the North American Compliance Officer to the
Chief Legal Officer.

Internal and External Communications:

Ethics and Compliance personnel, in the performance of their duties and responsibilities,
interface frequently with personnel within DP&L through a variety of communication methods;
face-to-face, phone, and email correspondence.
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Ethics and Compliance — Exhibit 1

Organizational Chart for Ethics and Compliance

General Counsel, US SBU & DP&L

Assistant General Counsel

Ethics and Compliance

Claims Administration
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Functional Area:
Legal

SFR Reference

B)(9)(e)(i)  Legal
(B)(9)(e)(iv) Records management

Policy and Goal Setting:

Legal does not establish policy for DP&L or the AES US SBU. Corporate policies are
developed by the management of DP&L and the US SBU with support from Legal in an advisory
capacity. Legal reviews proposed and existing policies for compliance with applicable state and
Federal law, regulations and the AES Code of Conduct.

Department level goals are driven by the goals of the various operating units within DP&L and
the US SBU. These team level goals form the foundation for individual goals for each attorney
and staff members within Legal. Goals are established on an annual basis early in the calendar
year and are monitored and reviewed periodically throughout the year and modified as necessary
to align with evolving business objectives. Attorneys and staff members are evaluated at the end
of each year based on the modified goals and objectives.

The primary goal of Legal is to serve the operating units comprising the US SBU in a safe,
effective and efficient manner. Legal gets involved in DP&L’s culture of safety, by attending
safety meetings, safety day, and safety walks.

Strategic and Long-Range Planning:

Strategic plans for DP&L and the US SBU are developed by the leadership team of the US SBU
under the guidance of AES. Legal serves management in an advisory capacity throughout the
planning process by reviewing plans for compliance with applicable state and Federal laws and
regulations and also provides any legal assistance necessary to implement plans.

Organizational Structure and Responsibilities:

Legal support for DP&L falls under the control of DP&L’s President and Chief Executive
Officer and is led by the General Counsel of the US SBU. While no direct reporting relationship
exists, frequent consultation and coordination occurs with AES corporate Legal, which is
headquartered in Arlington, Virginia. In addition to the General Counsel, Legal is comprised of
8 attorneys that serve the various entities within the US SBU, including DP&L. Additionally,
the attorneys are supported by paralegals and administrative staff.

e Legal supports all of the operating units comprising the US SBU and is responsible for
providing legal services across all of the functional areas of law that are applicable to the
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business operations of the US SBU, including DP&L. Each attorney within Legal

focuses his or her practice in one or more of these functional areas:
o State regulatory compliance

Federal regulatory compliance

Environmental compliance

Litigation

Ethics and compliance

Corporate governance

Securities

Finance and mergers

Acquisitions

Labor and employment

Commercial contracts

Retail

e Attorneys have substantial experience in the area(s) in which they focus and are
responsible, under the guidance of the General Counsel, for serving the needs of the

O 0O 0O OO0 OO0 O o0 0 ©

business with regard to such area(s)

e Determine when certain tasks or projects should be delegated to outside counsel

e Manage outside counsel, the attorney responsible for the applicable functional area is
responsible for managing outside counsel

e Assist outside of their area(s) of emphasis as necessary to meet timelines and objectives

e Keep current in attorney’s area(s) of emphasis through self-study and continuing legal
education. Each of the attorneys is required to satisfy the continuing legal education
requirements of the state(s) in which he or she is admitted to practice and is responsible
for keeping his or her license(s) current

e Monitor attorney time closely to assure the appropriate allocation of costs across the
various legal entities and operating units comprising the US SBU

The organizational chart for Legal is attached as Legal — Exhibit 1.

Decision-Making and Control:

Individuals within the US SBU make decisions within their scope of authority in support of the
US SBU’s mission and in accordance with US SBU policies and procedures. Decisions are
appropriately raised to the proper level of authority as required by US SBU policies. Legal
serves in an advisory capacity to the various operating units across the US SBU in support of
business decision making. Attorneys are responsible for decisions on legal issues relevant to the
functional area(s) in which they focus and have the necessary information and experience to
make decisions. The General Counsel has responsibility for decisions made by attorneys and
staff within Legal. In the event that work is delegated to outside counsel, the assigning attorney
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closely monitors such work and maintains responsibility for any material legal decisions.
Outside counsel are selected based on their relevant expertise and cost and, like other suppliers
of goods and services to the organization, are required to go through an onboarding process
including a thorough due diligence investigation. Invoices submitted by outside counsel are
closely reviewed by attorneys for the purpose of ensuring accuracy and monitoring the value of
the services relative to the cost. Invoice approval limits are set for each attorney in Legal based
upon experience level.

Internal and External Communications:

Legal practices an open door policy with regard to the exchange of communications among team
members within the department. Attorneys and legal staff frequently communicate with clients
and other individuals at all levels across the US SBU. These communications may be privileged
or unprivileged and may consist of phone calls, in person meetings, conference calls, email and
other written communications, and legal opinions, which may be formal or informal.

Attorneys frequently correspond with individuals outside of the organization as well, including
regulators, financial institutions, customers, suppliers, outside counsel and others. The
responsibility for external communications resides with the attorney having the appropriate level
of information and experience to make such communications. Legal also coordinates with the
communications group regarding external corporate level communications. US SBU policy
requires that all press releases issued on behalf of the organization be reviewed and approved by
Legal.
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Legal — Exhibit 1

Organizational Chart for Legal

General Counsel, US SBU & DP&L

— Compliance

= Legal

— Regulatory Operations
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Functional Area:
Regulatory Operations

SFR Reference

B)(9)(c)(i) Identify the system or program for managing rate related operations and
rate reform projects

(B)(9)(c)(ii) Rate program analytical process

B)(9)(c)(iii) Implementation management

B)(9)(c)(iv) Customer involvement

B)9)(c)(v) Commission and staff reporting

B)(9)(i)(vii) Innovative rate and tariff processes, including analysis, design,
implementation, and evaluation

Policy and Goal Setting:

Regulatory Operations policies are put in place to generally ensure the Company is in
compliance with federal, state and local regulations and policies. DP&L’s policies are developed
by DP&L’s management under the guidance of AES’s management and AES’s board of
directors. All parties are equally responsible to ensure that DP&L policies meet or exceed the
requirements set forth by all DP&L’s regulating entities.

Regulatory Operations establishes the policy by which the rates and regulated tariff sheets for
DP&L are administered and implemented. A primary function of Regulatory Operations is to act
as a liaison between the Public Utilities Commission of Ohio (PUCO), the Federal Energy
Regulatory Commission (FERC), and the Office of Ohio Consumers’ Counsel and the Company.
All information shared with these entities is coordinated through Regulatory Operations.

The top priority of all DP&L departments is to ensure the safety of all DP&L employees,
contractors and the public. Regulatory Operations takes this priority seriously and incorporates
safety into all aspects of operations. Safety meetings are held once a month to further educate
employees on not only safety at work, but also taking safety home.

Regulatory Operations’ goals are developed to align with the General Counsel of the US SBU’s
objectives, whose goals align with the President and Chief Executive Officer’s objectives, which
fully support Company and Corporate goals, set by AES’s management and board of directors.

Strategic and Long-Range Planning:

Regulatory Operations reflects DP&L’s long-term strategy to achieve DP&L’s goal of delivering
safe, reliable service at a fair price to customers to meet compliance and reliability targets as well
as our customers’ needs. This facilitates AES’ mission of “Improving lives by accelerating a
safer and greener energy future”. DP&L’s Financial Planning and Analysis department sets a
10-year long-term financial budget by which actual data is measured and analyzed, including
DP&L’s long-term capital spending outlook. One of Regulatory Operations’ responsibilities is
to assess the timing and need for rate cases by comparing this 10-year budget with the 10-year
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rate and revenue forecast. Regulatory Operations provides the forecasted rates to Financial
Planning and Analysis to develop a long-term outlook on utility revenue. Need and timing of
rate cases is determined based on the regulatory environment, planned projects, and a review of
actual and budgeted financials, including an analysis of current return on equity.

Organizational Structure and Responsibilities:

Regulatory Operations team consists of 3 Rate Analysts and 3 Program Managers who are all
ultimately led by the Senior Manager of Regulatory Operations. The Senior Manager of
Regulatory Operations reports to the Senior Director of Regulatory who leads both the DP&L
and Indianapolis Power and Light Regulatory teams. Regulatory Operations is supported by
nearly all functional areas of the company including; Legal, Accounting, Tax, Financial Planning
and Analysis, and Customer Service System and Information Technology.

Regulatory Operations has responsibility for and manages the objective of DP&L’s rate related
operations, to ensure the Company has the financial stability to maintain safe and reliable service
and to ensure all customers are paying their fair share of rates based on cost causation principles,
by the following actions:

1) Analyze the need for cost recovery and/or compliance filings at both the PUCO and
FERC. The analytical process is as follows:

a) Monitor and review other Ohio utility rates, programs, and filings, along with
national utility pricing and regulatory issues to evaluate the impact to DP&L. In
addition, rate and revenue forecasts are developed and compared along with the
Company’s forecast of expenses, infrastructure investment, and depreciation rates to
determine the financial health of the regulated utility and ensure the objectives of the
current rates are being met

b) Periodically review DP&L’s tariff terms and conditions to ensure Customer
Operations personnel are providing service in a cost effective and efficient way that is
consistent with tariff terms and conditions as well as the Ohio Administrative Code.
Changes in technology, Company policies, or PUCO policies at times trigger review
of tariff terms and conditions by both Regulatory Operations and Customer
Operations. Regulatory Operations evaluates any recommendations from Customer
Operations to determine if tariff updates are needed

¢) Perform analysis of new or increasing costs incurred by DP&L in order to ensure
appropriate recovery measures for regulated costs. Internal meetings are initiated
with Accounting, Tax and other internal areas to conduct this analysis

d) Analysis of customer benefits as regulated projects are being deliberated internally
and at the PUCO or FERC. Analysis includes looking at the customer benefits
including; customer satisfaction, rate impact, and operation and maintenance savings



Chapter II B(9) Schedule S-4.2 Page 196 of 340

2)

e) Regulatory Operations utilizes various information technology systems including:
SAP, Discoverer, and DP&L’s customer information system (billing system). These
systems support the area in resolving issues and developing revenue requirements

Direct the preparation of rate applications and coordinate all aspects of rate proceedings
before the PUCO and/or FERC. Regulatory Operations develops various other state and
federal regulatory filings and ensures these filings comply with local, state, and federal
policies and laws

Other responsibilities of Regulatory Operations include:

1)
2)
3)
4)
3)
6)

7)

8)
9

Implementation of rate-related Commission Orders

Test rate changes to ensure customer bills are produced accurately

Develop typical customer bill analysis to ensure no specific groups of customers are
being unfairly burdened by new rate designs

Evaluate legislative initiatives and the impact to customer rates, service and Company
cost recovery should these new laws be enacted

Provide call center training and frequently asked questions document for any new rates
established by DP&L

Work with Corporate Communications to respond to any media requests relating to rates,
regulations, and PUCO or FERC decisions or rulemakings

Develop bill messages and inserts to be sent to customers monthly, quarterly, annually, or
on a periodic basis

Create and evaluate possible alternative and innovative rate structures

Work with the PUCO Staff on customer complaint inquiries

10) Provide data and information to various governmental and industry parties in the form of

rate surveys and other industry information requests

A listing of standards and other reference materials utilized by Regulatory Operations is included
as Regulatory Operations — Exhibit 2.

Significant projects in progress:

1)

2)

Grid Modernization Plan — Settlement discussions to determine the appropriate level of
spending for Smart Grid type capital expenditures for recovery through DP&L’s
Infrastructure Investment Rider

FERC Transmission Formula Rate Filing — Filing to update DP&L’s FERC Transmission
rate from a stated rate to a formula rate, subject to refund based on case outcome

The organizational chart for Regulatory Operations is included as Regulatory Operations —
Exhibit 1.
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Decision-Making and Control:

Regulatory Operations decision-making and control is achieved by individuals throughout the
organization making decisions within their given scope of authority in support of AES’ overall
mission and in accordance with the DP&L policies and procedures. Decisions are appropriately
raised to proper level of authority as required by DP&L’s policies. Overall responsibility for all
Regulatory Operations decisions is that of the General Counsel, US SBU.

Performance against the Regulatory Operations goals is monitored and reported on a continuous
basis, which includes monitoring of budgets, compliance, and how DP&L’s rates compare with

those of the other Ohio utilities. This monitoring helps to ensure that the objectives of the rates

are meeting the needs of the customers and the Company. This allows management to uncover

trends in a timely manner and proactively address issues.

Internal and External Communications:

Internal communications are accomplished through a variety of communication channels
including; phone calls, conference calls (through Microsoft Teams), face-to-face meetings, and
e-mail. Internal communications typically relate to inquiries of other functional units,
specifically; Customer Operations, Accounting, Tax, and Customer Service System. Regulatory
Operations conveys issues to these groups in order to receive feedback and support for filings,
along with requesting comments pertaining to overall policy and compliance reasons.
Additionally, Regulatory Operations holds internal team meetings on a periodic basis to ensure
all analysts and managers stay up to date on current issues and to brainstorm new and innovative
ideas.

External communications are accomplished through a variety of communication channels
including; phone calls, conference calls (through Microsoft Teams), face-to-face meetings, and
e-mail. Direct external communications can be extensive and the result of rate case public
hearings and notifications, case settlement, PUCO inquiries and data requests, third parties, and
sometimes customer inquiries. There are also a few indirect methods for customers and other
parties to communicate with DP&L regarding rates and/or tariffs. One of the primary ways
Regulatory Operations communicates its rates and policies externally is by including them on the
DP&L website which includes tariffs, a price-to-compare calculator, website bill calculator and a
list of registered CRES Providers.
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Regulatory Operations — Exhibit 1

Organizational Chart for Regulatory Operations

General Counsel, US SBU & DP&L

Senior Director of Regulatory

'. Regulatory Operations
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Regulatory Operations — Exhibit 2

List of Standards and Pertinent Reference Materials

e DP&L Tariffs — PUCO No. 17
e Ohio Revised Code

e Ohio Administrative Code

e Bill Calculators

e Bill Calculator Guides

e DP&L’s Electric Security Plan I Commission Order
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Office of the Chief Operating Officer, Global

The Global COO is responsible to provide shared services which benefit DP&L by sharing costs
amongst several AES businesses, providing DP&L the services it needs at a reduced cost. The
functions provided by Global Chief Operating Officer are described in detail in the following
sections. :

Chief Operating Officer, Global

- Chief Information Digital Officer

\— Digital

— Chief Operating Officer, US SBU

L Infrastructure Security

— Vice President of Global Operations Support

— Environmental Policy

— Occupational Health and Safety Management

— Supply Chain
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Functional Area:
Environmental Policy

SFR Reference
(B)(9)(a)(viii) Environmental management

Policy and Goal Setting:

DP&L has adopted the Global AES environmental policy statement that is intended to be
responsive to federal, state and local regulations and policies. These guidelines reflect DP&L’s
commitment to the environment and require DP&L leaders to develop a balanced approach to
meeting these guidelines; one that considers all environmental standards and requirements, as
well as the needs of all stakeholders (including social and other needs of the local community).
All people within the organization are equally responsible to ensure that the Company’s
activities meet the requirements set forth by all DP&L’s regulating entities as well as the Global
AES Environmental Policy.

A key part of Environmental Policy’s responsibilities is creating policies and training that help to
keep people safe. Environmental Policy takes safety into strong consideration in the
development of policies and training to make employees aware of the hazards and personal
protective equipment needed to ensure safety when dealing with different hazardous conditions.

Global AES establishes annual environmental goals and all AES businesses are expected to
achieve these goals. The annual AES goals are designed to drive continued environmental
performance improvement across the company and contribute to advancing broader company
initiatives of sustainability and environmental stewardship. DP&L also establishes separate
annual environmental goals as part of the continuous improvement process. Listings of DP&L’s
and AES’s environmental policies are included as Environmental Policy — Exhibits 2 and 3,
respectively.

Strategic and Long-Range Planning:

Strategic and long-range planning is focused on ensuring DP&L can continue to deliver safe,
reliable service while maintaining compliance to the changing laws and regulations.
Environmental Policy keeps abreast of the environmental, regulatory, and legislative climates
and ensures that pending environmental issues and risks are incorporated into the business
planning process.

Organizational Structure and Responsibilities:

Environmental Policy is structured under the Vice President Global Operations Support, and
consists of 9 employees, including the Director of Environmental Policy. Additionally, at each
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AES business there is a local environmental professional who oversees environmental
responsibilities, which includes ensuring the business meets the AES Global Environmental
Policy goals and any separate DP&L goals.

Environmental Policy maintains responsibility for the following activities:

1) Identify and analyze key federal environmental issues that could impact DP&L
operations

2) Advocate for positive environmental regulatory and legislative outcomes through
stakeholder outreach

3) Promote environmental stewardship through policy development

4) Engage in the strategic planning process to support the business

5) Reduce cost and corporate risk related to environmental issues and identify preferred
alternative approaches

Environmental Policy reviews and analyzes proposed and final regulations, communicates
potential issues to the Company, and is responsible for coordinating the overall strategy of the
Company to ensure that the impacts are quantified, and possible future actions are integrated into
the business plan. Current areas of focus include several proposed and final regulations that
could impact AES’s coal plants, including those owned or operated by DP&L. These regulations
impact the disposal of coal ash, wastewater and air emissions, including greenhouse gases.
Environmental Policy also closely monitors regulations which could potentially impact
transmission and distribution operations.

The organizational chart for Environmental Policy is included as Environmental Policy — Exhibit
1.

Decision-Making and Control:

The day-to-day operational decisions are achieved by individuals within their given scope of
authority and in accordance with DP&L policies and procedures. Federal and state regulatory
initiatives with potential consequences to DP&L businesses are managed through Environmental
Policy, with overall responsibility being that of the Vice President of Global Operations Support.

Internal and External Communications:

Promoting frequent, open communication on relevant environmental issues with our people,
contractors and suppliers is an important responsibility within Customer Operations. Operating
Managers are specifically accountable for clearly communicating environmental expectations for
strong environmental performance to those people who report to them.

Environmental Policy supports the environmental communication efforts of Operating Managers
by seeing to it that the business makes effective use of available communication means and
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channels, such as annual environmental awareness training and DP&L’s standard operating
procedures.

It is the responsibility of Environmental Policy to manage the interface between Customer
Operations and all relevant environmental regulatory agencies, including specific responsibilities
for routine reporting, document submittals and correspondence as well as non-routine
notifications and negotiations. Environmental Policy is accountable for assuring that all such
communications with the environmental regulatory agencies are accurate and timely.

Responsibility for managing the process of environment-related communications with interested
external stakeholders generally rests with Corporate Communications with input and guidance
from Environmental Policy.
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Environmental Policy — Exhibit 1

Organizational Chart for Environmental Policy

Senior Manager of Global EHS Operations

Manager of Global EHS

L Environmental Policy
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Functional Area:
Information Technology (Digital)

SFR Reference

B)9)(H)({i) Description of major systems and platforms utilized by the company
including capital and human resources allocated to each system/platform

B)9)(f)(ii) Corporate plans for major systems, (development, integration, and
retirement)

B)(9)(H)(iii) Policies for protecting company and customer information/data

Policy and Goal Setting:

DP&L’s Digital policies are driven by regulatory requirements, legal guidelines and the
overarching governance related to the availability, acceptable use and protection of Company
data and technology assets. As part of the US SBU Shared Services, the Digital group develops
and enforces policies and general controls to minimize risks and support the governance
mentioned above meet the needs of DP&L and its employees. Policies are developed by Digital
management under the guidance of DP&L and AES’s management and board of directors. All
parties are equally responsible to ensure that DP&L policies meet or exceed the requirements set
forth by all DP&L’s regulating entities.

Digital policies and general controls are meant to provide direction on the use of Company
sanctioned technologies and the associated data so that assets and information (Company and
customer) are secured. Digital general controls ensure that proper policies, procedures and
documentation exist and are followed. They are in place to verify the approval process,
development, and implementation of applications, as well as the integrity of applications and
data, and operations are performed as defined and as expected. As such, these policies span
many areas, including but not limited to:

1) Acceptable use

2) Remote access

3) Access control

4) Network and wireless security
5) Change Management

6) Operations Controls

7) Technology Disposal Controls

DP&L Digital policies can be found in Digital — Exhibit 2. Additional Digital related policies
implemented at DP&L are documented and maintained by the AES Cyber Security Team.

Controls are in place for each policy to be reviewed and updated as necessary.

Goal setting for Digital is a function of several drivers. The annual capital budgeting process
identifies company initiatives that will require technology delivery and Digital support. The
initiatives translate directly into goals for the Digital organization. In addition, periodic work
and tasks are identified in the interest of maintaining the digital systems portfolio and ensuring
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general availability. Lastly, Digital goals stem from commitments to the strategy and mission of
the company. These include goals pertaining to safety, compliance, reliability, and budgets.

Strategic and Long-Range Planning:

Long-range and strategic planning in Digital is aligned with similar activities within DP&L and
AES. DP&L is awaiting a decision on a Stipulation and Recommendation (“Stipulation”), filed
on October 23, 2020, that includes major systems associated with smartgrid and associated IT
infrastructure that will be updated upon approval. Those systems are described in more detail in
the Application and Stipulation filed in PUCO Case No. 18-1875-EL-GRD, incorporated herein
by reference.

The Digital plan for Transitioning Utilities to the Energy Future guides the actions of the Digital
organization. An AES Digital business plan exists to align with the overall business plan for the
US SBU. The Digital Strategy addresses six major strategic themes Digital — Exhibit 3:

1) Customer Experience
2) Connected Enterprise
3) Digital Foundation
4) Smart Grid

5) Intelligent Enterprise
6) Digital Ecosystem

Digital maintains various technology roadmaps which assist in providing a big picture for major
systems future. Development, integration and retirement of Digital systems are all considered as
part of the roadmaps. The Digital Customer Initiative roadmap is included as Digital — Exhibit 4.

The majority of the Digital platforms used by the company include Microsoft Windows
operating systems, Unix and Linux operating systems, IBM mainframe operating system,
Microsoft SQL, Oracle and IBM DB2 databases, SAAS, and SAP.

Organizational Structure and Responsibilities:

The Digital organization is part of the US SBU. It exists to serve AES Global interests and the
US SBU companies and entities, which includes DP&L. It is led by the Global Chief
Information Digital Officer and is comprised of technology areas and systems as follows:

US Digital Foundation — Responsible for the end-to-end development and maintenance of the
core systems supporting DP&L’s utility operations.

1) Operations and Delivery
a) Data Center/Cloud Infrastructure — Responsible for Servers and Storage, Mainframe
Computing, Data Center Facilities, Cloud Infrastructure
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b) Network/Telephony — Responsible for Internet Connectivity, Networking
Infrastructure, and Telephony systems

¢) Enterprise Applications — Responsible for SAP Financial, Supply Chain, Reporting,
Payroll, HR, other business systems, application Integrations

d) T&D Applications — Responsible for Geographic Information, Outage Management,
Metering, Work Management, Substation Maintenance, and Customer Support
Systems (Call Center, Customer Billing)

e) Generation Applications — Responsible for Work and Asset Management, Asset
Performance Management, Fuel Management, Lock Out Tag Out, and Generations
associated Control Systems

f) Collaborations — Responsible for Workstation Computing, IT Service Desk, IT Field
Services, IT Asset Management, Desktop Software Engineering, Mobile Devices,
Operations Management, KPIs and Tracking

g) Architecture — Responsible for Cloud, Networking, and Active Directory Solution
Designs

2) Mass Market — Responsible for External Mass Market Customer Experience and creating
Mass Market Solutions, CRM, Customer Portal

3) Workplace Experience — Responsible for internal employee experience through
technology solutions, Office 365 Toolset

4) Governance and Security — Responsible for IT General Controls, Digital Policies, DR and
BC Planning, Auditing, Security Management, Budget and Budget Management, Project
Management, Change Release Management, User Access Management

Digital Solutions and Innovation — Responsible for 3 core activities; Enterprise Architecture,
Data Platforms, and Data Science to meet the needs of AES. The Enterprise Architecture
function is designed to align the technology footprint of the AES US SBU with the business
objectives and metrics, enable a more flexible technology delivery and lower TCO. The Data
Platform and Data Science functions will focus on leveraging the data collected by AES systems
and using analytics to drive business outcomes.

Digital Products and Ecosystem — Responsible for design, build and delivery of innovative
digital products, services and solutions related to customer experience, engagement and energy
management. Additionally, this organization will act as a change agent to drive customer and

digital-centricity.

Each of these groups work toward common goals while focusing in their respective specialty
areas to deliver the technology and services required for company growth and success.

The Digital organization is comprised of approximately 125 individuals who serve in various
capacities including managers, team leads, analysts, engineers, project managers, administrators
and architects. These resources work together on the ideation, delivery & support of the
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technology that makes up the Digital systems portfolio for the entire US SBU. The Director of
Digital reports to the AES Global Chief Digital Information Officer.

The Information Technology organizational chart is included as Digital — Exhibit 1.

Decision-Making and Control:

In large part, decision-making and control subscribes to the management structure described
above. Policies and procedures for Digital, as well as DP&L and AES also govern decision-
making and the associated control. Additionally, workflow and technology are used to enforce
financial approvals and other decisions that require certain degrees of approval authority.
Overall responsibility for decisions in US Digital resides with the Director of Information
Technology.

Performance against Digital commitments are tracked via KPIs and published on a routine basis
as needed in a visual scorecard format. These KPIs cover key aspects of systems performance
and projects that Digital does to support the company.

Internal and External Communications:

Internal communications involve communications between Digital and the business areas that
subscribe to Digital services. Specific Digital individuals are responsible for business
relationship management within strategic areas of the business providing opportunities to review
business priorities and plans. Methods of communication include:

1) Face-to-face communication in meetings and individual conversations
2) Phone calls, conference calls and videoconferencing

3) Email

4) Instant messaging

5) Publication and dissemination of written materials

These internal communications are used to update, educate, clarify and generally ensure the
understanding of business matters internal to DP&L.

External communications involve communications with outside entities and are accomplished
using the same methods listed. Examples of external entities include customers, regulatory
groups, suppliers, service providers and government representatives.
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Digital — Exhibit 1

Organizational chart for Digital

Chief Information Digital Officier, Global

Director of Digital
Foundation, US SBU

—  Operations and Delivery

— Mass Market

— Digital Workplace Experience

— Governance

Digital Products
and Ecosystem

Digital Solutions
and Innovations
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Digital — Exhibit 2

Digital Policies

AES US Strategic Business Unit (“US SBU”)
Digital Operating Policies

AES US SBU DIGITAL POLICY

Podicy Owner: U5 SBU Digital - Governance
Original issue Date: May 2020

Hewision Date: May 2020



Chapter II B(9) Schedule S-4.2 Page 211 of 340

LIS SBU DNGITAL POLICY

A C vt . P Frdeead an e

Lontents
THE OO UMMM o s oo s s v oo 04 7 s 5 4 50 S 3 S T i 1
1.1 PAOlIEW BEADBITHENE .o e ce e en e aenr e caeeseeses s fee eneesear o et Er s aeaeseses nr et eoe et re e ese mesbebons 1
240 SO B DRI ... oo s 3 s 45 S G i 3 08 1
B DOPE. ettt et et s e ees s eesea e e aeA s ees et R es aeaeR s AemSae e A Es aes e ER S me Ao aemEE e aanEaees 1
s BPRIEABIIY et e n e e e e e e et 1
T I BT 1 e o AU 2
A0 LE o g T Tyl a1 o v OO 5
5.0 Acess AN ProteCton Camrm v crrcicere e seserseecsserrcscarsssrsrvaamssessassrsssssnassssrsns ressessnssansvasere 4
5.1 Syoeen snd AppBctions BRI s s s i s e v S s &
52 Job el Bartoh BB - .. oo i s i 5 s S S R &
531 Change Managemenit. ..o RO S OSSP DR )
Bl B WIANAEEITHEIIE ..ot cs cr oo essrsne meeesses £aemecss easseassos cossesene meesorsin aratrenesesssensssmastansss 7
Bk (e DN TOCTmOBORIES . oo scsiocs o ssssoss iiniasss ossis s i s S 5 5 13 S T B 4755 k)
P00 Bedated Poboies ant SEAnands ... e cceveriaeenesaevessreeneases eseseseeaesersne seesenen aeasneesan eneenen 11
B BPPROWELS oo oo eereccreevanos crtresesesasesesess sesessoss sasesessnssnbessne svesssssre sassasoes aseseesen asssesses aensesssaemmsrers 12

B0 Warshom COmbml MBI oo i s oo sssmmsmions o s s 5054 5508 SG0S 4 SS4E 8 e 4 AP35 505 13



Chapter II B(9) Schedule S-4.2 Page 212 of 340

Doasment Captrod Nou: (T80
aes Lavé Boebord Date:  3-3-2000
g Pagn |

LE SELI DE'T‘A-L p'lICY A AR —

A et . Pt Lok b e iy

1.0 Introduction

This palicy ensures that development and maintenance af the Digital environment and development of
Digital requirements are reliable, secure, and predictahle.

The ohjective aof this document & to describe contrals, that when implemented by suppaorting standards
and procedures, are designed to move any assaciabed risks to an acceptable level.

1.1 Policy Statement

Infarmation systems, and the infarmatian they contam, are fundamental to AES US SBU {Strategic
Husiness Unit] daily operations and future sucoess. AES US SBU will implement grocedures ard controls
at all levels to protect the confidentiabty and integrity of information stored and processed cn our
systems, and to ensure that the information is available to authorzed persons when reguired based
upon this policy document.

2.0 Scope and Applicability

£.1 Scope

This policy is applicable to AES US Services LLC {"US Services™], each of its subsidiaries and any wentures
that are controlled by US Services, and any affdate of UG Services that adopts ths policy pursuant to its
awn corparate govemnance procedures {collectively, the *Companies™). Documentation of adoption of
this policy by a U Services affilate shall be kept by the US Services Polioy Committee or it's designated.
Please note that this Policy does supersede and replace any currently cutstanding simitar Palicy at any
af the aforementioned busnesses and AES Corp.

2.2 Applicability

A users {Company employees, contractars, vendors or others) ane responsibie for adhering to this policy.
This policy s applicable to all resources awned or operated by AES US Services LLC {"US Services™), each
of its subsidianes and any ventunes that are cantrolled by US Services, where end-users and/for passwords
ane utilized;
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3.0 Definition(s)

3.1 Backup Catalog

The catalog stores information regarding backups. The Catalog keeps track of the resources, files, etc.,
that are backed up, along with times and dates and which media, tape ar disk folders where the backed:
up data is stored. The Catalog serves as the table of contents for the backup system.

3.2 Development Data

Al information stored on U% 538U computer infrastructure (Servers) used for quality assurance, testing,
and development purposes.

1.3 Production Data

Al information stored on US 2BU computer infrastructure (servers] used to run the business. This includes
Operating Systems, applications, and data for the production endronment. This palicy does nat cover any
type of information stored on personal compaters.

3.4 Scheduled Changes
Any change on frequency/scope to a standing server backup schedule.

1.5 Change Control
The procedures bo ensure that all changes are controlied, including the submission, recording, anabysis,
decision making, approwal of the change, ard review post implementation.

3.6 Change Management

The Service Management process responsible for controlling and managing change requests to the (1
Infrastructure, or any aspect of I1 senrdons, o promote business benefit while minimizing the risk of
disruption to services.

3.7 Custodian
Indwiduals with the authorty to approve changes to production environments

3.8 Batch and Job Scheduling
& computer application for controlling unattended background program ewecution (commonly calied
batch processing)
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3.9 SOC Reports

Service Organization Contro! Reports® are internal control reports on the services provided by a service
organization providing valuable information that users need to assess and address the risks associated

with an cutsourced service

SOC 1: Reporting on Controls at a Service Organization Relevant to User Entities Internal Control Qver
Financial Reparting Guide

50C 2: Reporting on Controls at a Service Organization Relevant to Security, Svailability, Processing
Integrity, Confidentiality, or Privacy

3.10 End User

individuals with authorized access to AES US technology resources including permanent and temporary
employees or third-party personne! such as temporaries, contractors, consultants, and ather parties
provisioned interactive access to individual accounts within the AES US business systems

3.11 Access Provisioning

Access Provisioning is defined as the act of creating, modifying, or deleting user accounts to allow access
to @ system or application, or to alter the rights allowed by that account

3.12 Privileged Access

Privileged access allows the management of logical access, change management, daily operations
management and manitoring, as well as the ability to bypass technical security controls to read, write,
modify, or communicate data/information that would not be accessible under an individual account.
Privileged access includes access to other user's information granted by virtue of local or remote access
in a support capacity.

3,13 Privileged Account Characteristics

{Accounts can have multiple characteristics)

3.13.1 Administrator
Any interactive user account with Admin rights as defined by the 05/Database/Application.

3.13.2 Individual
Any interactive user account to which enly one individual user is authorized to use the account. Also

describes a non-privileged (end-user) account type

3.13.3 Shared
Any interactive user account for which maore than one individual user is authorized to use the account
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3.13.4 System Delivered/Default
Any generic system account created by the 05/Database/Application upon its installation. The account

can be utilized by the system and/or an authorized interactive user.

3.13.5 Service
Any account that a service uses to perform its designated function. This account can be utilized by the

system and/or an authorized interactive user.

3.13.6 Administrative Service
Any application, script or protocel that support the maintenance or administration of the technology

assets {e.g. Servers, network devices, etc.).

3.14 Standard Hardware and Software

Equipment and Applications that are placed into the approved list for use, and will be an iterm normally
supported by the AES US IT Support staff

3.15 Non-Standard Hardware and Software

Equipment and Applications that are not on the approved list, but are uniquely required for functicnal or
ather business reasons, support will be on a “Best Effort” basis, and may be a pass through to the vendor

support team

3.16 IT Resource

Any service or component provided or maintained by IT.
3.1.17 Cloud computing

The terrn Cloud Computing refers to the delivery of on-demand computing services, such as processing,
storage and communications, over the Internet (the “cloud”} on a pay-for-use basis. Cloud computing
includes not only the applications and services delivered over the Internet, but also the hardware and
saftware needed to deliver those services. The three primary service models are:

+ Software as a Service (Saas): Examples include Google Docs, Salesforce, Workday, online

collaboration solutions (e.g. Office365).
+ Platform as a Service (PaaS): Examples include Google App Engine, Microsoft Windows Azure,

Microsoft Live services, ete.
+ Infrastructure as a Service (laaS): Examples include Amazon Web Services (AWS), and VMware's

VCioud, among others.
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4.0 Governance Controls

Governance control policy statements support the protection of AES Digital assets, and the alignment of
AES Digital strategies and goals with the businesses objectives by identifying 1T-related business risks,
assessing risk severity, and determining appropriate risk responses for AES in accordance with its

importance and petential impact to the organization

4,1 A process to assess Internal and external risks across AES US 5BU is executed whan a new Digital
solution is being implementead, in order to identify and address key risks faced by AES US 58U, The
risk analysis is based on the existing and approved ITGC (Infermation Technology General Cantrol)
catalog.

4,2  Internal self-assessments shall be performed on all information systems that house critical and
financial AESUS SBU Application Information.

4,3 External providers for software and/or 1T/Digital services must comply with the policy requirements
included in this document. An independent report {S0CL/2) on controls at the Service Organization
must be delivered to AES US SBU ard reviewed by the Digital organization and the Business
Application Owner.

4.4  Ensure business owners within the AES US SBU participate in, and approve, the selection and design
of new systems to ensure they meet business requirements prior to the execution of a new project.

4.5  Measures must also be taken to evaluate if the new critical initiatives impact AES Global strategies
and if su, ensure that the initiative is strategically aligned with AES strategy and that appropriate
AES approvals are gathered.

4.6  All Company users must use company Digital rescurces only as autherized by and in accordance
with this Policy. General principles on the appropriate use of all company Digital resources are
autlined in Appendix A.

4,7 Aprocess to assess or dispose decommissioned Digital assets shall be performed. Disposal principles
on the adequate process of remaving/decommissioning Digital assets are outlined in Appendix B.

4.8 Al technology users will conduct themselves in accordance with the highest professional standards
and in strict adherence with all laws {e.g. Sarbanes-Onley Law), regulations {eg. NERC-FERC), palicies
{Digital, Accounting, etc.), and procedures. Misuse of privilege access, intentional wrongdoing or
improper behavior that may compromise the company security and expose confidential/private
information, may result in disciplinary action.

4,9 A process to manage and support installed resources including maintenance and tracking of
inventory. The process should include guidance to establish adeqguate controls over lifecycle
eguipment and software.
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5.0 Access and Protection Controls

5.1 Systems and Applications Backup

511 Backups
Backups must be performed in a manner that allows the US SBU to meet their recovery point objectives
(RPO).

512 Logging and Monitoring
Al executed backups will be logged and monitored.

513 Catalog
A backup catalog must be used for media tracking and storage.

514 Recovery Testing and Review
Samples of data rmust be recoverad and validated to ensure the backup system is functioning correctiy.

Testing must be logged and the logs retained according to prevailing retention policy, or any legal

requiremeants.

515 Retention and Review
All backup media of applications, systerms and data must be retained according to prevailing retention

policy or any applicable legal reguirements. The review should be formally documented and retained with

the local backup procedure.

5.2 Job and Batch Scheduling

5.2.1  Critical Jobs List
A list of critical scheduled jobs and batch activities must be created and maintained.

5.2.2  Job and Batch Scheduler access
Access to create, modify and delete critical scheduled jobs and batch activities must be authorized.

523 Logging
Al critical scheduled jobs and batch activities must be logged.

5.2.4  Monitoring/Failure Handling
Failures in the execution of a critical scheduled job(s) or batch activity must be documented and
resolved appropriately.

525 Review
The logs of critical scheduled jobs and batch activities must be reviewed. This review must be formally

documented and retained.
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5.3 Change Management

53.1 Establish Process
A change control and configuration management process shall be established, documented, and utilized
for adding, modifying, replacing, or removing hardware, applications or data.

53.2 Tracking System
A change reguest tracking systern must be utilized to initiate and document ali changes, including
emergency changes for each reguest,

533 Testing
All changes to U5 58U systems must be tested and the documentation must be retained based on local
or corporate retention policy. Changes to US 3BLU systerns must be developed and tested in physically or
logically segregated enwvironment|s), separate from the production environment.

534 Back Out and Recovery Plan
Back-cut and recovery plans must be documented and approved. Documentation must be retained
based on local or corporate retention policy.

535  Authorized Approval
Business and IT custodians will be identified and documented in an approval matrix. This approval
rmatrix will be maintained on an annual basis at minimun or as needed. These custodians will review and
authorize change requests according to their responsibilities prior to implementation to the production
environment. These changes and authorizations must be docurmnented using an IT Change Request form.
Documentation must be retained based on local or corporate retention policy.

536 Segregation of Duties
Where applicable, enforce a segregation of duties between the individuals responsible for developing a

change and migrating the changes into the production environment. Where applicable,
programmers/developers should not have functional (business process) access in the production

gnviranment.

53.7 Review
The change control process and the custodian responsibilities are reviewed and monitored to ensure all
process controls are operating effectively.

5.4 Access Management

54.1 Authentication
AES US critical systems/applications must require authentication methods to secure and identify the use

of an account.

542 Account Provisioning
For AES US systems/applications, the Access Provisioning Processes requires appropriate management
approval which must be docurnented and retained; additionally, all access permissions must be
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appropriately authorized and maintained on the basis of Least Privilege. This includes when an account
is created, or a user's role changes, i.e. transfer or termination,

54.3 Privileged Access

¢ Priviteged access user accounts shall only be used when the additional privilege is required, and shall
nat be used for day-to-day activities

* Allinformation revealed as a result of privileged access is protected and may not be given to any non-
privileged user or to any other privileged user except as required to perform necessary work and
approved by the relevant data owner.

* Individuals with privileged access must respect the privacy of system users, respect the integrity of
systems and related physical resources, and comply with relevant laws, regulations and security
reguirerments.

* Individuals with privileged access shall take necessary precautions to protect the confidentiality of
information encounterad in the performance of their duties.

* Individuals with privileged access must be aware of, and follow, change control processes before
making changes to production systems.

* Privileged accounts are for administrative work only

5.4.4 Segregation of Duties
Segregation of duties must be maintained over requesting, approving, granting, and monitoring access
to all user accounts.

545  Periodic Access Review
Access rights to ALL accounts of the AES US business systerms must be reviewed periodically by

management to validate appropriateness of access for job functions {on the basis of Least Privilege)
following defined AES US User Access Management Processes.

5456 Password Requirements
Password parameters should follow the AES Cybersecurity requirements (where there are no system

constraints), regarding password complexity and timeframes removals,

Default Passwords in any system, application, device or database that resides in or connects to the AES
retwork must be changed to complex passwords, either during the installation process or immediately
thereafter before introducing into the production network.

All general user-level technologies require strong passwords, e.g. desktopflaptop, e-mail, devices,
instant messaging, software services supporting business applications.

Admin-level technologies require extended length and complex passwords, £.g. root, enable, application
administration accounts, shared accounts, system delivered/default accounts, service accounts,
accounts and firefighter accounts.

5.4.7 Terminations
Disable or remave AES system user accounts for terminated AES personne! within ten {10) business days.

Maodify user access in AES systems for transferred AES personnel in accordance with their job
responsibilities within ten (10) business days.
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5.4.8

Generic Accounts & Services

Where applicable lock, secure, or disable system-delivered and generic user 1Ds. At a minimum, remove

default passwords and update passwords for these accounts annually.

The use of the following administrative services is prohibited, unless there is a clear business need and an
approved exception by Cybersecurity and Digital Management prior to the implementation of the device

into the production network:

File Transfer Protocol {FTP)
«  Telnet
*«  Secure Shell Protocol (55H)

s Simple Network Management Protocal {SHMP)

549 Access to Assels

Restrict Physical access to locations that house AES systern assets such as [data centers and contraf

rooms) e authorized personnel.

Support Access Flow
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6.1 Permitted Use - Cloud Services

Engagements for new systems must be evaluated for security and fitness for purpose before committing

o use.

Any Company information deemed confidential or otherwise sensitive must not be stored, shared, or
otherwise processed by a cloud computing provider unless the cutsourced service enters into a legally
binding agreement with AES US SBU to protect and manage the data with the minimum-security
requirements described herein,

6.2 Evaluation Criteria

The AES US SBU has established guidelines for engaging with any cloud provider related to the types of
information that may be stored in the cloud and the essential criteria for evaluation, particularly
assessment of the potential security risk associated with storage of this data. Cloud providers are reguired
to meet or exceed the AES US SBU controls.

6.3 Secure Channel Communications

& secure channel must exist for all data communications between any cloud service provider and AES US
SBU users. Secure channels are required for both enterprise connections and end-point connections
depending upoen deployment and usage.
« Enterprise connections must be secured with a point-to-point method such as TLS, VPN, or 55L.
# End-point connections, such as laptops, PDAs, smartphones or other hand-held devices, must be
secured with 350, VPN, or similar tunnel-encrypting method.

6.4 Secure Access Controls

#  Access controls for workforce members are governed by the AES US SBU Access and Protection
controls, noted in Section 5 of this document
+«  Access controls for the provider are reguired to be at least as stringent as the controls
established in the above-mentioned policy and must also include:
o The principle of Least Privilege: Only those with a need to know shall have access to
corporate data.
Monitoring: Access of corporate data must be recorded and reported.
o Compartmentalization: Segregation of duties must be inherent in the provider's own access
control procedures.
o The use of shared logon credentials is prohibited.
+ Strong Authentication —~ Where passible, administrative access to provider services should be
protected with two-factor authentication mechanisms, such as security tokens, secondary
passwords, or digital certificates,
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6.5 Secure Networking

The means and methods of safeguarding connectivity must be congruent with AES Cybersecurity
requiremeants.

6.6 Backup Data

+ Backup data must be available in the event of an emergency.
+ Backup data should always be stored at a location separate from the primary cloud provider.

6.7 Audit Logging

& At a minimum, all providers must be able to make available reporting procedures on system
utilization, perfformance statistics and access events.

» Al suspicicus activity should be investigated and documented.

* Logs should be archived and secured for a period consistent with Company policies and
regulatory compliance.

6.8 Retention Policy

» Data stored at provider locations is still subject to the provisions defined in the AES Cybersecurity
requirements.

7.0 Related Policies and Standards

e AES 2019 ITGC Catalog
s CyberSecurity Reguirements
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8.0 APPROVALS
The following have reviewed and approved this business practice:

Approved:

Alatame A ) 5/15/2020

Antonio Marvaez - US 58U Digital Director Date
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9.0 Version Control History

11T Governance Mike Birch
Alejandro Ropero

May 8% , 2020 | Initial Policy creation
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Appendix A

Acceptable use principles:

General Restrictions

Users will adhere to the foliowing restrictions for use of all Assets provided by IT; more specific restrictions
are listed by type of resource,

# At All times, AES People and contractors have the responsibility to use all provided resources
including systems, services, and information in a responsible, professicnal, ethical, and lawful
mannsr

e Copyright laws, ethics rules, and other applicable laws are to be abided by

s Company Resources, including information, must be protected

s Al access to Company resources must adhere to the Access Management Policy

*  Use only accounts assigned to you, and only for their interded business purpose

+ Do not share your accounts/passwords with anyone, including members of management, co-
workers, IT support and service desk staff.

+ Do not permit anyone to share their accounts/passwords with you

* Do not attemnpt to access any company systems or accounts that you are not authorized to access
{no hacking)

s Protective systems installed by 1T or Security (e.g. Anti-virus, DLP, intrusion prevention/protection
systems, and Malware protection) must not be disabled or bypassed

+ Company resources are to be used for Business only, not for persanal gain

+ Al information stored, sent, or received on AES systems is the property of AES

e AES reserves the right to monitor usage of all systems and services including information stored in or
transmitted between systems without notice

+ Material that is abusive, threatening, fraudulent, harassing, embarrassing, sexually explicit, profane,
abscene, intimidating, defamatory, or otherwise unlawful, is not acceptable to store or transmit on
any cormpany resources

e Messages that disclose personal information without authorization are prohibited

*  Electronic communications, including e-mail, voicemail, instant messaging, text massaging, or faxes,
should never be considered private or secure

Computer Systems

+  Only company-owned systems may be connected to the corporate network without a Security review
Access to unattended systems must be prevented (i.e. logged off, or locked)

* Unauthorized software instaliation is prohibited

E-Mail

At all times, AES people and contractors have the responsibility to use the e-mail systemn, as well as
other computer resources, in a responsible, professional, ethical, and lawful manner.
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+ Employee use of accounts not assigned by US SBU for business communications is prohibited

s E-mail could be stored indefinitely on other computers, including that of the recipient, do not
assume deleting it from your systern has eliminated all copies

e« E-mail communications sent or received by an employee may be disclosed to law enforcement
officials without notice

#  Forging of e-mail header information or identity spoofing is prohibited

Internet Access

AES LS provides Internet access to network users as needed to aid in facilitating and conducting
Company business.

¢ Assume all information retrieved from the Internet is copyrighted information

¢ Unauthorized copying of copyrighted materal including, but not limited to, digitization and
distribution of photographs from magazines, books or other copyrighted sources, copyrighted music,
and the installation of any copyrighted software for which AES US does not have an active license is
strictly prohibited

*  Assume anything posted to the Internet cannot be erased

Instant Messaging

AES U5 provides instant messaging capability to network users to aid and facilitate business
communications internally with other AES employess. Instant messaging to external accounts is permitted
only for business purposes.

Unacceptable Instant Messaging use ~ the following activities are, in general prohibited. The list below is
by no means exhaustive but provides a framewark for activities which fall into the category of
unacceptable use.

* Instant messaging for non-business purposes

+  Using instant messaging to interfere with the ability of others to conduct AES business

*  Using instant messaging for any purpose which violates State or Federal law, or AES policy

Text Messaging

At alfl times, AES peocple and contractors have the responsibility to use text messaging, as weil as other
computer resources, in a responsible, professicnal, ethical, and lawful manner,

Unacceptable text messaging use - the following activities are, in general prohibited. The list below is by
no means exhaustive but provides a framework for activities which fall into the category of
unacceptable use.

e Using text messages to interfere with the ability of others ta conduct AES business
*  Using text messages for any purpose which violates State or Federal law, or AES policy
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Printing

At all times, AES people and contractors have the responsibility to use the printing systemns, as well as
other computer resources, in a responsible, professional, ethical, and lawful manner.

Unacceptable printing system use ~ the following activities are, in general prohibited. The fist below is by
no means exhaustive but provides a framework for activities which fall into the category of unacceptable

use.

s Using the printing system to interfere with the ability of others to conduct AES business
*  Printing and leaving confidential information unattended at the printer

*  Using the printing system for any purpose which violates State or Federal law, or AES policy

Voice

At all times, AES people and contractors have the respansibility to use the Phone and Voice-Mail systems,
as well as other computer resources, in a responsible, professional, ethical, and lawful manner.

s Voicemnail could be stared indefinitely on other devices, including that of the recipient, do not assume
deleting it from your device has eliminated all copies
*  Copyright laws, ethics rules, and other applicable laws are to be abided by
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Appendix B

AES LS SBU Technology Eguiprnent Disposal principles:

= When Technology assets have reached the end of their useful life, they should be sent to the AES
responsible facility for proper disposal.

= The AES responsible facility will securely erase all storage mediums in accordance with current industry
practices and ensuring to meet legal data retention requirements.

= All data including, all files and licensed software shall be removed from eguipment using disk sanitizing
software that cleans the media overwriting each disk sector of the machine with zero-filled blocks,
meeting Department of Defense standards.

" Upan return, technology equipment cannot be sold to any individual.

= Mo computer equipment should be disposed of via dumps and landfill,

Alf glectronic drives must be demagnetized or overwritten with a commercially available disk cleaning

program. Hard drives may also be removed and rendered unreadable {dreilling, crushing or other

demaolition methods).

= Computer Equipment refers to desktop, laptop, tablet or netbook computers, printers, copiers,
rmanitors, servers, handheld devices, telephones, cell phones, disc drives or any storage device, network
switches, routers, wireless access points, batteries, backup tapes, etc.

= The AES responsible facility will place a sticker on the equipment case indicating the disk wipe has been
performed. The sticker will include the date and the initials of the technician who performed the disk
wipe.

= T equipment with erased memory or storage technology will have the memary or storage device
removed and it will be physically destroyed.

= The Digital Operations team might donate, recycle or properly dispose of cutdated technology assets.

= Any equiprnent not in working order will be disposed, according to current environmental guidelines.

= The Digital Operations team has contracted with several organizations responsible for the properly
equipment’s disposal.

* Prior to leaving AES office premises, all equipment must be removed from the Information Technology
inventory system.
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AES Digital five-plus major strategic themes

AES Digital Five Strategic Themes +

Digital Ecosystem

Customer Experience

N,

Intelligent Enterprise

S .
& %
g Digital Foundatio®
Smart Grid /. i

\dae3ul
2 BNl

Connected Enterprise

W

Digital Foundation
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CUSTOMER INITIATIVE ROADMAP

The initiative roadmap is organized by capability and illustrates the sequence and timeline of defined initiatives
designed to mature capabilities to a foundational level.

Codarer {a. Implement Future State Digital Customer Platform Digital Custc latform Co
Engagement 1b. Optimize Benefit
Platform Potential of Salesforce CRM Salesforce | s and Conti Rele A Ma i ised Salesf s " s
Platform x
Digital Hub 2a Accelerate Product & Service %S
Pradicl & Sanvice Desig 1 ot Cistomer Seoments mmmm ,amhmmmwwmmmmm,wmmﬂu)

Co-Creation and
Commercialization

R A,

Ongoing Voice of the Customer processes

Ongoing Use Case Prioritization, Pilots, and Scaled Deployments
Ongoing Voice of the Customer processes
4a Pecsonalize Digital Marketing & Sales

4b. Streamline Digital Customer Comms Ongoing Digital Marketing and Communications operations
4c. Enrich Digital Content

Digital Marketing &
Comms

5a. Optimize IVR Experience

Seamless
Customer 5b. Enhance Digital Self-Service Ongoing Self-Service improvement identification and optimization
Seit-Sevice 5c. Establish Al Powered Care
6a Create Resource Capacity
Cust Automation Onnomg Automation Qulllﬁubon Deployment and Maintenance activities
Worklorce or g

Empowerment
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Functional Area:

Infrastructure Security Services

SFR Reference
B)(9)(f)(iii) Policies for protecting company and customer information/data

Policy and Goal Setting:

Infrastructure Security Services provides cyber-security, physical security and North American
Electric Reliability Corporation Critical Infrastructure Protection Standards (NERC CIP)
compliance services for the transmission, distribution, and corporate operations of DP&L.

DP&L’s cyber-security, physical security and NERC CIP compliance policies are determined by
business need, regulatory compliance, risk assessments and industry best practices. Policies are
developed by management under the guidance of AES’s leadership and the AES’s board of
directors. All parties are equally responsible to ensure that DP&L policies meet or exceed the
requirements set forth by all of DP&L’s regulatory and business requirements.

The first priority of all DP&L areas is to ensure the safety of all DP&L employees, contractors,
vendors and the public. Infrastructure Security Services personnel and management takes this
priority very seriously and incorporates safety into all aspects of its operations. The safety
program focuses on getting everyone involved in safety in order to increase safety awareness and
create an injury-free workplace through monthly safety meetings and DP&L’s safety walk
program.

Strategic and Long-Range Planning:

Planning in Infrastructure Security Services for physical security, cyber-security and NERC CIP
compliance reflects DP&L’s long-term strategy to achieve DP&L’s goal of delivering safe,
reliable service and meeting the compliance and reliability targets as well as our customers’
needs.

Infrastructure Security Services determines long-range planning as part of a multi-year budget
cycle based on known compliance requirements, system life cycle management, and threats to
the company. In addition to operational needs, the planning stage considers budget allowances
and staffing needs.

Organizational Structure and Responsibilities:

Infrastructure Security Services consists of approximately 61 staff members and the
Infrastructure Security managers report directly to the Chief Operating Officer (COO). This area
maintains responsibility for the following utility activities:
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Physical Security services are provided for 170+ locations within DP&L’s geographical footprint

and include substations, service centers, corporate offices, communication/microwave tower
sites, remote storage yards and personnel security. Activities include:

1)
2)

3)
4)

5)

Provide 24/7 security guard services for corporate offices and special assignments
Utilize 450+ electronic surveillance cameras at substations, service centers, tower sites
and office facilities for situational awareness

Oversee 142 alarm systems across DP&L’s geographical footprint. This includes
security check-in and check-out protocols for all substations and tower site locations
Manage all security operations from the security operations center in DP&L’s service
building

Supervise incident response, inquiries and investigations related to physical security and
access control

Cyber-Security services are provided to Information Technology and Customer Operations by

the AES Corporate Cyber Security team. Activities include:

1)

2)

3)
4)

5)

Protect DP&L’s computer network users, architecture and data from malicious activity
using security methodologies, processes and technologies

Monitor DP&L’s computer network, data center, workstations, electronic field terminals
and personnel activity for external and internal threats

Provide awareness and training programs for DP&L personnel, contractors and vendors
Identify, classify and protect information assets throughout their lifecycles. DP&L’s
Information Classification Policy is attached as Infrastructure Security Services — Exhibit
2.

Supervise incident response, inquiries and investigations related to cyber-security and
data protection

NERC CIP regulatory programs enforce mandatory requirements for in-scope business
operations at transmission operation facilities that fall under NERC CIP v5 and NERC CIP 014
compliance standards. A complete listing of the security standards is included as Infrastructure
Security Services — Exhibit 3. Activities include:

1)

2)
3)
4)

5)

6)

Address physical security risks and vulnerabilities related to the reliable operation of
DP&L’s bulk electric system, including transmission substations

Provide sabotage incident investigations and regulatory reporting

Identify and document the Bulk Electric System (BES) Cyber Assets associated with the
critical Cyber Systems that support the reliable operation of DP&L’s bulk electric system
Oversee security management controls to protect DP&L’s high, medium, and low BES
Cyber Assets according to DP&L’s cyber security standards included as Infrastructure
Security Services — Exhibit 4.

Manage DP&L’s personnel with authorized cyber or unescorted physical access to
DP&L’s BES Cyber Assets, including contractors and service vendors, and ensure DP&L
personnel have an appropriate level of personnel risk assessment, training, and security
awareness

Manage the identification and protection of DP&L’s electronic security perimeters inside
which all critical cyber assets reside, as well as all access points on the perimeter
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7) Maintain a physical security program for the protection of DP&L’s critical cyber assets

8) Manage the methods, processes, and procedures for securing DP&L’s critical cyber
assets, as well as the other (non-critical) cyber assets within DP&L’s electronic security
perimeters

9) Ensure the identification, classification, response, and reporting of cyber-security
incidents related to DP&L’s critical cyber assets

10) Ensure that recovery plans are put in place for DP&L’s critical cyber assets and verify the
plans follow established business continuity and disaster recovery techniques and
practices

The organizational chart for the AES/DP&L Security Services is included as Infrastructure
Security Services — Exhibit 1.

Decision-Making and Control:

DP&L’s Infrastructure Security Services decision-making and control is achieved by individuals
throughout the organization making decisions within their given scope of authority in support of
DP&L’s overall mission and in accordance with the DP&L policies and procedures. Decisions
are appropriately raised to a proper level of authority as required by DP&L’s policies.

Performance against Infrastructure Security Services operational goals is monitored and reported
on a continuous basis, which includes monitoring of safety, security operations, budgets, and
compliance. This monitoring helps to ensure that early warnings are in place when problems
arise. This allows management to uncover trends in a timely manner and proactively address
issues.

Internal and External Communications:

Internal communications are accomplished through a variety of communication channels
including; face-to-face meetings, phone calls, conference calls and e-mail. Internal
communications typically correspond to supporting the operations of other functional areas of
DP&L. These communications include providing information to areas such as the Security
Operations Center, Dispatch Operations, Customer Service, Corporate Communications,
Finance, and Regulatory Operations.

External communications are accomplished through a variety of communication channels
including; phone calls, radio systems, meetings, and e-mail. Infrastructure Security Services
personnel and security staff will communicate directly with internal business divisions when
incidents or awareness requirements arise. Communications typically involve a variety of topics
including; security statuses, incident response, activity alerts, awareness campaigns, and
maintenance activities.
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Infrastructure Security Services — Exhibit 1

Organizational chart for DP&L’s Security Services

- Chief Operating Officer, Global

|' Chief Operating Officer, US SBU

== NERC CIP

— Physical Security Services

—  Chief Information Digital Officer

L Vice President of Cyber Security

L Cyber Security
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Infrastructure Security Services — Exhibit 2

COAES

we are the energy

AES US Strategic Business Unit (“US SBU”)
Infrastructure Security Policies

US SBU INFORMATION CLASSIFICATION POLICY

Palicy Owner: US 5BU Infrastructure Security
Original Issue Date: 02/19/2015

Revision Date: 06/04,/2015
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US SBU INFORMATION CLASSIFICATION POLICY
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1.0 INTRODUCTION

The AES Corporation’s United States Steategic Business Unit (US SBU) creates, collects and processes a
vast amount of information in muitiple formats. in addition, the US SBU possesses information
cancerning our customers identifiable information ond information that if misused could be used in the
planning or disruption of or to the Bulk Electric System. The US SBU has a responsibility to pratect this
information and ensure the confidentiality, integrity end avoilahility of dota. The US 5BU (s commutted ta
the correct and proper classificotion and handling af this information, This policy has been developed to
direct personnel in applying o degree of sensitivity ond ceiticality to all the information created, collected,
grocessed and disseminated wathin ond outside the organization,

2.0 SCOPE

This palicy is applicabie to AES US Services LLE [“US Services”), each af its subsidiaries and any ventures
that gre controlfed by US Services, and ony affiliate of US Services that adopts this policy pursuant to its
own corporate governonce procedures (collectively, the "Companies”). Documentation of odoption of
this policy by a US Services affiliate shall be kept by the US Services Policy Committee or it's designate.
Please note that this Poiicy does supersede and replace any curcently outstonding similar Policy at ony of
the aforementioned businesses and AES Corp. However, ot no time shall this policy conflict with any
additional ebligations an individuo! business may have in place to support other requirements, fe.q.
NERC CIP). This policy Is intended to create o minimum baseline for all US SBU locations and personnel,

3.0 PURPOSE

The purpase of this policy is to ensure information assets are identified, properly classified, and protected
throughout their lifecycles. Information, like other assets, must be properly managed from its creation to
disposal. As with other gssets, not all information has the some value or importonce ond therefore
information requires different levels of protection. Information osset classification and  dato
management are critical to ensure thot the wssets have o level of protection corresponding to the
sensitivity ond volue of the information osset. This policy collectively applies to oll information assets,
including but not limited to: customer information, personnel records, maps, diggrams, topologies and
collectively “data” in paper, electronic or film form and regordiess of how it is stored or transmitted..

3.1  FERC Critical Energy Infrastructure Information (CEIl)

CEN is specific engineering, vulnerability, or detoiled design informotion ehout proposed or existing
criticl infrastructure (physical or virtual] that;

e Relates detoils phout the production, generation, transmission, or distribution of energy.
o Could be useful te a person planning an attock on critical infrastructure,
e [5exempt from mandatory disclosure under the Freedam of Information Act; and
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s Gjves strategic information beyond the location of the catical infrastructure.

e LS SBU Business information in which the business owner has defined its value, criticality,
sensitivity or legal implications in which the business owner included in this policy ta differentiate
between various levels of sensitivity ond value.

The US SBU Information Clossification Policy does not restrict or supersede other information
classification standords, requirements, policies or procedures that are more stringent and/or reguiated
as part of the following NERC CIP stondards:

e NERC CIP-003-3 R4 Information Protection
s NERC CIP-011-5: Information Protection Effective Dates
e NERC CIP-014-1; Security for Critical Substations

4.0 DEFINITIONS

The terms and definitions listed below are meaningful for this policy:

4.1  Anonymized / Anonymization:

The process of rendering information into on irrevocoble form which does not identify any individual and
can no langer he linked to an individual.

4.2 Backup:

The process af making copies of files and other information electranically or physically stored to ensure
they will be preserved in cose of equipment failure, loss or theft etc.

4.3 Breach of Confidentiality:

The situation where confidential ar restricted informaotion has been put at risk of unguthorized disclasure
o5 @ result of the loss or theft of the information or, the loss or theft of a computer device containing o
copy of the information or through the accidental or deliberate release of the information,

4.4  Electronic Media:

Any information that has been cregted and is stored in an electronic format, including but not limited to
software, electronic documents, phatographs, video and audio recordings.

4.5 Encryption / Encrypt:

The process of converting {encoding) information from o readable form (plain text} that can be read by
everyane into an unreadable form {cipher text] that can only be read by the information owner and ather
guthorized persans.
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4.6 Encryption Key:

A piece of informaotion {i.e. o password, certificate, et ] used to encrypt/deceypt information,

4.7  Information Technology (1.T.):

includes olff computer focifities and devices, networks and informotion communications infrosteucture,
telecommunications systems and equipment, interpet/intranet and email facilities, saftware, infarmation
spstems ond applications, account usernames and passwords, ond informotion and information that are
owned or leased by AES US,

4.8 Media:

The systems that carry messages or data, i.e., the information “tontainer.” Formaot types include paper,
microform, ond electronic, Some examples are email, flash drives, hard drives, COs, OVDs, floppy disks,
servers, imaging systems, databases, dato files, video, ond voice recording spstems.

4.9 Mobile Computing Device:

Any handheld computer device including but not limited to foptops, notebooks, toblet computers, iPads,
smartphone devices {e.g. POA&, Phane and Blackberry enabled devices, etc ).

4.10 Non-Disclosure {and Confidentiality) Agreement:

An agreement established between the affected parties governing the disclosure of Information.

4,11 Owner:

The individual(s) responsible for or knowledgeable about how the information is generated, created,
acquired, transmitted, stored, deleted, or otherwise processed.

4.12 Personal Identifiable Information — Pll {(as defined by NIST):

Any information about an individual mointained including (1) any information that can be used to
distinguish ar trace on individual's identity, such as name, social security number, dote and place of birth,
mather's maiden ngme, or biometric records; and (2] any other information that 15 linked or linkable ta
an individual, such as medical, educational, finoncigl, ond employment information.

4,13 Personal Use:

The use of the Information Technology [IT} resources for any activity(s] which is not wark-related.

4,14 Pulverize / Pulverized:

Destruction by grinding into very small pieces or powder,
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4.15 Removable Storage Device:

Any optical or magnetic starage device or media, including but not imited to: CD, OVD, magnetic tapes,
LISB flash drive {i.e. memary stick/penfkeys), external/portable hard drives.

4.16 System Owner:

The individual{s) responsible for the maintenance ond support of the system where the data s
generated, occessed, transmitted or stored.

4.17 Structured Data:

Dota ossocioted with ¢ business opplication or system. Dato that resides in fixed fields within a record or
fle; relotional dotoboses ond spreadsheets are examples of structured data.

4,18 Unstructured Data:

Data not assaciated with o business application or system. Dota that does not reside in fixed locations.
Exomples are any protected documents such as: word processing documents, excel spreadsheets, POF
[fHles, e-mail messoges, blogs and/or web pages.

4,19 User:

The individuol(s), orgonizotion or entity thot interocts with dato for the purpase of performing an
autharized task.



Chapter II B(9) Schedule S-4.2 Page 241 of 340

Oacument Contrad No» 15-010

AES US 58U Lot Bevised Dote: 642015
Policies Brage 5

UsS SBU INFORMATION CLASSIFICATION POLICY

5.0 POLICY

The folfowing policy for Information Classification affects olf business gotivity across the US SBU.

5.1 Information Classification

Al infarmation {irrespective of its format] owned, creoted, received, stored and processed by the LS SBU
must be classified accarding to the sensitivity of its contents. Classification controfs should take occount
af the organizotionol needs for shoring or restricting the information and the associoted impacts and
risks fe.g. consequences I information s hoodled inoppropriately). All information owned, created,
received, stored or processed by the US 5BU must be dlassified into one of following categories:

»  Public/Unclossified

s internof

« Confidential

e Restricted information

5.2 Public/Unclassified Information

Public/Unclossified infoermation is defined as information that is available to the general public and s
intended for distribution potentigily outside of the organization. There would be no impact to the US
SBU, its personnel, clients ar business partners if this type of information wos mishandled or accidentolly
released. Some examples of public information include:

e Company Brochures

e Staff Brochures

®  News or media releases
¢ Pamphiets

«  Advertisements

s Webcantent

e fob postings

5.3 Internal Information

internal information Is defined os information that is only intended for internal distribution omong Us
SBU personnel, contractors, sub-controctors, agency staff and euthorized third porties [ie. service
providers etc.). In the majority of instances there would be no significant impoct an AES US if this type of
infarmation was mishandled or pecidentally released, Some examples of internol information include:

e internaol telephone dicectory
o Liser manuals
s Organizationol newsletters & magazines
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5.4 Confidential or Restricted Information

Confidentiol information is highly sensitive which is protected by legislation or regulations, legal
cantracts or internal policy. The unouthorized or accidental disclosure of this infarmation couwld seriously
andfor adversely impact the US SBU, its personnel, custamers and business partners,

Restricted information is highly sensitive which is protected by legistation or regulotions, legal controcts
or internal policy. The unauthorized or accidental disclosure of this information could seriously and/or
adversely impact the US SBU, its persannel, customers and business partners.

Some exampies of confidential or restricted information include the following applicable examples:

e HR/parsonal records

e Fingnciol information / hudgetary reports

s Service plans /service performance monitoring reparts
e (raft reports

v Apdit reports

s Pyrchasing information

e \endor controcts / commerciolly sensitive information
» (nformation covered by non-disclosure / confidentiolity ogreements
e Passwords /cryptographic private keys

e (nformation collected as part af criminal investigations
s Unpublished financial reports

e Strategic corporate plons

s nformation requiated by FERC/NERC requirements

e (nformation reiated to customer accounts (Pl

information regarded os Confidential or Restricted must be handled in accordance with the Information
Classification Mateix, (Appendix A) and any release outside of the orgonization must be approved by the
husiness owner{s] and with an executed US SBU Non-Disclosure Agreement (Appendix B) in place.

5.5 Protective Markings

Protective markings indicate to other people the information clossification category, and fevel of
grotection needed in handling, transfercing and storing the information. As the business owner decides
which classification category applies to information, they must communicate this to others by displaying
the classification cotegory an the document or file; protectively marking the document or file to help
athers to understond the level of protection that shall opply when they handie, transfer or store thot
information. Show the protective marking {i.e. Public or Unclassified, internal, Confidentiol, ar Restricted)
in a prominent place such as o watermark(s) headers, footers, ar stomps; emails sholl also contain a

notice.



Chapter II B(9) Schedule S-4.2 Page 243 of 340

focument Controd No.o 1S-010

AFES Us 58U Lot Revised Oate: 642015
Policies Poge 7

US SBU INFORMATION CLASSIFICATION POLICY

5.6 Disclosing Information

The US SBU will not give access, disclose, or transmit Confidentiol or Restricted Information to any person
or entity that is not outharized to hove access to, review, or otherwise see the information classified as
Confidential or Restricted. Special procedures are followed if Confidentinl or Restricted information is
needed in the event of audits or investigations. See Procedures referenced in Appendix A for details,

5.7 Reporting Improper Disclosure or Loss

Internal users or owners moest promptly oty theie departmeatal manoger, any member of the
manogement team, the Infrastructure Security team and/or the US 3BU legal department regarding any
accidental or unoutherized disclosure or loss af Internal, Confidential, or Restricted Information created,
received or mointoined by the US SBU. This Policy in no way limits other US 58U polivies and procedures
from requiring mare specific notification requirements as mandoted by requintary ar legal requirements.
Issues of improper disclosure or foss of Internal, Confidential, ar Restricted Infurmation are 1o be treated
gs "need to know” ond should not be discussed internally or externally without written approval of
executive management ar the US SBU legal departmeat, or as required by low.
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5.8 Example Matrix

The example below is an exomple af Appendix A.

Public/Unclassified internal ‘ Confidential Restrictad

information that is i

avallabie to the general  Information that is anly e henial information | Restrictad infarmation

pubiic ard infended intended for infema s highiy sensitive which | s highty senzitive which

for chigtribution outsios distribution smong US is highly sen | ks 4

W is protected by is prodected by

fhe crganization SBU stalf and famislation or logialatian or

authorizad third partios SRS ) ragulations, legal

This information may be L8, service providens, J:o\gmcrs a:' It Sentrels o lmi'ﬁémaf

fresly dizseminated contractors and sub- ol el

without pedential contractors). pocy. POy

Wm',ww\,«,@.\m‘ RS, — —— i ———— R A ool

{ ¢ HRpersonal .
records; reconds;

»  Financial = Financial
iforration / infarmahion /
budgetary raports, Dudgetary reports,

s Audhi reports, e Audif reports;

o Purchasing +  Purchasing
irtformahion, informatan;

Vendor confraciss | s Vendor condracts /

cornmercialy
sensifive sansiive
irrforrmation, information,

v Compay »  Information +  Information

brochuras; coversd by non- cowvarad by non-

o Staff Brochures, *  Infomal belaphane disclosure ¢ dfscimrgy /

e Newsor media J : confidaniialiy covtfidertialfy

relsases; : ;ﬁm agreaments; agreements;

s Pamphiets; 2 - »  Passwords / +  Passwords/

«  Adverisements, magaznas. cryptographic cryplographic

s Wb conlernt; privafe keys: private keys,

*  Job postings, «  Infermation o information
colfeched as part of collectad as part of
anming! criminal
frvestigations, Inverstigations,

»  Strafegic +  Shealegic
carporate plans, corparate plansg;

= Information «  information
ragulatod by regulated by
FERC/NERC FERC/NERC
reduirements. requiraments.

o Information related |« infarmation related
o customar fo pustomer

e ) _aceouns (PI). accounts (P
T | The unauthorizad or The unautharized or
| in the majarity of | accidental disclosure of | sccidentsl disclosure of
| instances the | this information could this information could

) | unguthonzed | seriously andior sarfously andor

| disclosure would not | adversely impact the | sdversedy impacd the
| significantly impact the | US SBU. its Staff, LS SBU, s stat,

| ovganEation, customers and - customers and

i buginess paviners. business parners.
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5.9 Safeguarding and Handling of Information

The following sofeguards ond handiing considerations shall be imglemented os part aof the information

classification policy

e Infarmation must be limited anly to those with business need.

» nternal, Confidential, and Restricted information must be marked oz such.

s Confidential and Restricted information shall be stored inside a secure perimeter or in another
secured fashion {i.e, locked cabinet) when not actively in use,

o If the physical and electronic information is to leave a secured areo, it shall be in the passession
af autharized personnel of oll times, Electronic data sholl be encrypted.

s Information shall not be provided to third party personnel unless the third party persanael are
authariced ond g current Non-disclosure agreement is executed.

s Core must be taken when Confidential and Restricted information discussions take place in o

public areq where conversations can be overheard.

5.10 Disposal and Asset Reuse

The disposal, reuse or realiocation of records shail adhere to following guidelines;

e Fhysical records no longer required shall be disposed of in a manner that protects the
confidentiality and sensitivity of the record. Confidential and Restricted physical documents shall
be cross-cut shredded or otherwise destroyed to ensure that information is not reosonably
recoverable.

e Dota assets {i.e. hord drives, memaory sticks, ete.] must be wiped or re-imaged priar to ony
redeplayment,

e A Dato asset that needs to be returned in “os-is” stote to the manufocturer will be sent via
bonded, secure messenger in a sealed case. The vendor will maintain o service document ta
reference the osset.

e Any osset containing seasitive information deemed for disposal will have oll storage media
destroyed using one of the following methods:

o Degaussing for o minimurn of 10 secands per side.
o Dato wiped to meet Dol 5220.22-M Standards.
o Crushing the drive using o hydraulic crusher.

6.0 CONFLICTS

If there js o conflict between this Folicy ond another US SBU policy or procedure, the mare resteictive
policy or procedure shall be followed,

7.0 POLICY ENFORCEMENT
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This palicy will be enforced by local management. Failure to follow this policy may result in disciplinary
action, up to and including termination of emgployment.

8.0 POLICY EXCEPTIONS

None.

9.0 STANDARDS AND GUIDELINES

Reference the US SBU Cyber-security Plan, NERC CIP and oll local, state, federal and regulatory
requirements, standards, ond guidelines referencing the protection of dota as applicable.

10.0 APPROVALS

The foliowing have reviewed and approved this business practice:

Approved:

. Fullar. Jaffray K
C*’{JC"\& °f { 22 trrector, Cyber and Physical Sacurily

Jun 22 2015 415 PM
Jeffrey Fuller — Director, US SBU Infrastructure Security Date

e
r"?

( 4
K /ff’(“? 7/{;,/ 1<
James Vl& Us SBOLVP @ma Resources Date

é :/ . s

Craig Jackson — US SBU CFO Date

i | Q?{a y
1\ Date '

~ b l i i
\,-“g M ‘\ |

|
ike Mizell - uﬁéu G‘er;erﬂf ko
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US SBU INFORMATION CLASSIFICATION POLICY

11.0 Version Control History

Date | Description of Changes | Author(s)
February 19, 2015 | Initial Policy creation ' mfrastmcture Security
Ww ‘Minor edits to punctuation ond | Infrastructure Security
grammar,
June 4, 2015 Edits to place into US SBU templote Infrastructure Security
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12.0 Appendix A: Information Classification and Handling Matrix

A procedural matrix has been developed to guide personnel in assigning a classificotion to information
based on specific topics.

The Information Classification ond Hondling Procedural Matrix shall be used os a reference to the US SBU
Information Clossification Policy. A sample of the tables used to present the information is shown in

diagram 1, below.

Topic

Pubiic/Unclassified

Internal

Confidential

Restricted

Sample Topic

Sample foxt

Sample fexl

Savnple text.

Samyple faxt

See the ‘Information Clossification and Handling Procedural Matrix” for full details.

{Diagram 1)}
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Listing of Security Standards

e US CERT (United States Computer Emergency Readiness Team) Standards
e ES-ISAC (Electricity Sector Information Sharing & Analysis Center)

e SANS (System Administration, Networking, and Security Institute)

e CVSS (Common Vulnerability Scoring System)

e DOE ES-C2M2 (Dept. of Energy Electricity Subsector Cyber-Security Capability Maturity
Model)

e ISO/IEC 27000 (International Organization for Standardization & International
Electrotechnical Commission)

e NIST 800 (National Institute of Standards and Technology)
e PCI DSS (Payment Card Industry Data Security Standard)
e FERC (Federal Energy Regulatory Commission)

e NERC (North American Electric Reliability Corporation)
o NERCCIP v5
o NERCCIP 014

e US SBU (DP&L) Cyber-security Plan

e US SBU (DP&L) Physical Asset & Personnel Security Plan
e DHS CFATS (Department of Homeland Security Chemical Facility Anti-Terrorism
Standards
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AES United States
PO-003

Critical Infrastructure Protection (CIP) Cyber Security Policy

APPLICABILITY IYPE SENSITIVITY
Business Unit Policy Internal
COMPLIANCE
[Check all that apply.]
[CreRc code of Conduct [Jeuco code of Conduct
[CINERC Reliability Standards [Jpuco cam
ENERC Compliance |:|PUCD Reliability Compliance
[XINERC Data Confidentiality [Clother [please specify]:
DSQX E]None
INTERNAL

Critical Infrastructure Protection Program (CIP) Cyber Security Policy
Page 1 of 14
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Revision Number: 5

Applicability

This policy applies to all employees, contractors, and vendors working at any of the AES United States
(AES US) facilities and/or its subsidiaries who have physical, electronic, data or other access to Critical
Infrastructure Protection (CIP) Bulk Electric System (BES) Cyber Systems classified with a high and
medium impact rating. This policy also applies to Business Units (BUs), Infrastructure Security (1S),
Distribution Operations (DO), Generation (Gen), Human Resources (HR), and Information Technology
Services (ITS) who assist the NERC CIP Compliance Qrganization.

Document Structure

2.1

2.2

2.3

24

Policy

3.2

3.2

Cyber Security Policy - The policy document describes the overall CIP cyber and physical
security for the AES US senior management.

Procedure Document (PR-###) - The procedure document is designed to provide the specific
technologies, methodolagies, responsibilities and applications used to meet the requirements
of the individual standards. The procedure documents reference process documents which
provide step-by-step instructions on how to perfarm the functions of the procedure.

Process Document (PROC-###) - The process document provides a detailed step-by-step
instruction sequence on how specific functions are performed. The process document is used
by the end user to complete the tasks that meet the NERC CIP compliance standards.

Evidence Documents (EV-###) - These forms/worksheets are used to collect and present the
evidence of compliance for each individual requirement part.

General

3.1.1 Management is committed to securing its BES Cyber Systems in compliance with the
North American Electric Reliability Corporation (NERC) Critical Infrastructure
Protection (CIP) Reliability Standards CIP-002 through CIP-011. The purpose of this
policy is to ensure affected parties are aware of this commitment and its applicability
to high and medium impact assets identified through the PR-002 BES Cyber Systems
Categorization process.

3.1.2 This AES US CIP Cyber Security Policy details requirements for identifying and
protecting the BES Cyber Systems. The audience described in the applicability section
of this policy shall comply with this CIP Cyber Security Policy, corporate policies,
Information Protection and Security Standards and procedures, and Standard
Conditions Contractor NERC/CIP Compliance Requirements.

3.1.3 This policy shall be reviewed by the AES US CIP Senior Manager at least once every 15
calendar months.

AES US Culture of Compliance
3.2.1 The Infrastructure Security Team (ISCT) within AES US endeavors to create a culture of

compliance which goes beyond the mandated 15-calendar month training by

INTERNAL
Critical Infrastructure Protection Program (CIP) Cyber Security Policy
Page 3 of 14
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embedding compliance into the everyday workflow of individuals and sets the
foundation and expectations for all personnel who work at AES facilities. The following
methodologies are used to instill the culture of compliance throughout AES US:

o Awareness — The awareness program, detailed in PR-004 Personnel and
Training, helps personnel to understand the compliance regulations and how
it affects them in their day-to-day activities.

o Communication — The culture of compliance for AES US starts at the executive
level. The executive leadership team provides clear communications
concerning what is expected from each person regarding compliance
requirements.

o Education — Ongoing training ensures persannel are fully up to speed on the
latest requirements and their responsibilities.

o Incident Reporting and Case Management — The ISCT created clear processes
for reporting any transgressions, or errors of compliance so that proper
notifications can be made and the issue rectified. This process works both
ways so any personnel who cause an issue can be notified and reminded of
proper procedure.

3.2.2 Failure to fulfill compliance responsibilities is not acceptable as it negatively impacts
the reliability of the Bulk Electric System. Individuals may be subject to disciplinary
actions up to and including termination for failing to fulfill compliance responsibilities.

33 Infrastructure Security Responsibilities

3.3.1 Infrastructure Security Compliance Team {ISCT): The ISCT is responsible for

developing and promaoting a culture of integrity and compliance with laws and
regulations for AES US and its subsidiaries. The responsibilities of ISCT, specific to the
NERC CIP program include:

Iu] Issuing a letter appointing CIP Senior Manager for the NERC CIP Compliance
program. The CIP Senior Manager is identified by name, title, business
phones, business address and date of designation. This letter is signed by a
senior AES executive.

o Participating as a member of the NERC Governance and Executive
Governance Committees.

Iu] Reviewing relevant policies and monitoring performance.
Q Document within 30 days of change of a CIP Senior Manager.

3.3.2 NERC CIP Senior Manager: A CIP Senior Manager designation letter created by ISCT
and signed by a senior AES executive, to formally document the responsible AES US CIP
Senior Manager. Responsibilities include:

a Acting as the senior officer of NERC CIP for AES US operations.

u] Ensuring the AES US CIP Cyber Security Program complies with NERC CIP
Reliability Standards CIP-002 through CIP-011.

INTERNAL
Critical Infrastructure Protection Program (CIP) Cyber Security Policy
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Q Assigning accountability to the appropriate level of management to ensure
that the CIP Cyber Security Program receives the attention and support
needed to comply with the NERC CIP requirements.

fu} Ensuring appropriate resources are available to develop, implement, and
maintain the AES US CIP Cyber Security Program components.

o Delegating the authority of specific actions where allowed by CIP standards.
See “PR-003 — R4 Delegation Authority” in secured documentation location.

a Reviewing and approving the AES US CIP Cyber Security Policy {this
document).

3.3.3 (CIP Compliance Team Members: Team Members include ISCT personnel and Business
Unit Subject Matter Experts. Responsibilities include:

Q Assisting Executive Management in ensuring team members are aware of
the CIP Cyber Security Program and understand their role in complying with
reliability standards.

o Meeting regularly with Executive Management to discuss CIP Cyber Security
program matters.

In] Recommending appropriate changes to the CIP compliance program.

o Providing periodic compliance reports, such as CIP Cyber Security program
recommendations to Executive Management.

a Maintaining contact with FERC, NERC, and the Regional Entity (Reliability
First [RF], who serves as the Compliance Enforcement Authority).

fu Reporting CIP Compliance to FERC, NERC, and ReliabilityFirst.

I} Leading internal and external assessments.

fu} Coordinating and tracking CIP compliance mitigation plans.

u] Participating in internal CIP compliance meetings with impacted husiness

units and in external industry compliance meetings as appropriate.

[u] Developing and implementing policies, procedures, work practices, and
technologies that ensure CIP compliance with reliability standards and
requirements.

ful Reporting possible compliance issues or opportunities for improvement to
the CIP Compliance Management.

fu} Developing relationships to gain insight on compliance best practices
through participation in FERC, NERC and ReliabilityFirst conferences,
events, forums, workshops, and gaining insight by cultivating relationships
with neighbering utilities and trade associations.

INTERNAL
Critical Infrastructure Protection Program (CIP) Cyber Security Policy
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Governance

341 Governance Structure — AES US has established a NERC CIP Oversight Committee
which will help govern and monitor continuous compliance to NERC CIP standards and
provide BES reliability. The membership of the NERC CIP Oversight Committee is listed
in the EV-003 AES CIP Oversight Committee Members evidence document.

Monitoring

AES US implemented internal mechanisms for ensuring NERC CIP compliance. These internal
mechanisms include, but are not limited to:

3.5.1 Performance Metrics: AES US has established performance metrics used to measure,
evaluate, and improve the efficiency and effectiveness of the CIP Cyber Security
Program. Performance metrics will provide the information necessary to make
intelligent decisions to support NERC CIP compliance on an on-going basis. AES US has
implemented enterprise-wide goals to support compliance to the NERC Reliahility
Standards.

3.5.2 Mock Audits: Designed to be like a NERC CIP Compliance Audit, mock audits are
conducted by the Infrastructure Security Compliance Team and/or an external third-
party consultant when an audit is not scheduled by the regional entity.

3.53 Quality Assurance and Improvement Program (QAIP): An independent review of CIP

compliance, including AES US and local facility processes and procedures, performed
by QAIP board. A formal report on audit findings is issued to the NERC Compliance
Director, AES US leadership and the Compliance Oversight committee.

3.54 Internal Spot Checks: Similar to a NERC or RF Spot Check but conducted by the ISCT
and/or an external third-party consultant. As with a NERC or RF Spot Check, the
internal spot check is focused on one Standard or a small group of similar Standards or
it can be focused on specific requirement(s) of a Standard.

355 Random Data Sampling: Conducted by the ISCT and/or external third-party
consultants as needed on large data populations. Random data sampling allows the
ISCT to monitor compliance using random data sampling methodologies provided by
NERC/RF.

3.5.6 Reliability Standards Audit Worksheet (RSAW): The RSAW is a guide provided by the
Electric Reliability Organization (ERQ) that describes types of evidence Registerad

Entities may use to demonstrate compliance with a Reliability Standard. Consistent
with MERC requirements, the ISCT will continue to effectively employ the use of
RSAWSs in audit preparation and completion.

INTERNAL
Critical Infrastructure Protection Program (CIP) Cyber Security Policy
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Specific Standards (High and Medium Impact BES Cyber Systems)

AES US recognizes ensuring reliability of BES is a primary responsibility. AES US management
achieves this by using defense in depth to protect BES Cyber Systems against compromise
leading to misoperation or instability in the BES.

3.6.1 Personnel & Training (CIP-004)

o Goals: AES US management’s goal is to provide an appropriate level of
personnel risk assessment, training, and security awareness in support of
protecting BES Cyber Systems from compromise that could occur from
individual’s access.

o Expectations: The Personal Risk Assessment (PRA) will be performed ata
minimum of every 7 years and the access granting process is configured so
the PRA is performed prior to provisioning access to BES Cyber Assets or
BES Cyber System Information (BCSI). Training appropriate to the role of
the individual will be provided and reinforced using security awareness
program.

A Transport Workers Identification Credential (TWIC) can be used as an
alternative to the traditional background check process administered by
Human Resources once the card has been verified through the
Transportation Security Administration (TSA) Database.

o Objectives: HR will perform and maintain the personal risk assessment on
individuals' or a valid TWIC card must be presented prior to granting access
to BES Cyber Assets or BCSI. CIP Role Based Training will provide training to
all those who has access or need access to the NERC assets or information.
Training will be repeated for those needing unescorted physical and/or
logical access to BES Cyber Assets at least once every 15-calendar months.
The Security awareness program will be used to provide the security
awareness using various methods such as quarterly newsletters,
informational meetings, and posters. Infrastructure Security maintains a
program to disable or modify physical/logical access for individuals who no
longer need unescorted access and manage shared passwords known by
those individual(s).

0 References: Methodologies used and responsibilities assigned to meet the
requirements of this standard are described fully in the PR-004 Personnel
and Training procedure document and its associated process document(s).

3.6.2 Electronic Security Perimeter (CIP-005) including Interactive Remote Access

o Goals: AES US BES Cyber Systems will be protected by one or mare
Electronic Security Perimeters (ESP). AES US management’s goal in
establishing these perimeters is to prevent any unauthorized access to our
critical systems. All applicable Cyber Assets are connected to a network via
a routable protocol residing within a defined ESP, all the External Routable
Connectivity is controlled via an identified Electronic Access Point (EAP),

INTERNAL
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and all the changes or modifications are monitored using change control
and configuration management program.

o Expectations: ESP(s) will be protected, monitored for malicious activities,
and access will be controlled. Access to the ESP will be granted only based
on a defined business need and any remote access will be accomplished
using an Intermediate System (Jump Box). All access events will be
monitored, and incidents will be responded to using our Incident Response
Program.

o Objectives: Appropriate programs, processes, and procedures will be
established, maintained, monitored, evaluated, and tuned so they provide
constant, reliable protection for the Electronic Security Perimeters and the
BES Cyber Assets contained within. Any shortcoming or inconsistent
performance in maintaining protections will be submitted for compliance
evaluation.

=} References: Methodologies used, and responsibilities assigned to meet the
requirements of this standard are described fully in the PR-005 Electronic
Security Perimeters procedure document and its associated process
document(s).

3.6.3 Physical Security of BES Cyber Systems (CIP-006)

a Goals: Establish physical security plan(s) to control and manage the physical
access to the BES Cyber Systems.

Q Expectations: Physical access controls will be deployed to allow unescorted
physical access into each applicable Physical Security Perimeter (PSP) to
only those individuals with authorized unescorted physical access. For High
and Medium Impact BES Cyber Systems and their associated EACMS and
PCA, two physical access controls, such as an access badge and a PIN
number will be utilized. Unauthorized access will be monitored through the
access points to the PSP.

a Objectives: Infrastructure Security will develop the physical security plan.
The physical security plan details the approaches used to establish the
Physical Security Perimeter (PSP) and will define both procedural and
operations controls to restrict physical access to the BES Cyber Systems and
Physical Access Control Systems (PACS).

o References: Methodologies used, and responsibilities assigned to meet the
requirements of this standard are described fully in the PR-006 Physical
Protection of BES Cyber Systems procedure document and its associated
process document(s).

364 System Security Management (CIP-007)

=} Goals: Control and manage system security by specifying controls for ports
and services, patch management, malicious code prevention, event
monitoring, and system access control.

INTERNAL
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Q Expectations: The configuration files will list the allowed ports for each BES
Cyber Asset and their associated EACMS, PACS, and PCAs; all other ports
will be denied, or a technical feasibility reference will be documented if
appropriate. System owners will enable only logical network accessible
ports deemed necessary for normal business or emergency operations and
will document the reason for any open ports. The security patches per
asset will be tracked, evaluated and deployed. Methods to deter, detect, or
prevent malicious code will be deployed. Cyher Assets will be configured to
log events, per Cyber System capability, and these events will be monitorad
to determine any security incidents. BES Cyber Systems will be configured
to enforced to use of authentication for interactive user access where
technically feasible.

o Objectives: The Infrastructure Security Compliance Team will develop,
implement, and monitor controls to ensure that only the required ports
and services are available, systems are patched on a consistent basis,
malicious code prevention measures are in place, assets are configured to
log events, and interactive user access is authenticated where technically
feasible.

o References: Methodologies used, and responsibilities assighed to meet the
requirements of this standard are described fully in the PR-007 System
Security Management procedure document and its associated process
document(s).
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3.6.5 Incident Reporting and Response Planning (CIP-008)

Q Goals: Manage risk to the reliable operation of the BES as the result of
Cyber Security Incident.

o Expectations: The processes to identify, classify, and respond to Cyber
Security Incidents, both electronic and physical will be included in an
Incident Response Plan (IRP). The Response Plan shall be tested at least
once every 15-calendar months; response to an actual Cyber Security
Incident may be considered as a test of the Incident Response Plan. Any
changes to a Response Plan or lessons learned will be reflected in the Plan
documentation within 90 days of the end of an exercise or actual event.
Any individuals or groups with a defined role with the Incident Response
Plan will be notified of the changes within the same 90-day period. Any
changes to the roles and/or responsibilities within the Incident Response
plan will be communicated to each individual or groups with a defined role
in the Incident Response plan within 60-calendar days of the change being
made.

o Objectives: The AES US Incident Response Plan will be used to respond to
the security incidents relevant to CIP assets. The IRP will be applicable to all
the High and Medium Impact BES Cyber Systems. E-ISAC will be informed,
as required, within one hour of confirmation of security incident. For each
reportable Cyber Security Incident, documentation of the incident and any
forensic evidence obtained shall be kept for at least three years.

Ia) References: Methodologies used, and responsibilities assigned to meet the
requirements of this standard are described fully in the PR-008 Incident
Reporting and Response Planning procedure document and its associated
process document(s).

3.6.6 Recovery Plans for BES Cyber Systems (CIP-009)

o Goals: Develop and implement the Recovery Plan and procedures to
recover reliability functions performed by BES Cyber Systems.

a Expectations: A business continuity/disaster recovery plan shall be created,
tested and maintained by asset type. The recovery plan shall describe the
standardized approach the Infrastructure Security Compliance Team (ISCT)
is taking on the backup and recovery of assets using “Backup and Recovery
Procedures” per asset type. The backup and recovery procedures by asset
type include the availability of spare components and the availability of the
backups in case restoration of BES Cyber Assets is required.

0 Objectives: The recovery plan, governed by the ISCT, shall include the
minimum requirements for the backup and recovery procedures. The
backup and recovery procedures shall include the procedures specific to
the asset type. The recovery plan and all the associated procedures shall be
tested at least once every 15-calendar months via tabletop methodology
and through the testing of a representative sample of information used to
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recover BES Cyber Assets to ensure the information is usable. Test of the
recovery plan(s) through an operational exercise shall be performed at
least once every 36-calendar months for High Impact BES Cyber Systems.
Recovery from an actual incident can be considered as test of recovery
plan. The recovery plan is updated based on the exercise or actual recovery
within 90 days. Individuals and groups with a defined role within the
recovery plan are notified of any changes and lessons learned within the
-same 90-calendar day period. Changes to the roles and/or responsibilities
within the recovery plan are communicated to all relevant business units
within 60 days of the change.

I} References: Methodologies used, and responsibilities assigned to meet the
requirements of this standard are described fully in the PR-009 Recovery
Plans for BES Cyber Systems procedure document and its associated
process document(s).

3.6.7 Configuration Change Management and Vulnerability Assessments (CIP-010)

u] Goals: Develop, maintain, and enforce configuration management and
vulnerability assessment controls to prevent and detect unauthorized
changes to BES Cyber Systems.

Q Expectations: The ISCT shall maintain baseline configuration for applicable
systems by individual cyber asset type. All changes to the Cyber Asset will
follow the change control process.

Iu} Objectives: The baseline configuration information at a minimum includes
operating system or firmware, any commercially available or open-source
application software intentionally installed, custom software installed,
logical network accessible ports, and any security patches installed. Any
changes to the baseline will be documented and authaorized as part of the
change management program. The baseline configuration shall he updated
within 30-calendar days of an authorized baseline change. Impact on
baseline, specifically those controls associated with CIP-005 and CIP-007,
shall be evaluated prior to making changes in production assets. Where
technically feasible, for baseline configuration changes to High Impact BES
Cyber Systems a test environment shall be used prior to implementing the
change in a production environment. To document the testing performed a
list of cyber security controls tested will be created and will include the test
results. A list of differences between the production and test environments
with descriptions of how any differences were accounted for, with the test
date will be maintained. Infrastructure Security shall conduct and
document a paper or active vuinerability assessment at least once every 15-
calendar months for all applicable systems. Where technically feasible,
Infrastructure Security shall conduct an active vulnerability assessment at
least once every 36-calendar months for High Impact BES Cyher Systems in
production environment where the test is performed in a manner that
minimizes adverse effect, or in the test environment that models the
production baseline configuration.

INTERNAL

Critical Infrastructure Protection Program (CIP) Cyber Security Policy
Page 11 of 14



Chapter II B(9) Schedule S-4.2 Page 261 of 340

(‘I" Original Issue Date: 09/01/2017
AES Last Revision: 01/09/2020
United States Revision Number: 5

u] References: Methodologies used, and responsibilities assigned to meet the
requirements of this standard are described fully in the PR-010
Configuration Change Management and Vulnerability Assessments
procedure document and its associated process document(s).

3.6.8 Information Protection (CIP-011)

o Goals: Develop, maintain, and enforce information protection controls to
prevent and detect unauthorized access to BES Cyber System Information.

o Expectations: The Infrastructure Security Compliance Team will define the
methods for identifying, designing, storing, protecting, transmitting, and
destroying BES Cyber System Information (BCSI). Access to BCSI will be
controlled based on need and is granted only after PRA and training
completion. Infrastructure Security records the transfer, physical protect
protection, sanitization and disposal of electronic storage media containing
BCSI.

Q Objectives: Infrastructure Security will deploy and maintain operational
and procedural controls to identify, designate, store, protect, transmit, and
destroy the BCSI. The Infrastructure Security Compliance team sanitizes
electronic storage media prior to disposal and reuse outside of applicable
systems. Discovery of unauthorized BCSI disclosure initiates an
Infrastructure Security Compliance review and assessment with possible
trigger of the Incident Response Plan.

3.6.9 Declaring and Responding to CIP Exceptional Circumstances

o Goals: Develop a process to invoke special procedures in the event of a CIP
Exceptional Circumstance. This will allow for exceptions to normal policies,
procedures and/or process that in the event of an emergency.

o Expectations: CIP Exceptional Circumstances are situations that involve or
threaten to involve conditions that impact safety or BES reliability. Such
circumstances might include, but are not limited to natural or manmade
disasters, a risk of injury or death, civil unrest, an imminent or existing
hardware, software, or equipment failure, a Cyber Security Incident requiring
emergency assistance, a response by emergency services that forces AES US
personnel to respond and recover from it and may not have resources to
collect evidence of compliance for certain requirements for the CIP standards.

o Obijectives: As a CIP Exceptional Circumstance (CEC) can occur at any time, it is
allowable for any AES US employee to declare a CEC and suspend evidence
collection for a limited time as detailed in the applicable areas of the AES US
Procedure and Process documentation. Once the CEC has been concluded, a
summary of the event is written by the personnel involved and submitted to
the Infrastructure Security team for review. The EV-003 CIP Exceptional
Circumstance document is used to record the information pertaining to the
potential CIP Exceptional Circumstance. The Infrastructure Security team
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coordinates with the CIP Senior Manager and any applicable delegates to
determine if the event qualifies as a CEC and records the results of their
investigation on the EV-003 CIP Exceptional Circumstance document. If
necessary, a self-report will be created and submitted if the event was
determined not meet the criteria for a valid CEC.

o References: Methodologies used, and responsibilities assigned to declare and
evaluate CIP Exceptional Circumstances are located in the procedure
documents where the use of CIP Exceptional Circumstances are permitted.

Evidence Retention

All business units shall keep data or evidence to show compliance as identified below unless directed
by its Compliance Enforcement Authority (CEA) to retain specific evidence for a longer period as part
of an investigation.

4.1

4.2

43

Each business unit shall retain evidence of each requirement in the CIP standards for at least
one full audit cycle.

In case of non-compliance, evidence shall be kept until mitigation is complete and approved or
for the time specified above, whichever is longer.

Infrastructure Security shall keep the last audit records, and all requested and submitted
subsequent audit records.

Implementation Plan

51

5.2

5.3

54

Accountably Policy Officers:
5.1.1 Judi Sobecki — General Counsel and CIP Senior Manager

Effective Date: July 1, 2016 {Original Document)

5.2.1 The revision of this document becomes current on the date the document is signed by
the CIP Senior Manager.

Communication and Training Plan:

5.3.1 AES US personnel are notified of the Cyber Security Policy as part of their initial and
refresher CIP training.

5.3.2 Presentations and Computer Based Training (CBT) will be performed as needed.

Sustainability Plan:
54.1 This policy will be reviewed for accuracy and approved on at least once every 15-
calendar months by the designated CIP Senior Manager.

5.4.2 Upon change of CIP Senior Manager, the ISCT will initiate the change documentation
required.
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1.0 Applicability

This policy applies to all employees, contractors, and vendors of the locations listed as containing Low
Impact Systems in the EV-002 R1 BES Cyber System List having physical, electronic, data or other
access to Critical Infrastructure Protection (CIP) Bulk Electric System (BES) Cyber Systems with a Low
Impact classification. This policy also applies to Business Units (BUs), Infrastructure Security (15),
Distribution Operations (DO), Generation (Gen), Human Resources (HR), and Information Technology
Services (ITS) who assist the NERC CIP Compliance QOrganization.

2.0 Document Structure

23 Low Impact Cyber Security Policy — This policy document describes the averall CIP cyber and
physical security for AES US senior management.

22 Plan Document (PL-area) — The plan document is designed to provide the specific
technologies, methodologies, and applications used to meet the standards. The plan
documents may reference process or workflow documents providing more detailed
instructions on how to perform the functions of the plan.

3.0 Policy
< General
3.1.1 Management is committed to securing its BES Cyber Systems in compliance with the
applicahle North American Electric Reliability Corporation (NERC) Critical Infrastructure
Protection (CIP) Reliability Standards. The purpose of this policy is to ensure that
affected parties are aware of this commitment and its applicability to Low Impact
systems identified through the CIP-002 BES Cyber Systems Categorization process.
3.1.2 This Low Impact CIP Cyber Security Policy details requirements for identifying and
protecting Low Impact BES Cyber Systems. The audience described in the applicability
section of this policy shall comply with this Low Impact CIP Cyber Security Policy,
corporate policies, and Information Protection and Security Standards and procedures.
32 AES US Culture of Compliance h
3.2.1 AES US recognizes individuals and teams for demonstrating unique or extraordinary
ways of promoting a culture of high ethics (including but not limited to reporting
potential gaps in compliance) and reliability compliance.
3.2.2 The following methodologies are used to instill the culture of compliance throughout
AES US:

o Awareness — The awareness program, detailed in PL-003 Low Impact Cyber
Security Awareness, helps personnel to understand the compliance
regulations and how it affects them in their day-to-day activities.

o

Communication — The culture of compliance for AES US starts at the executive
level. The executive leadership team provides clear communications
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concerning what is expected from =ach person regarding compliance
requirements.

o Education — Ongaing training ensures personnel are fully up to speed on the
latest requirements and their responsibilities.

o Incident Reporting and Case Management — The ISCT created clear processes
for reporting any transgressions, or errors of compliance so that proper
notifications can be made, and the issue rectified. This process works both
ways so any personnel who cause an issue can be notified and reminded of
proper procedure.

3.2.3 Failure to fulfill compliance responsibilities is not acceptable as it negatively impacts
the reliahility of the Bulk Electric System. Individuals may be subject to disciplinary
actions up to and including termination for failing to fulfill compliance responsibilities.

33 Infrastructure Security Responsibilities

3.3.1 |Infrastructure Security Compliance Team (ISCT}: The ISCT is responsible for
developing and promoting a culture of integrity and compliance with laws and
regulations for AES US facilities and its subsidiaries. The responsibilities of ISCT,
specific to the NERC program include:

o Issuing a letter appointing CIP Senior Manager for NERC CIP Compiiance
program (identified by name, title, business phones, business address and
date of designation).

o Participating as a member of the NERC Governance and Executive Governance
Committees.

o Reviewing relevant policies and monitoring performance.

o Document within 30 days of change of a CIP Senior Manager.

3.3.2 NERC CIP Senior Manager: Introduction letter created by ISCT and signed by a
member of the AES US executive leadership team, to formally document the
responsible CIP Senior Manager. Responsibilities include:

o Acting as the senior officer of NERC CIP for AES US.

o Ensuring the each of the Low Impact CIP Cyber Security Plans comply with
applicable NERC CIP Reliahility Standards.

o Assigning accountability to the appropriate level of management to ensure
that the Low Impact CIP Cyber Security Plans receives the attention and
support needed to comply with the NERC CIP requirements.

o

Ensuring appropriate resources are available to develop, implement, and
maintain the AES US CIP Low Impact Cyber Security Plan components.

(o]

Delegating the authority of specific actions where allowed by CIP standards.
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fal Reviewing and approving the Low Impact CIP Cyber Security Policy (this
document).

3.3.3 CIP Compliance Team Members: Team Members include ISCT personnel and Business
Unit Subject Matter Experts. Responsibilities include:

o Assisting Executive Management in ensuring team members are aware of the
Low Impact CIP Cyber Security Plans and understand their role in complying
with reliability standards.

o Meeting regularly with Executive Management to discuss CIP Cyher Security
program matters.

() Recommending appropriate changes to the CIP compliance program.

o Providing periodic compliance reports, such as CIP Cyber Security program
recommendations to Executive Management.

o Maintaining contact with FERC, NERC, and the Regional Entity.

o Reporting CIP Compliance to FERC, NERC, and the Regional Entity.
o Leading internal and external assessments.

o) Coordinating and tracking CIP compliance mitigation plans.

o Participating in internal CIP compliance meetings with impacted business units
and in external industry compliance meetings as appropriate.

o Developing and implementing policies, procedures, work practices, and
technologies that ensure CIP compliance with reliability standards and
requirements.

o Reporting possible compliance issues or opportunities for improvement to the
CIP Compliance Management.

o Developing relationships to gain insight on compliance best practices through
participation in FERC, NERC and Regional Entity conferences, events, forums,
workshaps, and gaining insight by cultivating relationships with neighboring
utilities and trade assaciations.

34 Governance
3.4.1 Governance Structure — AES US has established a NERC CIP Oversight Committee
which will help govern and monitor continuous compliance to NERC CIP standards and
provide BES reliability. The membership of the NERC CIP QOversight Committee is listed
in the EV-003 AES CIP Oversight Committee Members evidence document.

35 Monitoring
The ISCT implemented internal mechanisms for ensuring NERC CIP compliance. These
internal mechanisms include, but are not limited to:

35.1 Performance Metrics: The ISCT has established performance metrics used to measure,
evaluate, and improve the efficiency and effectiveness of the CIP Cyber Security
Program. Performance metrics provide the information necessary to make intelligent
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decisions to support NERC CIP compliance on an on-going basis. The AES US has
implemented enterprise-wide goals to support compliance to the NERC Reliability
Standards.

3.5.2 Mock Audits: designed to be like a NERC CIP Compliance Audit, mock audits are
conducted by the Compliance Team and/or an external third-party consultant on an
as-needed basis, for instance, a mock audit would be conducted after the
implementation of a new CIP standard.

3.5.3 AQuality Assurance and Improvement Program (QAIP): An independent review of CIP
compliance, including AES US and local facility processes and procedures, performed
by QAIP board. A formal report on audit findings is issued to the NERC Compliance
Director, AES US leadership and the Compliance Qversight committee.

354 Internal Spot Checks: Similar to a NERC or Regional Entity Spot Checks but conducted
by the ISCT and/or an external third-party cansultant. As with a NERC or Regional
Entity Spot Check, the internal spot check is focused on one Standard or a small group
of similar Standards or it can be focused on specific requirement(s) of a Standard.

3.5.5 Random Data Sampling: Conducted by the ISCT and/or external third-party
consultants as needed on large data populations. Random data sampling allows the
ISCT to monitor compliance using random data sampling methodologies provided by
NERC/RF.

3.5.6 Reliability Standards Audit Worksheet (RSAW): The RSAW is a guide provided by the
Electric Reliability Organization (ERO) that describes types of evidence Registered
Entities may use to demonstrate compliance with a Reliability Standard. Consistent
with NERC requirements, the ISCT will continue to effectively employ the use of
RSAWSs in audit preparation and completion.

Specific Standards (Low Impact BES Cyber Systems)

AES US recognizes that ensuring reliahility of the BES is a primary responsibility. The ISCT
achieves this by using defense in depth to protect BES Cyber Systems against compromise that
could lead to mis-operations or instability in the BES.
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Cyber Security Awareness (CIP-003 Attachment 1 Section 1)

Goals: The ISCT's goal is to provide an appropriate level of training, and security
awareness in support of protecting BES Cyber Systems from compromise that could
occur from external sources.

Expectations: Through training, both initial and refresher training, quarterly
newsletters, and cyber security awareness posters, AES US ensures its employees,
vendors and contractors are made aware of security best practices used within the
AES US footprint for the protection and stabhility of the BES.

Objectives: To ensure employees, vendors and contractors who have physical or
logical access to Low Impact BES Cyber Assets understand the reasoning and
importance behind the security measures implemented within AES US facilities. The
Cyber Security Awareness program also is used to instill the concept of “If you see
something, say something” so all personnel take part in the security of AES US
facilities.

References: Methodologies used, and responsibilities assigned to meet the
requirements of this standard are described fully in the PL-003 Low Impact Cyber
Security Awareness plan document.

Physical Security Controls (CIP-003 Attachment 1 Section 2)

Goals: Estahlish physical security plan(s) to control and manage the physical access to
Low Impact BES Cyber Systems.

Expectations: Physical access controls, either manual or automated, shall be deployed
to restrict unauthorized physical access to applicable Low Impact Cyber Assets or the
areas where Low Impact BES Cyber Systems are located within AES facilities.

Objectives: Develop a physical security plan detailing the approaches used to establish
the Low Impact Physical Security Perimeter (LIPSP) and define both procedural and
operations controls to restrict physical access to the BES Cyber Systems and Physical
Access Control Systems (PACS).

References: Methodologies used, and responsibilities assigned to meet the
requirements of this standard are described fully in the PL-003 Low Impact Physical
Security Plan document.
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3.6.3 Electronic Access Controls (CIP-003 Attachment 1 Section 3)

o Goals: BES Cyber Systems shall be protected by one or more cyber security controls to
ensure only necessary inbound and outbound electronic communications are
permitted between a Low Impact BES Cyber System(s) and a Cyber Asset(s) outside of
the asset containing Low Impact BES Cyber Systems, use a routable protocol when
entering or leaving the asset containing the Low Impact BES Cyber System(s), or are
not used for time-sensitive protection or control functions between intelligent
electronic devices. The cyber security controls shall be configured to allow only traffic
with a specific business or emergency requirement and to deny all other traffic.

Where Dial-up communications are required, authentication shall be used, per Cyber
System capability, to verify endpoints taking part in the communication process.

o Expectations: Security Perimeter(s) are protected, monitored for malicious activities,
and limited to only necessary inbound and outbound directional routable protocol
access. Access to the Security Perimeter is granted based on an identifiable business or
emergency need. Appropriate events are monitored, and incidents are responded to
using the Incident Response Program.

o Objectives: Appropriate programs, processes, and procedures are established,
maintained, monitored, evaluated, and tuned so that they provide constant, reliable
protection for the Low Impact Cybher Security Perimeters. Any shortcoming or
inconsistent performance in maintaining protections must be submitted for
compliance evaluation.

o References: Methodologies used, and responsibilities assigned to meet the
requirements of this standard are described fully in the PL-003 Low Impact Cyber
Security Plan document.

3.6.4 Cyber Security Incident Response (CIP-003 Attachment 1 Section 4)

o Goals: Manage risk to the reliable operation of the BES as the result of Cyher Security
Incident.

o Expectations: The processes to identify, classify, and respond to Cyber Security
Incidents, both electronic and physical will be included in an Incident Response Plan
(IRP). The Response Plan shall be tested at least once every 15-calendar months;
response to an actual Cyber Security Incident may be considered as a test of the
Incident Response Plan. Any changes to a Response Plan or lessons learned will be
reflected in the Plan documentation within 90 days of the end of an exercise or actual
event. Any individuals or groups with a defined role with the Incident Response Plan
will be notified of the changes within the same 90-day period. Any changes to the roles
and/or responsibilities within the Incident Response plan will be communicated to
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each individual or groups with a defined role in the Incident Response plan within 60-
calendar days of the change being made.

Objectives: The AES US Incident Response Plan will be used to respond to the security
incidents relevant to CIP assets. The IRP will be applicable to all the Low Impact BES
Cyber Systems. E-ISAC will be informed, as required, within one hour of confirmation
of security incident. For each reportable Cyber Security Incident, documentation of the
incident and any forensic evidence obtained shall be kept for at least three years.

References: Methodologies used, and responsibilities assigned to meet the
requirements of this standard are described fully in the PL-003 Low Impact Cyber
Security Incident Response plan document.

Transient Cyber Asset and Removable Media Malicious Code Risk Mitigation (CIP-003
Attachment 1 Section 5)
Goals: Manage the risk associated with the of the introduction of malicious code to

Low Impact BES Cyber System(s) through the use of Transient Cyber Assets or
Removable Media.

Expectations: The processes used to mitigate the risk of the introduction of malicious
code through the use of Transient Cyber Assets and Removable Media, both those
maintained by AES and by third party contractors, will be included in a plan which
details the methodologies used.

Objectives: The AES US Transient Cyber Assets and Removable Media Plan will be used
to detail the methodologies which can be used by each individual AES location which
contains Low Impact BES Cyber System(s). The appendix of the plan document will
detail the individual controls implemented at each specific AES location.

References: Methodologies used are described fully in the PL-003 Low Impact
Transient Cyber Assets and Removable Media Plan document.

Personnel Risk Assessments and Training

Goals: Infrastructure Security shall provide an appropriate level of personnel risk
assessment and training in support of protecting Low Impact BES Cyber Systems from
compromise occurring from individual’s physical and/or logical access.

Expectations: CIP training and a Personal Risk Assessment (PRA) will completed for all
personnel, employees and contractors, prior to approval and granting of unescorted
physical or logical access to BES Cyber Systems. Identity verification and a seven-year
criminal history check are included in the PRA. PRAs are updated at least every seven
years after the initial PRA. A Transport Workers Identification Credential (TWIC) can be
used as an alternative to the traditional background check process administered by
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Human Resources once the card has been verified through the Transportation Security
Administration (TSA) Database.

Training is given to individuals prior to being given physical and/or logical access to
Low Impact BES Cyber Systems to build on the Low Impact Cyber Security Awareness
program described earlier in this document. The training is repeated at least once
avery 15-calendar months to ensure personnel are aware of emerging cyber and
physical security information.

o Objectives: AES US requires and maintains PRAs on individuals’ prior to granting
access to Low Impact BES Cyber Assets or information. ISCT creates and maintains a
security training program, for both physical and cyber security, to ensure personnel
understand security procedures prior to being given physical and/or logical access to
Low Impact BES Cyber Systems. This security program will be repeated at least once
every 15-calendar months to be used as a refresher and to ensure personnel are
aware of emerging security issues. Infrastructure Security maintains a program to
disable or modify physical/logical access for individuals who no longer need
unescorted access and manage shared passwords known by those individual(s).

3.6.7 Declaring and Responding to CIP Exceptional Circumstances:

o

<

L]

Goals: Develop a process to invoke special procedures in the event of a CIP Exceptional
Circumstance. This will allow far exceptions to normal policies, procedures and/or process
that are necessary in the event of an emergency.

Expectations: CIP Exceptional Circumstances are situations that involve or threaten to
involve conditions that impact the safety of personnel or BES reliability. Such
circumstances might include, but are not limited to natural or manmade disasters, a risk of
injury or death, civil unrest, an imminent or existing hardware, software, or equipment
failure, a Cyber Security Incident requiring emergency assistance, a response by
emergency services that forces AES US facilities to respond and recover from it and may
not have resources to collect evidence of compliance for certain requirements for the CIP
standards.

Objectives: As a CIP Exceptional Circumstance (CEC) can occur at any time, it is allowable
for any AES US employee to declare a CEC and suspend evidence collection for a limited
time as detailed in the applicable areas of its Procedure and Process documentation. Once
the CEC has been concluded, a summary of the event is written by the personnel involved
and submitted to the Infrastructure Security team for review. The EV-003 CIP Exceptional
Circumstance document is used to record the information pertaining to the potential CIP
Exceptional Circumstance. The Infrastructure Security team coordinates with the CIP
Senior Manager and any applicable delegates to determine if the event qualifies as a CEC
and records the results of their investigation on the EV-003 CIP Exceptional Circumstance

INTERNAL
Low Impact Critical Infrastructure Protection (CIP) Cyber Security Policy
Page 10 of 13
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(’ Original Issue Date: 03/31/2017
AES Last Revision: 12/16/2019

United States Revision Number: 4

document. If necessary, a self-report will be created and submitted if the event was
determined not to meet the criteria for a valid CEC.

4.0 Evidence Retention

All business units shall keep data or evidence to show compliance as identified below unless directed
by its Compliance Enforcement Authority (CEA) to retain specific evidence for a longer period of time
as part of an investigation.

o Each business unit shall retain evidence of each requirement in the CIP standards for three

calendar years.
o In case of non-compliance, evidence shall be kept until mitigation is complete and approved or

for the time specified above, whichever is langer.
*  |nfrastructure Security shall keep the last audit records, and all requested and

submitted subsequent audit records.

INTERNAL

Low Impact Critical Infrastructure Protection (CIP) Cyber Security Policy
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( Qriginal Issue Date: 03/31/2017
k. AES Last Revision: 12/16/2019
United States Revision Number: 4

5.0 Implementation Plan
A. Accountably Policy Officer(s):
1. Judi Sobecki - CIP Senior Manager
B. Effective Date: April 1, 2017
C. Communication and Training Plan:
1. Presentations and Computer Based Training (CBT) will be performead as needed.
D. Sustainability Plan:
1. This policy will be reviewed for accuracy and approved once every 15-calendar months by
the CIP Senior Manager.
2. Upon change of CIP Senior Manager, the ISCT will initiate the appropriate changes to the

documentation required.

INTERNAL
Low Impact Critical Infrastructure Protection (CIP) Cyber Security Policy
Page 12 of 13
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Wifliam Wen@nager Infrastructure Security
Date:
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7 Judi Sobecki ~ CIP Senior Manage r
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7.0 Revision History

Rev. # | Revised Date Approved By

Revision Description

1 03/31/2017 Andy Horrocks

Original Document

02/14/2018 ludi Sabecki

Policy medified ta reflect changes to the AES organizational
structure.

3| 01/14/2019 Judi Sobecki

i nor grammatical and content chainges

Removed Appendix A (list of Low Impact Systems/Faclllties)

and replaced it with a reference to the EV-002 81 BES Cyber
System list evidence document so the list of Low Impact BES
Cyber Systems is consistent will all other CIF documentation.

Appendix B = NERC CIP Oversight Committee Members was
rernoved from this document and moved Lo a separate
evidence document ta allow the oversight committee to be
camsistent with the Cyber Security Policy for High and Medium
impact systems,

4 12/31/2019 Judi Sabecki

Policy updated ta meet the requirements of CIP-003-7.
= Removed references to LERC and LEAP.
»  Included Attachment 1 Saction 5 - Low Impact TCAs
and Removable Media

INTERNAL
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Functional Area:
Occupational Health and Safety Management

Policy and Goal Setting:

DP&L’s Safety policies comply with federal, state and local regulations and policies. DP&L’s
policies are developed by DP&L’s management under the guidance of AES’s management and
AES’s board of directors. All parties are responsible to ensure that DP&L’s policies meet or
exceed the requirements set forth by all DP&L’s regulating entities. The priority of all DP&L
operating areas is to ensure the safety of all our employees, contractors and the public. DP&L
takes this priority very seriously and incorporates safety into all aspects of operations. Safety
takes precedence over all other utility operations and is listed first amongst the mission and
values of the AES Corporation. DP&L’s Occupational Health and Safety Management policies
are included as Occupational Health and Safety Management — Exhibit 2.

AES and its subsidiaries strive to provide a place of employment for our employees and
contractors that is free from recognized hazards and meets or exceeds governmental regulations
regarding occupational health and safety. AES considers occupational health and safety a
fundamental value of the organization and a key performance indicator of the overall success of
the organization. AES expects that contractors working at AES owned, controlled, or managed
facilities will share this value.

DP&L has developed and implemented an Occupational Health and Safety Management System,
to meet all current applicable regulatory, AES Corporation and business occupational and safety
requirements. A list of the requirements is included as Occupational Health and Safety
Management — Exhibit 3.

Safety goals are set annually in support of DP&L and AES Corporate goals. Goals are divided
into both leading and lagging indicators which are established to report safety performance and
to encourage behaviors which improve safety performance. Goals for lagging indicators include
meeting injury and illness rates and preventable vehicle accident rates. Goals for leading
indicators include safety meeting attendance, safety inspections, and safety walks. The current
safety goals are included as Occupational Health and Safety Management — Exhibit 4.

DP&L will establish and maintain programs for achieving its safety goals, objectives and targets.
The written programs and procedures shall define the program requirements, implementation
strategies, roles and responsibilities and training needs. The safety programs and procedures will
meet or exceed the AES Environmental Health and Safety (EHS) standards.

Strategic and Long-Range Planning:

DP&L believes that all incidents are preventable. DP&L and AES maintain a thorough reporting
system which requires that all incidents, near misses, workplace hazards and the use of stop work
authority is documented, reported to AES and shared throughout DP&L and AES’s operating
companies. Through this sharing process AES helps all its operating companies learn and grow
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from one another and DP&L benefits from safety lessons learned around the world. In addition,
every DP&L employee is expected to attend a monthly safety meeting as well as DP&L’s annual
Safety Day. These events help to increase safety culture and awareness both at work and at
home. DP&L management employees perform safety walks and jobsite reviews which
encourage safe practices in the field and engages field employees with positive safety dialog.
Through encouraging all employees and contractors to stay engaged in safety and being
proactive on all safety topics, DP&L is aggressively pursuing an injury free workplace.

Organizational Structure and Responsibilities:

DP&L safety consists of 2 safety professionals and 2 elected union employees and is led by the
Manager of the US Environmental, Health, and Safety for T&D Business. This organization is
supported by the AES Corporate Safety and Health Department. Safety provides program
development and implementation support for all employees. Safety ensures compliance with
Occupational Health and Safety Management System, per all current applicable regulatory, AES
Corporation and business occupational and safety requirements enhancing safety culture and the
prevention of incidents and illnesses. Utility activities include:

1) Maintain compliance with all applicable EHS regulations, AES EHS Standards, and other
requirements adopted by the business

2) Prepare annual work plans to achieve safety objectives and goals, with the approval of
US SBU T&D EHS Manager

3) Maintain and continually improve the safety management system, control of documents
and proactive safety programs at DP&L

4) Support compliance with the annual program of internal and external AES EHS audits at
DP&L

5) Ensure hierarchy of controls in general hazard assessment and risk analysis, job hazard
analysis and job safety analysis

6) Implementation and monitoring of the incident management program per OSHA and
AES EHS standards. SIP Incident Investigation using TapRoot methodology

7) Develop and deliver EHS related orientation and training programs for DP&L employees

8) Visit job sites and facilities to conduct safety walks, work activity observations, safety
inspections, and follow up

9) Maintain and continually improve the contractor management program compliance and
special projects

10) Active participation in cross functional activities with IP&L EHS team

11) Encourage electrical safety programs in the general public with programs like “Think
Hot, Stay Safe!” as well as information on DP&L’s website

12) Track safety statistics for both leading and lagging indicators of safety performance.
Monitor safety performance and trends to identify patterns which may justify a safety
stand down
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13) Develop safety materials for monthly safety meetings attended by all DP&L employees
and contractors

14) Active participation in the DP&L’s annual Safety Day event for all employees

15) Analyze conditions to proactively produce special safety alerts when warranted. For
example, alerts may be generated if road construction produces a hazardous area which is
safer to avoid and/or if hazardous weather is forecasted and employees need to exercise
caution due to the conditions

16) Conduct contractor meetings to encourage open dialogue about safety, share best
practices and to ensure that DP&L safety policies are known and followed by all those
performing work on DP&L’s property/system

The organizational chart for Occupational Health and Safety Management is included as
Occupational Health and Safety Management — Exhibit 1.

Decision-Making and Control:

At DP&L safety decision-making and control goes beyond the Safety area. Safety decisions are
made at all levels of the organization. Any DP&L employee no matter what position or skill, has
the authority to stop any job at any time if they believe that the work being done isn’t safe or if
the job could be done in a safer manner. DP&L calls this our “Stop Work Authority”. Using
this authority is an obligation that every DP&L employee and contractor maintains if they see an
unsafe situation.

Additionally, the safety responsibility is also shared by designated Safety Champions. Safety
Champion is an annual role given to influential leaders throughout the business who share in the
safety leadership for a period of time. These leaders reinvigorate Safety with new perspectives
and ideas.

Performance against the Customer Operations goals is monitored and reported on a continuous
basis, including monitoring of safety metrics, reliability targets, budgets and compliance. This
monitoring helps to ensure that early warnings are in place when problems arise, allowing
management to uncover trends in a timely manner to proactively address issues.

Internal and External Communications:

Internal and external communications are accomplished through a variety of channels including
meetings, phone calls, conference calls, e-mails, public television, the Think Hot! Stay Safe!
program, newspapers and the company website. Internal communications support the operations
of all Customer Operations functional areas within DP&L. Safety works with Corporate
Communications to develop messaging to communities and major accounts when inclement
weather is forecasted, outages are planned and when any other safety concerns arise.
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Communications with communities typically involve a variety of topics including electrical
safety, generator safety during outages, pet safety, and holiday safety.
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Occupational Health and Safety Management — Exhibit 1

Organizational Chart for Occupational Health and Safety Management

Senior Manager of Global EHS Operations

Manager of US SBU EHS

\— Occupational Health and Safety Management
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Occupational Health and Safety Management — Exhibit 2

Safety and Health Policy

Safety & Health Policy
Dayton Power and Light

Dayton Power and Light puts safety first for our people, the contraclors that work on aur behalf, our customers
and the individuals in the community in which we operate. We strive to conduct all of our work activities in a
manner that promotes personal safely, health and well being. To ensure that we adhere to these standards
consistently across our business, we have eslablished this Safety and Health Policy with the following principles:

«  Dayton Power and Light leadership is ultimately responsible for safety performance. While proper
day-to-day safe work practices are sveryone's responsibility, our leaders set occupational safety and health-
related expectations, monitor safety performance against these measures, and hold themselves and our
peaple accountable for meeting these targets,

»  Dayton Power and Light leadership will provide the appropriate resources, human and material, to
ensure that all our pecple have the means to work safely. Our leaders will ensure that the necessary
engineering controls, peaple training and mantaring, procedures and equipment are provided to mitigate
occupational safety and health risk.

= Dayton Power and Light people will comply with all applicable occupational safety and health
requirements. Our people will identify, understand and comply with all occupational safety and health-related
governmental regulations, and other applicable safety and health requirements including those imposed by
DP&L policies, procedures and standards.

= Dayton Power and Light contractors will to adhere to the same safety standards as our people. We will
ensure that contractors working for our business meet our occupational health and safety-related
performance expectations and requirements or take appropriate steps if those expectations and requirements
are not met,

= Dayton Power and Light people will continuously strive to Improve our Facllities occupational safety
and health performance. We will pul into place and implement a safety management system {SMS) to set
occupational safety and health goals, objectives and targets; cammit to preventing injuries; measure safely
and health performance; conduct regular safety and health audits or assessmeants to review compliance with
applicable safety and health legal and company requirements; and make necessary SMS adjustments to
achieve continuous improvement.

This Safety & Health Palicy Is based on our fundamental beliefs that everyone has a right to a safe workplace, all
acowlents can be preventad and working safely is a condition of employment. Adherence to these principles is
mandatary for all our people

- ) T l"_‘:l o
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Barry J Bentley, V’Ip'e'?rasident Customer Operations Date

L)

% |
~.J

=, <L




Chapter II B(9) Schedule S-4.2 Page 283 of 340

Occupational Health and Safety Management — Exhibit 3

Regulatory and Other Safety Requirements

1) OSHA Standards

a)

OSHA 29CRR 1910 (https://www.osha.gov/laws-regs)

2) AES EHS Standards

a)
b)
c)
d)
e)
B
g)
h)
)
1)
k)
D
m)
n)
0)
p)
q)
1)
s)
t)
u)
V)
w)
X)
y)
z)
aa)
bb)
cc)
dd)
ee)

ff)

AES-STD-OHSO01 - Safety Management System
AES-STD-OHS02 - Hot work

AES-STD-OHSO06 - Confined Space

AES-STD-OHSO08 - Emergency Preparedness

AES-STD-OHS10 - Enclosed Space Entry

AES-STD-OHS14 - Electrical Safety

AES-STD-OHS16 - Overhead Line Construction and Maintenance
AES-STD-OHS17 - Underground Line Construction and Maintenance
AES-STD-OHS18 - Substation Safety Standard
AES-STD-OHS20 - Housekeeping

AES-STD-OHS23 - Tree Trimming and Vegetation Management
AES-STD-OHS25 - Machine Guarding

AES-STD-OHS26 - Hearing Protection and Noise Reduction
AES-STD-OHS27 - Illumination

AES-STD-OHS29 - Defensive Driving - Vehicle Safety
AES-STD-OHS30 - Heat and Cold Stress Prevention
AES-STD-OHSO03 - Contractor Safety Management
AES-STD-OHSO04 - Fall Protection

AES-STD-OHSO05 - Work Zone Traffic Control
AES-STD-OHSO07 - Control Hazardous Energy Sources - LOTO (T&D)
AES-STD-OHSI11 - Electrical Safety Qualification for T&D
AES-STD-OHS12 - Incident Management

AES-STD-OHSI13 - Job Safety Analysis and Pre-Job Briefing
AES-STD-OHSI15 - Live Work

AES-STD-OHS19 - Personal Protective Grounding
AES-STD-OHS24 - Hoisting and Rigging

AES-STD-OHS31 - AES Proactive Safety Standard
AES-STD-OHS33 - Unmanned Aerial Vehicles (UAV) Safety
AES-STD-OHS34 - Excavation Safety

AES-STD-EHSO02 - AES External EHS Audit Program
AES-STD-ENVO02 - Spill Prevention and Containment
AES-STD-ENVO03 - Hazardous and Special Waste Requirements



Chapter 11 B(9) Schedule S-4.2

gg)
hh)

i)

AES-STD-ENV04 - Chemical and Raw Material Management
AES-STD-ENVO0S5 - PCB Management
AES Internal EHS Audit Standard

Page 284 of 340

2.1) Programs and procedures associated (Listing of all DP&L Safety Policies)

a)
b)
c)
d)
e)
f)
g)
h)
i)
j)
k)
)

bb)

dd)
ee)
ff)
g8)
hh)
ii)
A1)

Bloodborne Pathogens

Cell Phone and Two-Way Radio Use While Driving
Confined Space

Contractor Safety Management

Defensive Driving

Electrical Safety Qualification

Emergency Action Plans

Enclosed Space Entry

Excavation of Underground Conductors

Facility Lockout Tagout

Fall Prevention

Flame Resistant Clothing

Grounding

Hazardous Communication

Hearing Protection and Noise Reduction

Heat and Cold Stress Prevention

Hoisting and Rigging

Housekeeping

[llumination

Incident Management

Lead Awareness and Protection

Live Line Work

Machine Guarding

Occupational Dog Bite Safety

Open Flame and Welding Permitting Requirements
Overhead Line Construction and Maintenance
Personal Protective Grounding

Pre-Job Briefing and Job Safety Analysis (JSA)
Proactive Safety

Safety and Health Policy

Safety Facility Inspection and Hazard Identification Guidelines
Safety Management System

Safe Parking and Parking Lot Use

Substation Entry

Substation Personal Protective Grounding
Transmission and Distribution Lockout Tagout (Band and Tag)
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kk) Underground Line Construction and Maintenance
11) Vegetation Management
mm) Work Zone Traffic Control

3) Documents
a) DP&L Safety Manual
b) AES US SBU Transmission and Distribution EHS Terms and Conditions
c¢) AES US SBU Contractor Management Guide

4) Other requirements adopted by the organization
a) U.S. Department of Transportation (https://www.transportation.gov/)
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DP&L Safety Goals, Objectives and Targets

GOAL

Fatality (AES People +
Contractors)

Non-Injury SIP Rate (AES
People + Contractors)

Safety Meetings (AES People +
Contractors)

Safety Walks
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Occupational Health and Safety Management — Exhibit 4

Weightage

50%

25%

12.5%

12.5%

Target

Zero

1.2

95%

99

Achievement

Target
Lower Limit

Upper
Target
Lower Limit
Upper
Target
Lower Limit
Upper
Target
Lower Limit

100%
0%

200% of target
1.2

< Target

200% of target
100% of target
< Target

200% of target
100% of target
< Target



Chapter II B(9) Schedule S-4.2 Page 287 of 340

Functional Area:
Supply Chain

SFR Reference
(B)(9)(b)(v) Materials and inventory management and control
Staff Letter

Policy and Goal Setting:

Supply Chain policies are developed by Global Supply Chain management under the guidance of
AES’s management and AES’s board of directors. All parties are equally responsible to ensure
that the policies meet or exceed the requirements set forth by all DP&L’s regulating entities.
Supply Chain personnel are also expected to conduct business in accordance with the AES Code
of Conduct and AES Values.

The first priority of all DP&L areas is to ensure the safety of all employees, contractors and the
public. Supply Chain prioritizes safety and incorporates it into all aspects of operations. An
example of incorporating Safety into all activities in Supply Chain includes using Avetta
software which prequalifies potential contractors on a variety of safety topics. Additionally, all
employees are required to attend monthly safety meetings.

Annual Supply Chain goals and objectives are set in support of company and corporate goals.
Goals include targets for safety, savings, inventory and sourcing Key Performance Indicators
(KPIs) and training. A listing of applicable supply chain KPIs are included as Supply Chain —
Exhibit 2.

Strategic and Long-Range Planning:

Supply Chain updates its strategic plan annually for budgeting purposes and long-range planning
with regard to inventory levels, personnel, equipment and service needs. Forecast and actual
information is obtained from all business areas.

Supply Chain has the following short- and long-term goals that support the AES Corporate
business plan:

1) Meet monthly safety meeting attendance and safety walk requirements

2) Increase focus on efficiencies from the Global Category Program Governance and
Structure to deliver savings through sourcing activities that directly contribute to the
target financial goals

3) Implement Supply Chain Digitalization solutions to increase efficiency on the Procure to
Pay process and to improve internal customer purchasing experience

4) Create a clear demand planning strategy to allow the identification of opportunities for
predictive analytics and pattern recognition to improve total inventory management and
forecasting
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5) Implement a supplier relationship management tool to regularly evaluate performance
and promote development of critical suppliers in alignment with asset management
strategy

Organizational Structure and Responsibilities:

Global Supply Chain consists of approximately 170 employees led by the Global Supply Chain
Managing Director, and a Supply Chain Shared services Center of approximately 50 employees.
There are five main divisions that are responsible for the following activities:

Category Management is responsible for the sourcing and contracting of goods and services
related to all areas of AES’s businesses, including DP&L. Activities include:

1) Develop and maintain relationships with internal customers and suppliers in order to
procure the best quality and price of goods/services when they are needed

2) Evaluate performance and promote development of critical suppliers

3) Negotiate contracts, including terms and conditions

4) Maintain pipeline of upcoming projects

5) Continuously strive to include multiple and diverse suppliers in bid events

Logistics and Demand Planning is responsible for maintaining, distributing, replenishing and
securing inventory. Activities include:

1) Issue inventory according to requests made by internal customers

2) Cycle counts to ensure the accuracy of physical inventory

3) Plan and replenish stock to maintain an optimum level of inventory for ongoing and
emergency operations

E-Sourcing and Digitalization is responsible for technological integration, modernization and
digitalization of Supply Chain activities. Activities include:

1) Implementation of new buying channels to improve internal customer and supplier
procurement experience
2) Development of opportunities for automation, artificial intelligence solutions

Supply Chain Shared Services Center is responsible for providing procurement support among
other activities such as:

1) Vendor and materials data management
2) Purchase order follow up and maintenance
3) Purchase order creation

Governance Standards and Systems is responsible for managing, controlling and developing the
guidelines for functional system configuration, Policies and KPIs structures to control the global
activity and performance of Supply Chain and its Shared Service Center.
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The organizational chart for Supply Chain is included as Supply Chain — Exhibit 1.

Decision-Making and Control:

Supply Chain decision-making and control is achieved by individuals throughout the
organization making decisions within their given scope of authority in support of DP&L’s
overall mission and in accordance with policies and procedures. Policies and procedures guide
decisions made during the course of business and set up approval hierarchies with regards to
purchase requisitions, purchase orders, contracts and inventory levels and adjustments. A listing
of applicable supply chain policies is included as Supply Chain — Exhibit 3.

Performance against Supply Chain goals is monitored and reported on a continuous basis, which
includes monitoring of safety, diversity and overall spend and inventory metrics. This
monitoring helps to ensure that early warnings are in place when problems arise. This allows
management to uncover trends in a timely manner and proactively address issues.

Internal and External Communications:

Supply Chain holds staff meetings between leadership and direct reports on a monthly and
intermittent basis. Reporting on Supply Chain metrics is published in a central online location
for all team members to access. Oftentimes, reports and other communications are circulated via
email and conference calls as well. Internal communications also correspond to supporting the
operations of other functional areas of DP&L. These communications frequently happen
through Ariba, SAP or other applications and include purchase requisitions, inventory
requisitions and contract compliance and approval.

External communications with DP&L’s suppliers occur as needed through a variety of means.
Bids are obtained through written communications or by use of an e-sourcing tool, Ariba. Other
communication venues used with suppliers include emails, phone calls and face-to-face
meetings.

Staff Letter - DP&L's processes and controls associated with its internal controls over the
issuance and return of materials and supplies associated with storm restoration equipment,
specifically storm skid kits and the return of unused supplies:

DP&L provides storm kits (aka storm skids) to visiting mutual aid crews as an efficient way to
distribute commonly used materials and equipment during a storm event. Each kit provides a
variety of materials which field personnel have determined will likely be needed for the current
storm. Typically, the kit will include ground wire, tri-plex service wire, insulators, fuses,
connectors, tags and other appropriate restoration materials. Storeroom personnel record the
materials provided to crews and the receiver (field crew) signs for the material. Throughout the
storm event crews will continue to request additional materials as required for their assigned
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jobs. As those materials are issued to crews, they are tracked and logged by storeroom
personnel. Upon completion of the storm, crews will return any unused materials to the
storeroom, and storeroom personnel will complete a material charge recovery form which is
signed by the crew returning the materials. Finally, storeroom personnel enter all the
information into DP&L’s material tracking and inventory system and begin a review process to
ensure that all materials have been charged to the appropriate accounts. Additional detail on this
process can be found on Supply Chain — Exhibit 4.
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Supply Chain — Exhibit 1

Organizational chart for Supply Chain

Vice President, Global Operations Support

Managing Director of Global Supply Chain

Governance, Standards and Systems Supply Chain Shared Services Center

—  Global Category Management

—  Logictics and Demand Planning

— e-Sourcing and Digitalization
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Listing of Supply Chain Key Performance Indicators

e Savings against budget

e Purchase Requisition to Purchase Order Cycle Time
e Purchase Requisition Days Outstanding

e On Time in Full Supplier to Warehouse

e Inventory KPIs:

O

©C O O ©

Inventory Levels

Days in Advance for Reservations
Aging Reservations

On Time in Full Warehouse to Customer
Warehouse Returns

Page 292 of 340

Supply Chain — Exhibit 2
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Supply Chain — Exhibit 3

Listing of Supply Chain Policies

e AES Global Procure to Pay Policy

e AES Global Non-Fuel Inventory Policy
e US SBU Expenditure Approval Policy
e AES Code of Conduct
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Supply Chain — Exhibit 4
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Human Resources has overall responsibility for employment related issues including recruiting,
career development and benefits. The Human Resources function is described in detail in the

following section.

Chief Human Resources Officer, Global

Human Resources
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Functional Area:
Human Resources

SFR Reference

B)(9)(h)(i) Salary and benefits administration
B)(9)(h)(ii) Recruiting and selection

(B)(9)(h)(iii) Training and career development
B)(9)(h)(iv) Performance evaluation and appraisal
B)9)(h)(v) Work force productivity

Policy and Goal Setting:

Human Resources assists DP&L in achieving business goals by developing and maintaining the
policies and programs aimed at attracting and retaining a talented workforce to safely and
reliably deliver electric service to our customers.

As a member of the senior leadership team the Director of Human Resource reviews and updates
the long-term strategic business plan and developing short-term company goals. Human
Resources leadership then reviews the Company’s goals and sets annual departmental objectives
to support those goals.

Strategic and Long-Range Planning:

Human Resources strategic planning efforts are aimed at attracting and retaining a talented
workforce in order to further the Company’s long-term strategy of delivering safe, reliable
service to our customers. The people section of the long-term strategic business plan is
developed by Human Resources leadership and focuses on objectives related to culture, total
rewards, talent development, internal communications, and labor relations. Human Resources
leadership annually updates the plan and reviews with U.S. Senior Leadership.

Organizational Structure and Responsibilities:

The Human Resource team is globally segmented into a modern delivery platform consisting of
Local HR (Generalists); Total Rewards; Talent Acquisition; HR Information Systems, and
Shared Services (such as payroll, processing, etc.). Each area establishes global goals for their
respective area. Collectively, with input from local Strategic Business Units (SBU), these goals
are then adopted by each local SBU with local adjustment by country, region, or company. The
Director of Human Resources reports directly to the President and Chief Executive Officer and
has a dotted line relationship to the Global Human Resources Organization. Human Resources
maintains responsibility for the following utility activities:
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Total Rewards is responsible for the development and administration of fair and competitive
compensation and employee benefit programs, maintaining back-office clerical support, and
Human Resources information systems.

1) Develop and administer programs related to medical, dental, vision, wellness, and life
insurance. Such programs are reviewed annually to assess competitiveness and ensure
cost effectiveness

2) Develop and administer compensation programs. Evaluate jobs to determine appropriate
compensation levels and participate in market surveys to ensure compensation levels are
fair and competitive as compared to similar roles in companies within the industry and
companies with whom the Company competes for talent. Management compensation
systems are reviewed annually and take into account economic conditions, wage trends,
and market data. Wage rates for the union population are subject to collective bargaining

3) Administer and evaluate retirement programs including 401(k) and pension plans

4) Maintain the Human Resources information system of record and applicant tracking
systems

Employee Relations is responsible for managing, addressing, and resolving employee concerns,
as well as maintaining a positive relationship with the bargaining unit.

1) Partner with functional areas to provide generalist support and consulting on a broad
range of employee issues

2) Proactively identify potential employee or labor issues and work to resolve issues with
employee or union when applicable

3) Ensure proper administration of Company labor agreements

Labor Relations is responsible for maintaining a positive relationship with the bargaining unit
and managing the contract and negotiation processes.

1) Manage the grievance, arbitration, and negotiation processes

Talent Management is responsible for assessing the people development needs of the
organization and creating and executing appropriate training to meet those needs

1) Develop performance competencies and structure the performance review process

2) Conduct talent dialogues to assess talent strengths and opportunities within each
functional area

3) Develop the succession plan in conjunction with functional leadership

4) Assess developmental needs for individuals and functional areas and recommend, design,
and/or deliver trainings to address identified gaps and needed productivity improvements

5) Source and on-board new talent and ensure compliance to applicable local, state, and
federal regulations and requirements



Chapter II B(9) Schedule S-4.2 Page 300 of 340

6) Develop and maintain campus recruitment strategies to include intern and co-op
programs

7) Deliver and maintain employment testing programs to evaluate candidate capability

8) Participate in community outreach programs in support of the Company’s diversity and
inclusion strategy

The organizational chart for Human Resources is included as Human Resources — Exhibit 1.

Decision-Making and Control:

Human Resources’ decision-making and control is achieved by individuals throughout the
organization making decisions within their given scope of authority in support of the Company’s
overall mission and in accordance with the Company’s policies and procedures. Decisions are
appropriately raised to proper level of authority as required by Company policies.

Performance against Human Resources goals are monitored on a continuous basis. This allows
management to uncover trends in a timely manner and proactively address issues.

Internal and External Communications:

Internal communications are accomplished through a variety of communication channels
including; face-to-face meetings, phone calls, conference calls and e-mail. Internal
communications typically correspond to supporting the operations of other functional area of the
Company. These communications include providing information to all areas of the Company.

External communications will typically involve benefit development, recruiting, and hiring
activities.
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Human Resources — Exhibit 1

Organizational Chart for Human Resources

Chief Human Resources Officer, Global

— Vice President of Human Resources

Fm——————

4 Director of Human Resources

\— HR Generalists

— Talent Management

Communications

— Shared Services

— Services and Technology

] Total Rewards
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Office of DP&L’s Chief Financial Officer

Finance is responsible for the ensuring that DP&L has the financial security needed to support its
primary mission of providing reliable and affordable electric service. The functions provided by
Finance are described in detail in the following sections.

President and Chief Executive Officer, DP&L

Chief Financial Officier, US SBU & DP&L

— Accounting Operations

— Financial Planning and Analysis

— Risk Management

— Tax Department

— Treasury
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Functional Area:
Accounting Operations

SFR Reference
B)(9)(b)(ii) Accounting systems and financial reporting
Staff Letter

Policy and Goal Setting:

The US SBU Controllers Group (“Accounting Operations™) provides accounting services to
DP&L. The policies that govern the team’s activities include adaptation of policies issued by
AES Corporate as well as those prepared by Accounting Operations for activities unique to
DP&L. The US SBU has policies that govern US SBU-wide activities such as travel and
entertainment, while the US SBU Controller has the authority to approve policies that only
impact the Accounting Operations organization, such as setting timing requirements for account
reconciliation review and approval. These policies are designed to reflect enterprise practices as
well as industry standards and requirements. They are available electronically to all employees
via a shared site. The policies and a strong internal control environment are designed to ensure
the timely and accurate preparation of internal and external reports, which is one of Accounting
Operations primary and enduring goals. In a process led by the US SBU Controller, all goals for
Accounting Operations are set annually in alignment with the US SBU-wide business plan,
which drives the components of the US SBU CFO’s tactical and strategic plan.

Strategic and Long-Range Planning:

The US SBU Senior Leadership Team is responsible for establishing the US SBU business plan,
discussed above in the “Policy and Goal Setting" section, which includes long-range financial
and operational planning.

Organizational Structure and Responsibilities:

DP&L’s accounting is provided by the US SBU Accounting Operations, one of several
centralized shared service areas that also provides support to several other entities that are part of
the US SBU, including Indianapolis Power & Light. The US SBU Controller, who leads
Accounting Operations, reports directly to the US SBU CFO and has a dotted line reporting
relationship to the AES Corporate Controller.

The accounting departments that report to the US SBU Controller include General, Operations,
Regulatory, Revenue, Fixed Assets Accounting, as well as Financial Reporting, Accounts
Payable, Financial Systems and Controls and Technical (dotted line relationship). Labor costs
for services provided to DP&L are either directly charged to DP&L or directly charged to a
project number that results in a distribution among the appropriate combination of entities based
on the individual’s standard workload split.
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Key responsibilities of each of the departments within the US SBU Accounting Operations are as
follows:

1)

2)

3)

4)

3)

General and Operations Accounting

a) Oversee the closing of the books and records monthly timely and accurately

b) Assist in preparation of accounting-related data in support of initiatives and activities
of the other teams within Accounting Operations

¢) Prepare journal entries related to the operations of generation facilities that are owned
jointly with third parties

d) Coordinate the capture and monthly allocation of costs incurred by the Service
Company on behalf of DP&L

e) Prepare monthly occupancy cost allocations to entities who benefit from the use of
space owned by DP&L

Regulatory Accounting

a) Prepare accounting related schedules for various routine filings with the PUCO, as
well as the related journal entries

b) Coordinate the preparation of DP&L’s quarterly FERC 3Q’s and annual FERC Form
1

c) Prepare testimony and schedules related to general rate cases as necessary

Revenue Accounting

a) Record revenues related to DP&L, including the monthly unbilled revenue
calculation

b) Provide internal management reporting and analysis for revenue results

¢) Provide billing service for miscellaneous utility and certain non-utility services

Fixed Assets Accounting

a) Maintain property records, including depreciation, AFUDC and ARO
b) Provide guidance on capital versus expense accounting

c) Prepare asset related rate case exhibits

Financial Reporting

a) Coordinate data gathering for preparation of SEC Form 10-Q’s and 10-K

b) Preparation of formal financial statements, including footnotes

¢) Obtain review input from the DP&L Disclosure Committee, Board of Directors and
the independent external auditors

d) Prepare monthly and quarterly analysis to explain trends and variances compared to
prior periods

e) Support rate case activity
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6) Accounts Payable
a) Timely processing of invoice payments
b) Compliance with regulations and company policies

7) Financial Systems and Controls
a) Coordination of annual control self-assessment testing
b) Assistance on control deficiency mitigation
¢) Assistance on preparation of policies and procedures
d) Control-related interaction with independent external and internal auditors
e) Finance digital initiatives and system implementations

8) Technical Accounting (dotted line reporting relationship)
a) Contract review
b) New accounting pronouncement analysis and implementation assistance
¢) Accounting guidance interpretation as requested
d) Derivative accounting

The organizational chart for Accounting Operations is attached as Accounting Operations —
Exhibit 1.

Decision-Making and Control:

The US SBU Controller provides overall direction to the members of Accounting Operations,
with individuals throughout the organization making decisions within their scope of authority in
support of DP&L’s overall mission and in accordance with the DP&L policies and procedures.
The primary function of the US SBU Accounting Operations relates to the proper disclosure of
accounting and financial data to satisfy external regulations and requirements. Quality control
over the preparation of documents filed quarterly and annually with the SEC include reviews by
the DPL/DP&L Disclosure Committee and Board of Directors, as well as the independent
external auditors which includes their formal audit opinion for the SEC Form 10-K. Subject
matter experts throughout the US SBU assist with the preparation and review of the quarterly
and annual financial filings with the FERC, with the annual FERC Form 1 audited by the
independent external auditor. In addition, the Internal Audit department conducts reviews of
accounting activity and adherence to policies and procedures. The Internal Audit annual audit
plans are designed to focus on areas selected by them and as requested by senior management of
the US SBU as well as the DP&L Board of Directors.

Internal and External Communications:

Internal communications are accomplished through a variety of communication channels
including; phone calls, conference calls, face to face or video meetings and e-mail. Internal
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communications typically correspond to interaction between the departments within the US SBU
Accounting Operations and with the other functions that report to the US SBU CFO that are
necessary to provide DP&L with accounting and financial reporting support. Communication
with operational areas is also required to gather necessary information.

External communications are accomplished through a variety of communication channels
including; phone calls, conference calls, Microsoft Teams video meetings, meetings, and e-mail.
Communications typically involve interaction with DP&L’s external auditors, vendors and
members of the AES Corporate team.

Staff Letter - DP&L's process and controls related to the movement of projects from in progress
to in service:

DP&L’s policies have been updated to reflect DP&L’s movement from Oracle to its SAP
enterprise accounting system. The new accounting system allows significant process
improvements that help to efficiently move property from in service through to unitization.
Additionally, DP&L has improved processes surrounding communication between Fixed Asset
Accounting and Project Managers to ensure projects adhere to identified timelines. The
Distribution Investment Rider compliance audit by Blue Ridge Consulting Services Inc. in Case
No. 19-439-EL-RDR referenced internal audit findings on this topic. These audit findings and
recommendations are addressed in Accounting Operations — Exhibit 2.

Staff Letter - DP&L’s procedures to review and document the post-closing review of large
projects to determine why in-service projects are delayed, with specificity, and what has been
done to reduce the number of in-service delays:

The Company reviews the status of projects on a regular basis through its monthly capital status
meetings to determine if actions need to be taken to move a project from in construction to in-
service and then to unitized. Accounting also follows a quarterly process to document the status
of projects, particularly those designated as in-service.

There are many reasons why a project will remain in the ‘in-service’ state. One of the more
common reasons is pole attachments and transfers (commonly referred to as double-wood or
two-pole conditions). Historically, if a project included the retirement of a pole with
attachments, the project would not be closed and unitized until the pole attachor completed their
work and the Company was able to pull the pole stub. This would result in delays to closing the
project of months, and in some cases, years.

The Company has made adjustments to its processes to reduce the time a project remains in the
‘in-service’ state. This includes, but is not limited to, a process focused solely on remediating
two-pole conditions through a one-touch approach, moving the handling of pole stubs to separate
retirement projects, resources dedicated to communication and coordination with pole attachors
(including identifying any expedited needs) and providing project managers with additional
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resources to support the project close-out process. Additional detail on this policy can be found
in Accounting Operations — Exhibit 3.
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Accounting Operations — Exhibit 1

Organizational Chart for Accounting Operations

Chief Financial Officier, US SBU & DP&L

| I
Controller, US SBU & DP&L | Technical Accounting

Financial Reporting

— Regulatory Accounting

—  Assistant Controller, US SBU

— General and Operations Accounting

— Revenue Accounting

— Accounts Payable

— Fixed Assets Accounting

— Financial Systems and Controls

Financial Controls

Financial Systems
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Accounting Operations — Exhibit 2

Management has taken actions to address the issues outlined in the Blue Ridge Data Request #2
Case No. 19-439-EL-RDR DP&L Distribution and referencing the DPL Capex (CWIP
Distribution) Report issued November 13, 2017, as stated in the response below each finding.

T&D Projects Capitalization Process

1.

The required transfer of projects from ‘in-progress’ to ‘in-service’ was not performed in a
consistent, timely manner for all concluded projects.

Recommendations: Operational Area should review the close-out process for damage
claim projects in order to ensure that all completed projects are promptly put in service
and unitized. Also, a task force should be instituted to clear the backlog of completed
projects not in service.

Response: The Operational area ensures that all information and reports are completed in
Stakeout, as well as material, invoices, and remaining costs are posted to SAP before
notifying the Damage Claims department to initiate billings. The project in SAP will be
analyzed and billed by the Damage Claims department and after the completion of the
invoice, Damage Claims department will notify the Project Manager (PM) of completion.
The PM will then Technically Complete (TECO) the WBS in SAP which moves the
project to in-service (FERC 106) and has 120 days to move the WBS from TECO to
Closed Status in SAP so that it can be unitized.

Project managers should improve the monitoring process of ongoing projects in order to
ensure that all completed projects are timely identified and close-out. Also, operational
management should reinforce the importance of providing Fixed Assets Accounting with
timely and accurate information on projects status, in order to ensure correct accounting
treatment of each project.

Response: Fixed Assets Accounting completes a quarterly detailed CWIP report for
Operational Management to review and to provide input on project status and
completion. Fixed Assets follows up with any questions regarding projects with
extended activity and the action plan for completion.

Projects on hold must be reviewed by the operational area in order to ensure that
management is committed to funding the entire project. Also, management must be able
to assert that the combination of achieved and future milestones indicates a greater than
75% likelihood of success. In case there is no funding allocated, the operational team
should notify Fixed Assets Accounting to take the proper action.

Response: The Operational Area analyzes the capital spend on each project through
monthly review meetings with Management, as well as through the quarterly 3.CAP.3
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review reports sent by Fixed Assets. If projects do not meet the 75% criteria and will not
continue, then any dollars spent to date will be transferred to O&M and cancelled.

4. Fixed Assets Accounting should improve monitoring controls of projects in progress,
including but not limited to inquiring of aged projects without recent charges and unclear
status provided by Project Managers, and projects "On hold" for extended periods of
time.

Response: Fixed Assets reviews through the quarterly 3.CAP.3 report as well as a Power
Plan reports that help with reviewing projects past their in-service dates allowing for
Fixed Asset to work closely with the Project Managers to address the projects in
question.

5. Fixed Assets Accounting should review and correct the projects that were put in service
in duplicity. Going forward, should develop a process to ensure that the projects
manually put “In service” are not already automatically unitized.

Response: The duplication issue has been eliminated due to the process being automated
with the implementation of accounting systems, SAP and Power Plan, in April 2019.
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Accounting Operations — Exhibit 3

DP&L Transmission & Distribution Work Order Closing Review Policy

This policy provides project managers, as well as others responsible for projects, guidance on
the process for reviewing and submitting the proper project information to the Fixed Asset
Accounting group for closing and unitization.

Projects estimated in Stakeout are reviewed by the project manager and closed to Plant within 90
days after the work has been completed. SAP initiated work orders, including blanket projects
for new services, multiple taxing location distribution projects, transmission and substation
projects, and other miscellaneous general plant (e.g. real estate, transportation, IT, etc.) projects
are reviewed by the project manager and closed by the Fixed Asset Accounting department
within 120 days of project completion.

The amount of review work that should be completed in preparation for closing a work order
depends on the cost and complexity of the project. More time should be spent reviewing a
project of significant scope and/or cost than one of lesser amount and/or complexity. A
guideline for the review of projects with estimated and actual costs below $25,000 is outlined
in section I, below. Some additional review procedures for projects exceeding $25,000 are then
described in section II.

L. Projects with actual and estimated costs of $25,000 or less:

e The project manager should verify that the project is properly approved in accordance with
the Company’s expenditure authorization policy at that time. The project should have
appropriate authorizations within StakeOut or SAP (non-StakeOut projects). Where
applicable for any projects closed prior to the Company’s implementation of SAP on
4/1/2019, the signature of the approver must appear on any manual work order forms or the
Project Expenditure Authorizations (PEA). If the project was engineered in Stakeout, the
electronic ID of the approver must be populated.

e Review the work order scope as described on the manual work order form, PEA or the
Stakeout Cost Estimate Summary to determine whether the project involves construction
and/or retirement. When the project involves construction, there must be at least one unit
of property installed. When the project involves the replacement of units of property, there
should be units of property being retired (exceptions include projects involving two-pole
conditions where the removal will be completed at a later date on a retirement-only
project). When the job only involves the removal of units of property, there should be no
cost charged to construction. Any contributions in aid to construction (CIAC) are noted on
the Invoicing tab in Stakeout, on the manual work order form or PEA for Oracle projects
(pre-SAP), or as a credit to the project for all other SAP projects. If billing is involved
with the job, determine if the money has been collected or if the customer has been
invoiced. Document type DR in SAP is the invoice that is used to charge the collection of
taxable contributions.

e Display/print the T-code CJI3 in SAP for the project details (WBS detail). Review the cost
elements and/or general ledger entries with charges for reasonableness in light of the
requirements above. Common cost elements assigned to a project include:
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Salaries & Wages (management and union, including overtime)
Engineering Consulting

Non-Stock Supplies

Supplies Purchases

A&G Overheads

S&E Overheads

Benefits Overheads

AFUDC

0O O O0OO0OO0OO0OO0O0

Stakeout Projects (Capital)

Compare the estimated units of property listed in Stakeout to the installed units on the
updated construction prints from the field. In Stakeout the units of property will be listed on
the Property Accounting Records Listing. If the actual installed units vary from the original
plan, correct the units in Stakeout before closing the project. If there is any question as to the
units of property actually installed, run the CJI3 report to confirm materials charged and
verify property units. This will list the specific material items charged from stores to the
project.

If there are no units of property installed or removed, then it cannot be considered a capital
project and the accumulated project cost must be transferred to the appropriate account
number and the capital project cancelled in Stakeout, SAP, and PowerPlan.

To review cost, Stakeout project users should print the T-code CJI3 from SAP to determine
the total cost of the project (CJI3 shows actual costs as well as credits such as CIAC). This
report will summarize the actual costs charged to the project by cost category. Review the
report for reasonableness as described by the following. For a construction project there
should be some labor (internal and/or contractor), material, transportation, and overheads
charged. If a contractor performs the job or the materials are purchased and charged directly
to the project, the CJI3 report in SAP should indicate the amount of cost under supplier
invoices.

Compare the total actual cost incurred as shown on the CJI3 report to the estimated cost on
the approved Stakeout Cost Estimating Summary for reasonableness. If the estimate and the
actual costs are in-line, no further review of detail charges is needed. When the project
contains unusual or unreasonable charges, initiate an investigation to determine if a possible
correction between capital and expense is required. Unreasonable deviation is typically
considered greater than 10%, however, there could be exceptions.

1.
The person reviewing the cost should print and attach the CJI3 report, along with signing the
Service Operations — StakeOut Projects - Close-Out Sign-Off to include in the project folder.

Review the Stakeout Project Information screen to make certain an accurate project in-
service date has been entered. This is found on the Construction Line tab (overhead
construction complete and/or underground construction complete dates).

SAP Initiated Projects (Capita<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>