
Large Filing Separator Sheet 

Case Number: 08-709-EL-AIR 
08-710-EL-ATA 
08-711-EL-AAM 

Date Filed: 7/25/2008 

Section: 4 

Number of Pages: 9S^0 

Description of Document: Application 
Volume 4, 5 & 6 
Schedule S-4.2 

Part 1 of 1 



K^Duke Exhibit IT-4 
cWEnetgy.. 
Duke Energy Standard 

IT 5005 - Communications and Operations Management 

5005.7.3.1 eBusiness Customer Accounts 

Customer accounts used for external eBusiness applications must have an access account management 
methodology. 'IT 5006.2 User Access Management" defines the preferred account management controls, 
however, the following less stringent controls may be used for extemal eBusiness customer applications, i.e. 
online bill payment. In all cases, the highest level of security requirements w/ilhin the environment will dictate the 
acceptable security controls. 

a) Account Management - An External Customer Application account that has remained inactive for a 
period of 220 days must be removed from service. 

b) Privileges - External Customer Applications accounts must only be authorized to access customer 
Information specific to that customer and must not be authorized to access olher information with a 
security classification higher than "Public". For more information, see "IT 5002 Asset Management". 

c) Account Lockout - 10 lockout must occur after ten consecutive unsuccessful login attempts. The 
lockout period must be at least 30 minutes. When the customer ts informed of the lockout, enticement 
information must not be given lo reveal the lockout period. Any account lockout must be reported to 
the Information Custodian. 

d) Password Management - Password distribution controls must be implemented that will ensure that 
only the authorized individual knows their password. The following conditions apply: 

• End Users must be instructed on the acceptable use of passwords as determined by the 
Application Owner. 

• Passwords must not be transmitted in clear text such as e-mail or htlp. 

• Customers may change their passwords via the extranet applications that provide the following 
controls: 

• A minimum of two password hints must be provided prior lo resetting the password. 

• Password hints must not contain the password. 

e) Password Use - The following conditions apply to the use of passwords: 

• Syntax - External customer application ID's must have passwords that are a minimum of eight 
characters in length and contain a mixture of letters and numbers. 

• Aging - Password aging is not required for External Customer Application passwords. 

• Re-use - Re-use is permissible for External Customer Applications ID passwords. 

• Confidentiality - eBusiness customer passwords are not to be shared with or used by the Duke 
Energy workforce. This does not apply to members of the workforce who subscribe to a Duke 
provided eBusiness application. 
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IT 5005 - Communications and Operations Management 

5005.8 Mon i to r ing 

Information systems must be monitored for unauthorized processing activity or activity that indicates an informalion 
asset is at risk. The level and lype of monitoring must be commensurate with the asset value and the associated risk 
of compromise. 

5005.8.1 Monitoring Process 

Monitoring processes must address event identificalion, response management and audit logging. Monitoring 
processes must include: 

a) Event Identification - Monitoring of key activities to indicate an information asset is at risk as well as 
source identification. 

b) Response Management - A process for generating and responding to event alarms that consists of: 

• Prioritizing the potential impact of monitored events. 

• Process to ensure timely discovery of events. 

• Response requirements to include event reporting, i.e. CIRT notification, see "IT 5008 Infonnation 
Security Incident Management". 

• Process for archiving security events. 

c) Audit Logqing - Monitored events must be saved to a log. The log information must be protected against 
loss, tampering, and unauthorized access. 

• The frequency of log review or archiving must be established to prevent the loss of data due to 
'rollover' or lock log files when full' configurations. 

• Log file retention periods must be established to meet operational and legal requirements and 
must be complaint with company records retention policies. 

• Logs containing security events involved in an investigation must be archived and retained for at 
least one year. 

• Archival of log files must include recovery procedures to ensure the data can be retrieved. 
Procedures must include guidance on maintaining data confidentiality and integrity and also must 
provide for changes in technology that may affect data availability. 

• Only appropriate members of the Legal Department, Audit Services, Corporate IT Strategy and 
Compliance, or individuals specifically authorized by these departments may access logs. 

Note; Individuals or groups authorized by Corporate IT Strategy and Compliance must have the ability to 
obtain, at a minimum, read-only access to all information assets. 
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IT 5005 - Communications and Operations Management 

5005.8.1.1 System Log Monitoring 

System Administrators must establish a process for monitoring information system logs to detect suspicious security 
activity as defined above. System Administrators must ensure that logs are activated and that appropriate monitoring 
software is enabled. At a minimum, the following events must be monitored: 

a) Session activity to include: 

Account identification 

Log-in success 

Log-in failure 

Log-In date/time 

Log-out date/time 

b) System start-ups and shutdowns 

c) Relevant security events, such as: 

Users switching user ID's or system identity during an on-line session 

Password guessing activities 

User privilege escalation attempts and or successes 

Modifications lo system security configurations 

Privileged access activity 

Changes to system logs or logging configurations 

5.8.1.2 IDS Monitoring 

A centralized intrusion detection program must be implemented to provide the ability to detect and identify suspicious 
network traffic and server, or host, activities. This program must be centrally managed, must meet the requiremenls 
defined above for a monitoring process, and must include the following elements: 

a) Only authorized individuals will have access to the sensors, the policies, or the logs. 

b) Only authorized and approved policies are allowed. 

c) An IDS policy management process that defines the requirements for the development, test, approval, and 
authorization of policies. 

d) Ensure networi^ sensors are placed to ensure all network traffic that traverses the corporate network perimeter 
is monitored. At a minimum, network sensors must be placed as defined below: 
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IT 5005 - Communications and Operations Management 

Connection Type Network Conf igurat ion 

Category I Perimeters 
DMZs 
Dial-in services, 
FTP, VPN, Telnet 

IDS Moni tor ing points 

Between the Internet and the outer most j 
firewall. j 
Between the DMZ and the Internal network. ; 
Between the Internal network and the inside \ 
firewall. 

Single access 
points for out 
bound only traffic 

Network Sensors on internal side of 
screening device. 

Category I I • Inter-Business 
Unit Point of Entry: 

All traffic between Business Units and 
Corporate Networks where the Business Unit 
traffic is identifiable. 
All traffic between Business Partners and 
Corporate Networks. 

f) Ensure that host-based sensors are installed on servers that provide a service or function 
which if compromised can result in negative impact to Duke Energy. At a m in imum, host-
based sensors must be placed as fol lows: 

Connection Type Server Function/Type 

Category I External Servers 

Category I I ^Business Critical 

At Risk Services 

- External facing servers accessible via thel 
internet. 

- Servers that reside in the DMZ or otherj 
external networks, (i.e. Web Presentation or; 
Application Servers) l 

• Servers providing remote access services such 
as FTP. 

• Business Units are responsible for deciding 
whether to implement Host Based IDS. 

• Business units will coordinate with EITS to 
implement the Host Based IDS which should 
be placed on servers that support business 
critical applications based on: 

o Availability 
o Attack Likelihood 
o Security Classification 
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IT 5006 - Access Control 

Applicability: Enterprise 
Originator: Corporate IT Strategy and Compliance 
Approval: Information Technology Management Team (ITMT) 

Approval Date: 05/01/2006 
Revision Date: 
Revision No: 

Statement of Purpose 

This standard establishes the requirements for logical controls associated with access accounts and access points. 
Logical access must be authorized, managed and removed or retired when no longer needed. 

IT 5006.1 Secur i ty Bus iness Requi rement fo r Access Cont ro l 

Access to Duke Energy information assets will only be allowed in support of business needs. Access controls must 
be used to prevent accidental or malicious modification, destruction, or disclosure, and for user identification. 

IT 5006.1.1 Access Control 

Access accounts must be used to control individual and system access to Duke Energy information assets and to 
control the privilege levels. Access accounts must uniquely identify a single person or system. The access account 
and password combination, or other authentication mechanism, will be used to validate the identity of the account 
owner and to manage access privileges. Every access account must be assigned to an individual owner who is 
exclusively responsible for the activity associated with that accounL 

IT 5006.2 User Access Management 

User Access Management provides for the life cycle management of access accounts. The life cycle of an access 
account consists of the following: registration (creation of the account), the privileges assigned to the account, 
password management, review of access rights, and account termination. For more information, see "IT 5006-01 User 
Accounis". 

IT 5006.2.1 User Registration 

User Registration, or the creation of an access account, requires a validated business need and information 
access authorization. A single Individual Is not allowed to request and then also authorize or enable an access 
account. This process requires two individuals: one to request, and the other to approve and authorize or enable 
an account Business needs must be validated by management. The access must be authorized by the 
Information Owner. Access accounts must be requested through an approved enrollment process. See "IT 5006-
01 User Accounts" for details. Following are the different types of access accounts: 

a) General Account - General accounts are commonly referred to as a user account and are used for task-
oriented or functional access to an information asset. 

b) Privileged Accouni - Privileged accounts are typically associated with operational or support functions. 

IT 500B Access Contro l 34 of 58 

Dtrice Energy Prcqirietary and Confidential: Internal Use Onlj '-

596 



K^Duke Exhibit IT-4 
r^Energy.. 
Duke Energy Standard 

IT 5006 - Access Control 

c) Special Account - Special accounts are used to address specific needs or situations. Typically, Special 
accounts are process, shared or emergency use accounts. For additional information, see "IT 5006-01 User 
Accounts". 

d) Customer Account - Customer accounts are used for external eBusiness applications. The application owner 
is responsible for developing and maintaining a "User Access Management" methodology as defined in this 
standard. For additional information, see "IT 5005.7 Electronic Commerce Services". 

IT 5006.2.2 Privilege Management 

Privilege Management is the allocation and use of privileges or access rights. Privileges must be assigned to an 
access account based on the lowest level of access necessary. A single individual is not allowed to request and 
then also authorize or modify access accouni privileges. This process requires two individuals; one to request, and 
the other to approve and authorize or modify an accounL Business needs must be validated by managemenL The 
Information Owner must authorize the access. Modification to access account privileges must be requested 
through the Duke Energy enrollment process, see "IT 5006-01 User Accounts" for details. It is the responsibility of 
the account owner to adhere lo the controls associated with the highest privilege level assigned to an account. The 
following conditions apply: 

a) General Access - General Access provides limited access for performing a specific task or action. It is 
assigned to an access account that is used lo interact with an application at a functional level and is 
unatjle to effect a change to the operations of the system or application. 

b) Privileged Access - Privileged access is typically used for an operational or support function, and is 
assigned to accounts required to effect a change to the privileges of an access account or to the 
configuration or operations of an infrastructure asset or an application. Privileged access must be 
documented to Identify the individual, or system(s), assigned to the account and the applications or 
systems they support. 

IT 5006.2.3 Access Account Management 

Accounts must be disabled when no longer needed or if unauthorized use is suspected. For additional information, 
see "IT 5003.3 Termination or Change of Employment". The following conditions warrant account deactivation: 

a) Account lnactivlt_Y - Accounts that have remained inactive for sixty days must be inactivated. The account 
must remain Inactive unlit manually reset by the appropriate IT support group. 

b) Account Lockout - Accounts must be locked out of the resource in which they are attempting to gain 
access upon ten consecutive authentication failures. The account must remain locked until manually reset 
by the appropriate IT support group. 

IT 5006.2.4 Password Management 

Password controls must be implemented to ensure that only authorized indivkluals know an account password. 
The following conditions apply; 

a) Duke Energy credentials must not be used to access Non-Duke Energy systems, i.e. Duke Energy issued 
username and passwords are not to be used for banking, Yahoo, or other non-work related access. 

b) The identity of the receiving individual must be verified before issuing a password. 
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IT 5006 - Access Control 

c) Initial passwords must be temporary and be changed upon first use. 

d) Passwords must remain confidential and be changed Immediately if compromised. 

e) Passwords must be encrypted or protected when in transit and storage, using approved methods and 
technologies, as determined by Corporate IT Strategy and Compliance. 

f) Passwords being provided lo external parties must be sent securely. If encryption is used, the password to 
open the file must be communicated separately from the file containing the password information. 

IT 5006.2.4.1 Password Use 

The foltowing password controls must be used for all accounts unless othenA/ise specified: 

a) General Account Svntax - passwords must be complex and have a minimum of eight characters. 

b) Privileged Account Svntax- passwords must be complex and have a minimum of nine characters. 

c) initial Passwords - passwords must be changed after initial use, must conform to this standard and must 
not be easily associated with the company or the user, i.e., social security number, user-account, 
employee number, employee address, numerical equivalent of name, etc. 

<̂ ) Aging - Users must be forced to change passwords at least every sixty days. 

e) Reuse - Users must nol use cyclical or patterned passwords. For example, when changing passwords, 
users must not add a number at the end of the password In sequence. 

f) Systems must use password history controls to maintain a password history of users and disallow the 
user from reusing one of the passwonJs in their password history file. 

g) The history file must contain, at a minimum, the last 10 passwords of users, stored in hashed or 
encrypted form. 

Note: Complex Passwords have at least three of the following four characteristics: 

1. Uppercase letters (A-Z) 

2. Lowercase letters (a-z) 

3. Numbers (0-9) 

4. Special characters, i.e."!, @, #, $, %, ^ &. *, and +" 

Note: For MVS/Mainframe, only the following symbols are allowed: "@, #, and $" 

IT 5006.2.5 Vendor Default Accounts 

Vendor default accounts, when not required, must be removed or deactivated at the time of equipment or system 
installation or conversion. When default accounts are required, the following conditions apply; 

a) The account must be renamed. 

b) The passwords must be changed to meet the password requirement defined in "IT 5006.2.4 Password 
Management". 

c) Only authorized personnel may have access to the default account password. 
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IT 5006 - Access Control 

d) The default account is not to be used by individuals. 

IT 5006.2.6 Review of User Access Rights 

Information Owners and IT Asset Managers are responsible for maintaining access control lists for the information 
assets In their areas and must conduct annua! reviews of access rights to ensure authorizations are current and 
valid. 

IT 5006.3 User Responsib i l i t ies 

Users of Duke Energy Information systems must be made aware of and accept certain responsibilities for the security 
of Duke Energy information assets. 

IT 5006.3.1 Unattended User Equipment 

Unattended equipment must be secured to prevent unauthorized individuals from using another user's credentials 
or equipment. The following conditions apply: 

a) User Action 

Users must do the following when leaving workstations unattended; 

Enable Windows security lock (Press; CTRL + ALT + DELETE), or log off. 

• Physically secure the workstation. 

• Common area workstations must be logged off at the end of each user session. 

b) Eguipment Configuration 

The following conditions apply to equipment configuration: 

. Workstations and servers, not located in a processing facility, must be configured with a password 
protected screen saver. 

• The screen saver must require the entry of a password after ten minutes of inactivity. 

• Workstations and servers that cannot utilize screen savers must automatically log users off after 10 
minutes of inactivity. 

« Workstations and servers must be configured to ensure that patches, antivirus, and other updates can 
be maintained at current levels. 

IT 5006.4 Network Access Con t ro l 

To protect Duke Energy information assets, approved authentication techniques, isolated networks, and restricted 
user access controls must be implemented. 
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IT 5006 - Access Control 

IT 5006,4,1 Use of Network 

The use of Duke Energy's networks requires a valid business need and authorization, and must be restricted to 
only those assets necessary to meet the business need. 

IT 5006.4.2 User Authentication for External Connections 

External connections must be authenticated at the perimeter prior to accessing Duke Energy networks, using at 
least two of the three authentication factors below: 

1. Something known; Password or PIN number. 

2. In possession of: Smartcard or key fob. 

3. Physical attribute: fingerprint or retina pattern. 

IT 5006.4.3 Equipment Identification in Networks 

Information assets accessible by external parties must not reveal unnecessary information about the operating 
systems, applicafions, access controls, or IP addresses. For example, an Intemet user connecfing lo a server must 
not be able to identify the IP address, operating system used or its version number. 

Equipment names must not contain enticement information, i.e., don't have "tax" in the host name of a server 
containing tax information. 

IT 5006.4,4 Network Isolation 

Networks must be physically or logically isolated to protect Duke Energy's assets from internal and external 
threats. Corporate IT Strategy and Compliance must conduct a risk assessment on all networks before they can be 
connected to the Duke common network. Networks that are not configured and maintained exclusively for Duke 
Energy are considered external or third party networks and must be isolated from Duke Energy networks. 
Computers must not be connected to more than one isolated network simultaneously. The following conditions 
appty; 

a) Internal Network Isolation - Network owners are responsible for maintaining their network risk profile and 
notifying Corporate IT Strategy and Compliance prior to making changes that could impact the common 
network. Corporate IT Strategy and Compliance may require intemal networks that present a higher risk 
profile than the common network, as measured against the IT 5000 Series, to be physically or logically 
Isolated. For more informalion, see "IT 5006.5.1 Screening or Filtering Devices". 

b) Perimeter Networks - Perimeter networks must only be used for business activities and must use a 
screened subnet architecture approved by Corporate JT Strategy and Compiiance. Perimeter devices must 
be physicalty secured, with access limited to groups supporting the devices. Logical access to network 
devices must be limited to approved individuals. 

c) External Networi^ Isolation - Corporate IT Strategy and Compliance must review proposed connections to 
extemal sources prior to implementation. Screening or filtering devices must be maintained between Duke 
Energy networks and connections wilh external sources. 
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d) Third Party Networks - Information assets owned and administered by extemal entities over public, i.e., 
Internet or private networks that are located on a Duke Energy Network must reside in a perimeter subnet 
and must be isolated from Duke Energy assets. 

e) Trust Relationships - must not be established between Duke Energy information assets and those owned 
or managed, in whole or in part, by a third party. Tmst relationships are prohibited between internal 
Information assets and assets located on a perimeter network. 

IT 5006.5 Network Connect ion Cont ro l 

Connections between isolated networks must be configured and managed to ensure the integrity of the risk profile of 
the common network. 

IT 5006.5.1 Screening or Filtering Devices 

Screening routers or firewalls must be used to isolate networks and must be configured and maintained by 
individuals or groups authorized by Corporate IT Strategy and Compliance. Screening routers or firewalls must be 
configured as follows: 

a) Block all but authorized protocols and services. 

b) Block unauthorized communicalions. 

c) Block external connections that appear to be coming from internal addresses. 

d) Configure perimeter devices to prohibit the exposure of internal network addresses or topology. 

IT 5006.5,2 Remote Access Software 

Remote access software, i.e., Microsoft Terminal Server, NetOps, XWindows, and PC Anywhere v8 or greater, to 
company networks must utilize an authentication mechanism. This authentication mechanism must be approved 
by Corporate IT Strategy and Compliance. 

IT 5006.5.3 Outbound Connections 

Outbound connections are connections that begin inside a Duke Energy network and terminate in or beyond Duke 
Energy's perimeter networi<. 

IT 5006.5.3.1 internet Connections 

Internet connections are those points where connectivity exists between a Duke Energy network and the 
Intemet. The following conditions apply to internet connections: 

a) Connection points must terminate in the perimeter network. 

b) Outbound VPN connections to Non-Duke Energy entities are nol allowed ft"om inside a Duke Energy 
network. 
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c) In cases where business needs require intemet access from the internal network using Non-Duke 
Energy equipment, an isolated connection point can be requested. At a minimum, the following 
conditions apply to isolated internet connections: 

• The connection must isolate and prevent access to Duke Energy Information assets, other than 
those required to complete the connection. 

• Isolated connections must be implemented by individuals or groups authorized by IT Strategy 
and Compliance. 

• The Duke Energy Sponsor must ensure that there is no simultaneous connectivity between the 
Duke Energy internal network and the isolated connection by wireless or network cabling 
mechanisms. 

IT 5006.5.4 Inbound Connections 

An Inbound connection is a connection that begins outside of the Duke Energy network and terminates inside of 
the perimeter network. The following conditions apply to inbound connections: 

IT 5006.5-4.1 Internet Connections 

Internet connections are intended to provide public access to Duke Energy information such as the Duke Energy 
web pages. See "IT 5006-02 Electronic Commerce Services" for additional informalion. 

IT 5006.5.4.2 Inbound VPN 

VPN connections must terminate in a subnet on the perimeter network configured for handling VPN traffic. 

a) Employee - Employee VPN connectivity to the Duke Energy network: 

• Is only allowed using Duke Energy owned equipment with an approved VPN client and software 
firewall. 

• Must be authorized through the Duke Energy Enrollment Process. Use the "Employee Remote 
Access Request" form located in the Electronic Forms Repository to initiate the enrollment 
process. 

b) Site-to-Site - VPN gateway-to-gateway connections may be used between Duke Energy offices. These 
connections must be configured by individuals or groups authorized by IT Strategy and Compliance. 

IT 5006.5.4.3 Dial-In 

Dial-in access to company Information assets must be restricted to a centrally administered infrastructure that 
must terminate in the perimeter network is be configured for handling and monitoring dial-in traffic. The following 
conditions apply: 

a) Employee - Employee dial-in connectivity lo Duke Energy networks is onty allowed through the controls 
established in Remote Access Services. Employee dial-in access must be authorized through the Duke 
Energy enrollment process. Direct modem connecfions that allow approved employee access to an 
individual informafion asset for maintenance must only be active during the maintenance session. When 
the session Is complete, the line or modem must be disabled. For additional information, see "IT 5500, 
Network Connections". 
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b) System Support - Dial-in access to networking devices with directly connected modems in remote 
locations must be restricted to personnel who support such devices directly. These devices must be 
secured in the following manner: 

• A modem password must be enabled. 

• A password or authentication mechanism must be enabled to log in to the router and read, write, 
change, or delete information. 

• A password or authenfication mechanism must be enabled to change router configuration 
parameters and traffic filters. 

IT 5006.6 Network Rout ing Cont ro l 

Network routing controls must be Implemented to ensure information assets are not compromised. At a minimum, the 

following conditions apply: 

• Only approved protocols and services needed for legitimate and authorized business purposes are allowed 

• Network addresses and address schemes must be hidden fi-om extemal sources 

• Network traffic must be restricted to support approved business and must be monitored. 

• Anonymous connections to information systems are not allowed. 

IT 5006.7 Operat ing Sys tem Access Contro l 

Computer operafing systems must be configured to restrict access to authorized users, must restrict access rights 
based on user privileges. System security event logs must be maintained and monitored, see "IT 5005.8 Monitoring". 

IT 5006.7.1 Secure Logon Procedures 

The idenfification of a Duke Energy network, location, informalion system, application, or host-specific infonnation 
must not appear unfil after a successful log in. 

IT 5006.7.2 User Identification and Authentication 

An account used for operating system access must uniquely identify the account owner and meet the requiremenls 
for privileged access. 

IT 5006.8 Mobi le Compu t i ng and Te lework ing 

Computing resources used outside of the physical and logical perimeters of Duke Energy are at much higher risk than 
those used intemally. Systems connecting to Duke Energy's networks from external locations must enforce access 
security controls in order lo mifigate the risks associated with remote access. 

IT 5006.8.1 Mobile Computing and Communications 

Confidential information contained on portable devices must be secured. Users must be aware of their 
environment and be cognitive of sensifive informafion while working in a public area. They must take precautions 
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to avoid the viewing of sensifive infonnation by unauthorized individuals, and must refrain from working with non­
public information in a public area. 

A Duke Energy approved personal firewall must be enabled while Duke Energy owned equipment is connected to 
a Non-Duke Energy network, or a network outside of a Duke Energy facility. See secfion "IT 5006.4 Network 
Access Control" for additional informafion. 
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IT 5007 - Information Systems Acquisition, Development, 
and Maintenance 

Applicability: Enterprise 
Originator: Corporate IT Strategy and Compliance 
Approval: Information Technology Management Team (ITMT) 

Approval Date; 05/01/2006 
Revision Date: 
Revision No: 

Sta tement of Purpose 

This standard establishes the informafion security requirements for system acquisifion, development and maintenance. 
This standard applies to both in-house and purchased Duke Energy information systems. 

IT 5007.1 Secur i ty Requi rements of In fo rmat ion Sys tems 

Information Security must be an integral component of the purchase, design, development, and implementation 
process for any new Informafion system or exisfing systems undergoing a major upgrade. When creating the business 
case security requirements must be documented and modified as needed throughout the System Development Ufe 
Cycle (SDLC). 

IT 5007.1.1 Security Requirements Analysis and Specification 

Information System Owners must conduct a risk assessment to establish the scope and magnitude of risks 
associated with any new Informafion system or exisfing system undergoing a major upgrade. A security 
representative (Corporate IT Strategy and Compliance, BUISF or ISC) must be consulted to evaluate the system 
security architecture, review the risk assessment, and consult on the security design. The Information System 
Owner must develop steps required to eliminate, mifigate, or accept any idenfified security risks and obtain the 
appropriate approval signatures prior to system implementation 

IT 5007.1.1.1 Secure Applicatton Development 

Applications must adhere to the requirements defined in the Enterprise Wide Technology Architecture (EWTA) 
and be coded in a network-aware manner to secure the access and transmission of information. "IT 5007-01 
Appllcafion Development Security" defines the minimum requirements for secure applicafion developmenL 

IT 5007.1.1.2 Externally Facing Applications 

Applicafions with externally facing components or services (those that generate or receive network traffic from or 
to Non-Duke Energy networks), must reside in a DMZ, and must adhere to the requirements defined in sections 
"5007.1.1.1 Secure Application Developmenl", and "5005.7 Electronic Commerce Services". Examples indude 
the Internet, Application Service Providers (ASP's), etc. The following conditions apply: 

a) Communicafions through a DMZ must be secured to ensure information confidenfiality and integrity. 

b) Applications must not reveal operafional or infrastmcture information to the end user. 
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IT 5007 - Information Systems Acquisition, Development, 
and Maintenance 

IT 5007.2 Correct Processing in Applications 

Controls must be designed inlo applicafions to protect informafion assets from mistakes, errors, and unauthorized 
activities. For additional information, see "IT 5007-01 IT Appllcafion Development Security". 

IT 5007.2.1 Authentication and Authorization 

Applicafions must incorporate approved controls that provide for secure authenficafion and valid authorization. 
Controls include: 

a) Authenficafion performed at the outermost user interi'ace (i.e., presentation layer) and prior to the 

execution of business logic. 

b) Maintaining password confidenfiality. 

c) Role-based authorizafion. 

IT 5007.2.2 Input Data Validation 

Input controls must be incorporated that can validate data, prevent undesirable results, and warn of unauthorized 
acfivtty. 

IT 5007.3 Cryp tograph ic Cont ro ls 

Cryptographic controls are used to protect the confidenfiality and integrity of information and systems. The use of 
strong key management techniques enhances the security of cryptographic controls. 

IT 5007.3.1 Use of Cryptographic Controls 

Information with a security classification of confidential must not be transmitted over public networks unless 
protected by encryption. For informafion about the proper handling of e-mail communicafions, see "IT 5002 Asset 
Management: Acceptable Use of Assets-Mail". Corporate IT Strategy and Compliance must approve encrypfion 
methods employed by Duke Energy, Encryption levels must be established at a minimum of 128 bits. 

IT 5007.4 Security of System Files 

Unauthorized access to system files and applicafion source code must be prevented. System files and software must 
be thoroughly tested from the development and quality assurance stages into the production environment. Production 
Informafion used in test or development environments must have the same level of confi-ol applied as in production. 

IT 5007.4.1 Access Control to Program Source Code 

Deploying the source code and software development kit (SDK) to the client is prohibited, i.e., do not include Java 
source code in JAR files—only deploy ttie executable files and libraries. Deploying source code to servers is 
permissible, i.e., ASP files for web servers. 
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IT 5O07.5 Secur i ty in Deve lopment and Suppor t Processes 

The development, test, and support environments must be strictiy controlled and application managers must be 
responsible for the security of these environments and the review of proposed system changes. 

IT 5007.5.1 Change Control Procedures 

The Business Unit must ensure changes to Informafion systems are managed through an enterprise or BUISF 
approved change management process. For change control requirements see "IT 5005.1.2 Change Management". 

IT 5007.5.2 Purchased Software 

Purchased software, commercial off the shelf or proprietary, must comply with the requirements of the IT 5000 
Series. Purchasing agreements or contracts must define security requirements and compliance expectafions. For 
more infonnafion, see "IT 5005.2 Third Party Service Delivery Management". 

IT 5007.6 Technica l Vu lnerab i l i ty Management 

Technical Vulnerability Management processes must be implemented to ensure adequate controls are in place to 
protect against published threat mechanisms. The following condifions apply: 

IT 5007.6.1 Control of Technical Vulnerabilities 

The Information Sponsor is responsible for ensuring that information systems have a process for controlling 
technical vulnerabilities. Information systems not covered by an Enterprise Infrastructure Vulnerability 
Management process must be covered by a locally developed and managed process, in either case, the 
processes must contain the following components: 

a) A current inventory of information systems in accordance with "IT 5002 Asset Management". 

b) Subscriptions to vulnerability alert services for vulnerability notification and general risk assessmenL 

c) A methodology for assessing and ranking the risk lo Duke Energy based on applicability and severity. For 

additional informafion, see "IT 5007-02 Vulnerability Alert Ranking". 

d) Remediation processes must include: 

• notification of key personnel 

• acfions required lo remediate 

• remediafion fimeline 

• remediafion tracking 
e) History of vulnerability alerts to include remediation strategy and results. Retention period must be 

compliant with Records Management Policy, 

IT 5007.6.2 Enterprise Infrastructure Vulnerability Management 

An enterprise infrastaicture vulnerability management process must be centrally managed to ensure a consistent 
approach to vulnerabilities. Remediation actions are the responsibly of the personnel who support the information 
asset. Corporate IT Security Operations must assign target remediation dates for alerts assigned high or critical 
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rankings. The management of personnel supporting the information systems must assign target remediafion dates 
for alerts assigned medium and low rankings. 

IT 5007.6.2.1 Corporate IT Security Operations Responsibilities 

a) Maintain subscriptions to security vulnerability alert sen/tees for key infrastructure elements including but 
not limited to: 

UNIX (i.e. Linux, AIX, Solaris) 

Windows (i.e. 2000, 2003, XP) 

Web services (i.e. IIS, Websphere) 

Network Devices (i.e. routers, firewalls) 

Databases (i.e. Oracle, SQL Server) 

b) Conduct a Duke Energy specific vulnerability risk assessment, assign an impact ranking, and develop a 
remediation strategy. 

c) Notify informalion system administrators about pertinent vulnerability alerts, impact ranking, and 
remediation strategy. 

d) Track remediation progress on key vulnerabilities. 

e) Maintain history. 

IT 5007.6.2.2 Support Personnel Responsibilities 

a) When notified of vulnerability, support personnel must assess their operating environments to determine 
if there is an impact, and if there is, must comply with remediation strategy as defined by Security 
Operations. 

b) IT personnel supporting applicafions and systems are responsible for monitoring vendor sites for 
security alerts and updates for those applications and operating systems they support. Alerts not 
previously distributed by Corporate IT Security Operations must be evaluated for applicability and 
ranked by severity, using the guidelines in "IT 5007-02 Vulnerability Alert Rankings". Corporate IT 
Security Operations must be notified via the CIRT mail-in database of any alerts ranked either High or 
Crifical, including jusfificafion for the ranking. 

c) Report Implementation progress to Corporate IT Security Operations. 
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IT 5008 - Information Security Incident Management 

Applicability: Enterprise 
Originator: Corporate IT Strategy and Compliance 
Approval: Information Technology Management Team (ITMT) 

Approval Date: 05/01/2006 
Revision Date: 
Revision No: 

Statement of Purpose 

This standard establishes the requiremenls for reporting, responding to, Invesfigafing, and prosecuWng information 
security incidents or events. 

IT 5008.1 Repor t ing In format ion Secur i ty Events and Weaknesses 

The workforce must be made aware of their responsibilities to report informafion security weaknesses, incidents, and 
suspicious activities. Proper channels and procedures must be defined to ensure quick recognition and resolution of 
security issues. 

IT 50O8.1.1 Reporting Information Security Events 

Suspicious information security activity must be reported to the Computer Incident Response Team (CIRT). Users 
are to contact the Help Desk at 704-382-7762 (704-382 SPOC) and open a Remedy ticket lo tiie 4ITINTRUSI0N 
group whenever an infonnation security event is suspected. 

IT 5008.1.2 Reporting Information Security Weaknesses 

When a security weakness is suspected or discovered. Users are to contact one of the following: 

a) Manager 

b) IT Support 

c) Business Unit CIRT Coordinators (See IT Security Page on Portal for contact informafion) 

d) Help Desk at 704-382-7762 (704-382 SPOC) 

IT 5008.2 Management o f In format ion Secur i ty Inc idents and Improvements 

An enterprise "Computer Incident Response Team" (CIRT) must be maintained to facilitate a coordinated response to 
security events. The CIRT Team has the authority to investigate all security events or suspicious activity that may 
impact an informafion asset. 

IT 5008.2.1 Responsibilities and Procedures 

Corporate IT Security Operafions is responsible for the management and maintenance of the CIRT process and 
associated procedures. The CIRT team must be centrally managed and consist of personnel from the Business 
Units for local support. 
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The CIRT procedure must identity an individual to serve as the CIRT Head responsible for coordinating enterprise 
security incident investigations and post-incident reporting. Local CIRT Leaders or Coordinators must be assigned 
within the Business Units to manage localized incidents and to coordinate enterprise incidents. In addition subject 
matter experts (SME's) must be available to provide technical expertise and remedial actions. The CIRT Team 
must be positioned to respond 24 hours a day. For detailed procedures, see "IT 5008-01 Computer Incident 
Response". 

The CIRT procedure must define methodologies for: 

a) Formal incident reporting 

b) Response and escalafion 

c) Restoration 

d) Post-incident analysis and reporting 

e) Lessons learned and process improvement 
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IT 5009 - Business Continuity Management 

Applicability: Enterprise 
Originator: Corporate IT Strategy and Compliance 
Approval: Information Technology Management Team (ITMT) 

Approval Date: 05/01/2006 
Revision Date: 
Revision No: 

s ta tement of Purpose 

The purpose of this standard is to establish that departmental Business Confinuity Plan's (BCP's) must address 

Information Security. 

See also: Enterprise Policies/Risk Management/Business Continuity Crisis Management Policy. 

IT 5009.1 In fo rmat ion Secur i ty Aspec ts 

In the event of major system failures, significant business interruptions, or catastrophic events information security 
controls may not be effective or may be circumvented. Restoration of security controls must be an integral component 
in the design and implementafion of Disaster Recovery or Business Confinuity plans. 

IT 5009.2 Responsib i l i t ies o f Bus iness Units 

Business Unit BCP's must address the following: 

a) Role definifion and responsibilities of security personnel. 

b) Confingencies for continued operafions in the event that a CIRT event makes informafion resources 
unavailable. 

c) Risk assessment 

d) Planning framework 

e) Testing, maintaining, and re-assessing continuity plans. 

f) The structure processes, and accountabilities needed to mitigate the impact of workforce stoppage. 
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Applicability: Enterprise 
Originator: Corporate IT Strategy and Compliance 
Approval: Information Technology Management Team (ITMT) 

Approval Date; 05/01/2006 
Revision Date: 
Revision No: 

Sta tement of Purpose 

This standard establishes the design, monitoring, and enforcement requirements for informafion security compliance 
as it relates to federal, state, local, and regulatory laws and company information security policies. 

5010.1 Compl iance w i th Legal Requi rements 

The Duke Energy workforce must adhere to the requiremenls specified by federal, state, local, and regulatory laws. 
and company policies. 

5010.1.1 Applicable Legislation 

The Information Sponsor must ensure that the Information and information systems within their area of 
responsibility are compliant with the following and for establishing compliance processes when enterprise 
compliance processes are not applicable. 

a) Laws - federal, state, and local laws are dependant on the locafion and type of business. The Information 
Sponsor is responsible for establishing a knowledge center of applicable laws that impact their information 
systems 

b) Requlatory - Corporate IT Strategy and Compliance must maintain a list of applicable federal and indusfiv 
related information security regulations. The Informafion Sponsor is responsible for ensuring there are 
standards and procedures for meefing and maintaining compliance to these requirements. 

c) IT 5000 Series - Corporate IT Strategy and Compliance is responsible for maintaining tiie IT 5000 Series 
documents and for communicating requirements, maintaining and execufing an enterprise compliance 
program, and facilitating the enforcement processes. 

d) Information System Contracts - contracts for informafion system services or products must be reviewed to 
ensure that security concerns have been addressed. For more informafion, see "IT 5005.2.1.1 Applicafion 
Service Providers". 
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IT 5010.1.2 Intellectual Property Rights (IPR) 

For specific informalion about Intellectual Property and Brand Management, see the "Code of Business Ethics". 

IT 5010.1.3 Information Protection and Privacy of Personal Information 

See Enterprise Policies \ Law Department \ Personal Infonnafion Privacy Policy for details. 

IT 5010.1.4 Prevention of Misuse of Information Processing Facilities 

The use of Duke Energy information or informafion assets is only allowed for authorized activities. Duke Energy 
must have, at a minimum, read-only access to any information on a workstafion or server and reserves the right to 
monitor, restrict, prevent, or revoke the use of its informafion or informafion assets. The unauthorized access, use, 
or modification of information or an information asset is subject to criminal penalties and civil liability. 

IT 5010.1.4.1 Employee Monitoring 

Requests to investigate suspected inappropriate employee activity must be coordinated through HR, Legal, 
and/or Corporate Compliance. To support requests to perform investigations, the investigative teams must be 
able to obtain read access to informafion on workstations and/or servers. Security operations must coordinate 
with the IT Security representative for the Business Unit to obtain the necessary access on an ongoing or as-
needed basis. 

IT 5010.1.4.2 Employee Notification 

Servers and workstations must be configured in a way that ensures Users acknowledge their permitted access 
and the potential for monitoring. During the initial configuration a login banner is required that includes the 
following: 

a) Only authorized users may use the information system. 

b) By continuing lo use the information system, the user agrees they are an authorized user. 

c) Use of the information system constitutes consent to monitoring. 

IT 5010.2 Compl iance w i th Pol ic ies and Standards and Technica l Compl iance 

The Information Sponsor has the accountability for ensuring information systems within their area of responsibility are 
compliant with the federal, slate, local, and regulatory laws and company policies. Enforcement or lack of enforcement, 
by Corporate IT Strategy and Compliance or olher goveming body, is not an indication of acceptance of a non­
compliance practice. 

IT 5010.2.1 Compliance with Policies and Standards 

The IT Compliance Program must address the roles, responsibilities, and processes for assessing, documenfing, 
and measuring compliance. The program must define how to measure compliance and how to track, note, and 
solve gaps. All members of the workforce are required to support the compliance program by allocating the 
necessary resources to participate as requested. 

Informafion Sponsors are responsible for ensuring non-compliant issues are resolved. 
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IT 5010.2.2 Security Standards Exception 

An IT Security Standards Exception Request form must be processed for exceptions lo IT 5000 Standards and 
Procedures. This form is located in the Electronic Forms Repository. For specific process details, see "IT 5010-01 
Standards Exception Procedure". 

The Duke Energy Policy Exception and Risk Acceptance procedure defines the authorization process for 
requesfing exceptions to an IT Security Policy. 

IT 5010.2.3 Technical Compliance Checking 

Corporate IT Strategy 5ind Compliance must conduct technical reviews of Duke Energy's security portfolio. 
Deficiencies are to be reported to the appropriate Managers. Managers lo submit remediatron plans as 
determined by the compliance program. The results of the technical review and the remediation steps are not to be 
shared with anyone one that does not have a need-lo-know status. 

a) Network Penetration Testing/Assessment - Corporate IT Sfi-ategy and Compliance must conduct an annual 
penetration test to assess the vulnerability of the company's network perimeter devices. 

b) Server Scans/Vulnerabilily Testing/Assessment - Corporate IT Strategy and Compliance must conduct an 
annual server scan/vulnerability test on each server to assess tiie server's ongoing security patch readiness 
and security configurafion. 

IT 5010.3 In format ion Sys tems Aud i t Cons idera t ions 

Auditing information systems must be effective and thorough but minimally impact systems operations. Controls must 
be in place to ensure that only authorized resources use system audit tools and that they use them properly. 
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Glossary of Terms 

A 
Access Account - an identifier (ID) and password, or other authenfication mechanism, combination. 

Access Control - mechanisms to protect Information from accidental or malicious modification, destrucfion, or 

disclosure. Some typical access controls are permissions such as: 

No Access - overrides other access privilege 

List - view the contents of a folder 

Read - view a file 

Add - copy a new file to a folder 

Change - modify the contents or overwrite a file 

Full Control - change plus modity pennissions or auditing on a file or folder 

Access Control List (ACL) - a list of users with access to informafion and their rights to manipulate iL i.e., list, read, 
add, change, etc. 

Application Software - a computer program, or set of programs, designed to cany out a specialized task(s). 

Attack - the act of trying to bypass security controls on a system or a method of breaking the integrity of encrypted 
information. An attack may be active, resulfing in the alteration of information; or passive, resulting in the release of 
information. 

Authentication - verifying the Identity, and establishing the eligibility of a workstation, originator, or individual to 
access specific Information. It Is providing assurance regarding the identity of a subject or object for example, 
ensuring that a particular user is who he or she claims to be. 

Authorization - the privilege granted to an individual to access informafion based on Uie individual's clearance and 
need-to-know; the granting to a user, program, or process, the right of access. 

B 

Backup - copying Information to a second media as a precaution against information loss in case the first media 
fails. 

Backup Media - the material used to store backup information, i.e., CD-ROM, Magnetic Tape, Floppy Disk, etc. 

Broadband - a high speed transmission method that uses DSL (Digital Subscriber Line) or cable modem to provide 
Internet connectivity-
Business Unit Information Security Function (BUISFj - in a Business Unit an individual who or group that 
provides Business Unit coordinafion with Corporate IT Strategy and Compliance on issues concerning functional 
implementation of the IT 5000 Series documents. 

Business Partner - an individual or company who is involved with Duke Energy for the purpose of achieving a 
business objective. 

Chief Information Officer (CIO) - senior strategic-level management position that oversees all information 
technology systems and personnel. 

Classification (information Protection) - a determination that information requires a specific degree of protection 
against unauthorized disclosure combined with a designation that signifies such a determination has been made. 

Glossary of Terms 53 of 58 

Duke Energy Proprietary and Cor^denyal: Internal Use Only. 

615 



a^Duke Exhibit IT-4 

r^Energy^ 
D u k e E n e r g y S t a n d a r d 

Glossary of Terms 

Commercial off the Shelf (COTS) - Commercially manufactured Informafion systems or software; this includes 
both plug and play and customizable products. 

Common Network - Networks or subnets configured and maintained by Duke Energy where all devices are 
maintained using a common set of security practices. 

Complex Passwords - passwords that have at least three of the following four characteristics: 

• Uppercase letters (A-Z) 

• Lowercase letters (a-z) 

• Numbers (0-9) 

• Special characters, i.e."!, @. #, $, %,' ' , &, *, and +" 

Note: For MVS/Mainframe, only the following symbols are allowed; "@, #, and $" 

Computer Incident Response Team (CIRT) - a selected group of people whose purpose is to prompfiy respond to 
an information security incident so that il can be quickly contained, invesfigated, and recovered from. This term is 
also used to describe the procedures and processes used by this team. 

Controlled Environment - an area where special processing (such as fingerprinfing, background checks, etc.) is 
required to gain authorization for access. Controlled environments have additional physical security features 
protecting them. 

Custodian - Subject Matter Expert (SME) in a particular area. 

D 

Data - textual or numeric, human-readable information. 

Degaussing - the action or process of destroying informafion so it cannot be recreated, propagated, or reused. 

Digital Certificate - an electronic document that links a user or computer with a public and private key pair that can 
be used for encryption, authenficafion, non-repudiafion, etc 

Digital Signature ~ informafion that is encrypted with an entity private key, and appended to a message that 
identifies and authenticates the sender and the integrity of the informafion. 

Direct Modem Connection - a modem connected directiy to a server or workstation therefore bypassing the 
centrally administered modem banks. 

DMZ (Demilitarized Zone) - a subnet that provides a means of securely hosting compufing services accessible to 
external entities, utilizing screening devices, firewalls, and other security controls. 

E 

Encryption - the process of transforming information to an unintelligible form for secure transmission. 

Enterprise - the tolal collection of all businesses or endeavors operafing under the ownership or confi'Ol of Duke 

Energy. 

Extranet - an Internet technology used to connect two or more computers together. See also: Inti'aneL 

External Networks -Networks or subnets that are not configured and maintained by Duke Energy. 

F 

File Transfer Protocol (FTP) - a means to exchange files across a network. 
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Firewall - a specialized computer or software designed to protect networks by filtering and blocking access. 

H 

Hypertext Transfer Protocol (HTTP) - the native prolocol of the Web, used to transfer hypertext documents on the 

Internet. 

I 

ID (or login account) - in general, an informalion asset logon identifier or account. Specific kinds include: 
Information - data that is electronically processed, stored, or transmitted. 

Information Attributes - the value, sensifivity, legal, regulatory, or retention requirements, and risk of loss or 
compromise, etc. that the company places on informafion. 

Informalion Asset - Information or Information technology that provides value to Duke Energy. 

Information Owner - a Duke Energy employee in a management position, responsible for securing designated 
information for the purposes of protecting confidenfiality, integrity, and availability. 

Information Sponsor - a Duke Energy vice president or Business Unit manager responsible for maintaining the 
confidentiality, integrity, and availability of company infomiation within their Business Unit. 

Information System - an Information Asset or combination of Informafion Assets designed to address a business 
requirement 

Information Technology - Any equipment or subsystem of equipment or electronic medium, that is used to store, 
process, transmit, or present information. Computers, electronic storage, software, or data communication networks 
are considered information technologies. 

Information Technology Manager - A Duke Energy employee in a management position responsible for the 
funcfional operation of a specific informafion technology. The Informafion Technology Manager may or may not have 
fiscal responsibilities for the asset 

Instant Messaging - a computer conference using the keyboard, or voice (a keyboard chat) between two or more 

people. 

Internet - an insecure, woridwide public collecfion of networks fiiat use TCP/IP protocol suite for communication. 

Internal Network - a general term that defines networks that are supported and maintained by Duke Energy which 
are isolated from Non-Duke networks. 
Intranet - a network within an organization for secure communicafions between employees, or otiier intranets 
outside of the organization. It is a private, TCP/IP-based network that uses Intemet technology, but is not accessible 
to the public. 

L 

Labeling - a visible sign deslgnafing the classification ofthe information. 

Logically Isolated System - a computerized system that is physically connected however, traffic between networks 
must pass through screening or filtering equipment that restricts the flow of informafion across the boundary of the 
Isolated systems. 

M 

Major upgrades - significant enhancements or modifications to an information system in terms of scope, impact and 
costs that require Business Units to use discretion when detennining which upgrades are major and whrch are not 
IT Security should be consulted if there is any doubt 
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Malicious Code - hardware, software, or firmware that is intentionally included in a system for Uie purpose of 
causing loss or harm. 

Manager - Organizational position with job responsibilities that require a level of experience and accountability that 
identifies them as Subject Matter Experts (SME's) in a particular area and; may include administrative or operafional 
management of people. 

Monitoring Software - Software that monitors an informafion system and records activities or alarms. 

Multifactor Authentication - the use of two or more factors to authenticate that someone is who they claim to be. 
The three factors are: something known, i.e., passwords, PIN; something in possession of, i.e., tokens, smartcards; 
or a physical attribute of the person (biometric), i.e., fingerprints, retinal scan. 

N 

Need-to-know - a principle that allows for the compartmentalization of information in order to restrict access. An 
individual is provided with the Information that is necessary to complete a given task and nothing more. 

Network - two or more information assels configured to share resources. 

Network connection - an access point to an informafion asset. 

O 

Operating System - the principal system software that manages the hardware, program files, and other system 
resources and provides a systematic and consistent means for controlling the computer. 

Owner - an Individual who has the responsibility for controlling the production, development, maintenance, use, and 
security of an information asset. 

P 

Packet - a unit of information sent across a network. 

Peer to Peer - file sharing network that permits direct access to multiple user resources. 

Perimeter Asset - Information Asset or System thai contributes to the transportation of information between intemal 
and external sources. These consist of applications, servers, workstations, and networt< infrastructure devices such 
as firewalls, routers, dial-in servers, Intmsion detection devices, and VPN gateways. 

Perimeter Network - screened subnet architecture approved by Corporate IT Security. Utilizes physically secured 
devices, with access limited to groups supporting the devices. Logical access is limited to approved individuals only. 

Processing Facilities - data centers, server or telecommunication rooms, or closets containing wiring or 
communicafions equipment. 

Physically Isolated System - a computerized system that is not physically connected to the Duke Energy computer 
network, the Internet, or another third party network. Physical connection includes computer networks, modems, or 
an interface to a telephone system. The use of broadcast wireless technology (radio, infi'ared, or any means of 
electromagnetic frequency) precludes a system from meefing this definition. 

Policy - high-level statement of enterprise beliefs, goals, or courses of action adopted in support of principles and 
objectives. Policies provide a statement of position or intent in a specific subject area. 

Portable Device ~ an information asset that is used for mobile computing. The device is typically small and easily 
transportable, i.e., PDA, laptop computers, pocket computers, smart phones, and storage media. 

Procedure - the specific actions required to be compliant with the IT Security Standards. They are documented, 
step-by-step instructions for a particular area and may exist at any level ofthe organization. 
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R 

Records - information on a particular subject collected and preserved. 

Recovery - the process of restoring Information from backup. 

Remote Control Software - software thai facilitates the remote control or remote access to another computer 
system. 

Risk - the likelihood that vulnerability may be exploited or that a threat may become harmful. The probability that an 
undesirable event may occur that results in financial or other loss, or otherwise creates a problem. 

Router - a device that interconnects networi^s. 

S 

Screening Router - a router that is configured to implement part of the firewall security by permitting or denying 
traffic at a network level. 

Security Event - an anomaty or indicator of a potenfial security problem. 

Security Incident - a security event or events that have been evaluated and require action. 

Security Weakness - a deficiency that could be exploited. 

Senior Management - management at the vice president level and above. 

Separation of Duties - a control that prevents an individual from having total control of informafion entry and 
validation, which would enable that person to enter or conceal an error that is intended to defraud the company. 

Server - typically a more powerful computer than a PC that is dedicated to providing services such as file and print 
sharing, etc. 

Server/Telecommunications Room - a room containing several servers and/or telecommunicafions equipment 
The room is not manned and environmental and fire suppression controls may or may not be in place. 

Simple Network Management Protocol (SNMP) - a standard network management protocol enabling 
communication and control with SNMP agents within networked devices. 

Software - instructions that tell a computer what to do. Unless othenwise staled, Software comprises the entire set 
of programs, procedures, and routines (Operating System, application software, and middleware) associated with 
the operation of an information system. 

Sponsor - an individual who is responsible for the activities or work efforts provided by a vendor, contractor, or 
consultant; or, an Individual responsible for the implementafion or management of a specific business need. 
Generally, a Sponsor is a Duke Energy employee. 

Standard - mandatory rules or regulations that define the minimally acceptable pracfices for achieving the 
objectives of the IT Security Policy. 

T 

Telnet - standard intemet protocol for accessing remote systems. 

Third Party - someone other than the principal parties who are involved in a transacfion. 

Threat - a circumstance or event with the potential to cause harm to a system in the form of destruction, disclosure, 
modification of information, denial of service, or any combination tiiereot 

Trust Relationships - relationship between two systems or domains where an authenticated user on one system is 
automatically authenticated to the other. 
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Two-factor Authentication - authentication that uses at least two of the three Multifactor Authentication 
mechanisms. 

U 

User ID - assigned to a specific individual who is accountable for its use; somefimes referred to as a LAN ID in a 
Windows domain. 

V 

Virus - a computer program that replicates by attaching copies to existing programs. Computer programs that can 
infect, replicate, and spread among computer systems. A virus requires human involvement to propagate. 

Virtual Private Network (VPN) - a network used for highly confidential informafion transmission. 11 is an encrypted 
IP connection between two sites over the Intemet 

Vulnerability - a weakness in computer information systems that could be exploited by gaining unautiiorized access 
to information, disrupting critical processing, or violating a system security policy. 

V^ 

Workforce Identification Process (WIP) - establishes the Human Resources Management System as the 

Enterprise system of record for establishing and maintaining employee identity. 

Workforce - company employees, joint ventures, partnerships, subsidiaries, contractors, vendors, and agents. 

Workstation - a computer with a primary purpose to provide access to networks and applicafions directiy to the 
end-user. 
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IT 6000 Series - SCADA Cyber Security Standards 

This governance document is comprised of the IT 6000 Cyber Security Policy and supporting Standards and 
Procedures. This document Is associated with Duke Energy Information Technology Security Policy and Standards, 
(the "IT 5000 Series"). This document incorporates integrated informafion security pracfices established as a resull of 
the merger of Duke Energy and Cinergy.. 

The format of this document is based on and aligns with NERC CIP Cyber Security Standards^-however it contains 
two additional scope-defining sections not found in the NERC format 

1. Enterprise - the "Enterprise" section denotes associated requirements that are applicable to any and all SCADA 
systems, irregardless of additional Business Unit or more specific regulatory requirements. This section 
specifies the minimum security controls that the entire company will meet to protect its SCADA systems. 
Enterprise requirements are denoted in bold and designated by an "R9.9.9" format (as established by NERC CIP 
format). Requirements that address material beyond the scope of Uie NERC format, but still applicable to Duke 
Energy are designated by a "DR" prefix. Enterprise requirements for "Crifical Infrastructure" systems are shaded, 
and are not required for "Operafional" systems. 

2. Business Unit - the "Business Unit" section describes any additional security confi-ols that may apply to a 
particular subset of SCADA systems. These additional controls are mandated by the Business Unit for any 
number of reasons, but primarily to refiect any regulatory requirements on a specific operafional part of the 
Company, but not the Company as a whole. For example, NERC may regulate electric process systems but not 
gas distribution systems. 

(Note: There is no section "6001", as would be logically assumed based on the first section (6000) and ttie next 
secfion (6002). Section 6001, as "6001" is currentiy used by NERC for a non-cyber-based standard and therefore was 
excluded from this document. ) 

The IT 6000 Series documents are the property of Duke Energy. Reproduction, distribution, or unauthorized use is 
strictiy prohibited without the expressed written consent of Duke Energy. Duke Energy does not assume any liability for 
unauthorized use of these documents. 

© Copyright 2006 Duke Energy Corporation. Ali rights reserved. 

http://ww\v.nerc.com/~'rilez/standards/Cyber-Security-Permanent.htm! 
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Applicability: Enterprise 

Originator: Corporate IT Strategy and Compliance 

Approval: Information Technology Management Team (ITMT) 

Approval Date: 

Revision Date: 

Revision No: 

Statement of Purpose 

The purpose of this policy is to establish guidelines for tine protection of information, applications, and systems used, 
operated, or maintained by Duke Energy that are subject or related to Supervisory Control and Data Acquisition 
(SCADA), Process Control, or other operational processes that include real-time or similar systems involved in the 
operation, control, or monitoring of physical assets. These systems will generically be referred lo as "SCADA" or 
"SCADA Systems", and Include all of the systems described in this document. 

Policy Expectation 

This policy applies to the entire Duke Energy workforce, including but not limited to, employees, joint ventures, 
partnerships, subsidiaries, contractors, vendors, agents and third parlies involved in the maintenance or operation of 
SCADA assets. It is the responsibility of every Duke Energy subsidiary and Business Unit to manage security risks 
locally and to maintain the security of Enterprise SCADA systems. 

This policy applies to all current operational systems and must be applied as part of system requirements to newly 
purchased or developed systems. All systems must comply to either these policies or witii the Information Security 
Governance Standards, "IT 5000 Series" policy series. 

6000.1 Supervisory Control and Data Acquisit ion (SCADA) 

SCADA (Supervisory Control and Data Acquisition) systems are computer systems used lo manage industrial 
production, transmission or distribution processes. SCADA systems are used, for example, to supervise a reactor 
functioning in a nuclear power plant, to monitor electricity dislribution through a high voltage transmission grid, and to 
control natural gas flow through a pipeline. 

IT 6000 Cyber Security Policy 
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6000.2 General SCADA Requirements 

General SCADA requirements are defined as follows; 

a) The protection of SCADA systems is the responsibility of all Company employees, joint ventures, partnerships, 
and subsidiaries, as well as contractors, vendors, agents, and third parties. 

b) Unless otherwise slated in a Duke Energy privacy statement (or policy) or. unless otherwise prohibited by local 
law, the Company resen/es the right to access, view, copy, change, delete and disclose any information 
monitored and/or stored by any SCADA system. 

c) To the extent required by law, personally Identifiable infomiation held by the Company, such as Social 
Security Numbers, will be kept confidential in accordance with "Personal Information Privacy Policy - DE 
7000". 

d) Access to SCADA systems will be determined by business need. 

e) Access to SCADA data will be determined on a "need-to-know" basis. 

f) SCADA systems are valuable Company assets and their accessibility, integrity and availability must be 
protected in accordance witii "IT 6103 SCADA System and Information Classification". 

g) All systems must be classified commensurate with their value and in accordance with "IT 6002.1 SCADA 
System Protection Classification". 

h) The integrity, availability, and security of all Company SCADA systems must be maintained through the 
application of appropriate security, monitoring, quality and access conti-ols, legal and retention requirements, 
and recovery processes. 

1) The CIO has the final authority on all enterprise SCADA cyber security policy and standards. 

j) Legislative, regulatory requirements or other legal obligations will supersede any SCADA cyber security policy, 
and subsequent standards, and procedures, except in cases where Company policy, standards, or procedures 
require a higher level of security. 

k) Personnel accountable for SCADA system protective controls outlined in Company policy, standards, or 
procedures may be subject to disciplinary actions up to and including termination of employment or contract 
(Corrective Action - HR 1060) if they are deemed to be non-compliant 

6000.3 Examples of a SCADA System 

SCADA systems include, but are not limited to: 

a) Plant Control Systems, i.e., Distributed Control Systems (DCS) 

b) Energy Management Systems 

c) Environmental Monitoring Systems 

d) Metering and Physical Status Reporting Systems 

IT 6000 - Cyber Security Policy 
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6000.3.1 Typical components of SCADA systems: 

a) Network (routers, cabling, switches, firewalls, or other telecommunication infrasti'ucture) 

b} Servers/SCADA host computers 

c) Historical and Real Time Databases 

d) HMis (dedicated and general-purpose) 

e) Measurement workstations 

f) Data Consolidators or Concentrators 

g) Data Gathering and Device Control Equipment, i.e.. Field Equipment, I/O, RTUs, PLCs. 

h) IP Addressable remote devices 

i) Calibration, Testing and Diagnostic Equipment 

j) Standalone controllers 

6000.3.2 Functions of SCADA systems include: 

a) Monitoring or polling 

b) Metering/measurement 

c) Controlling equipment 

d) Human machine interface (HMI)) 

e) Alarming and/or event notification 

f) Event togging, history 

6000.4 Roles and Responsibilities 

a) Chief Information Officer - The CIO (or designated body) has been assigned tiie responsibility for the approval of 
SCADA Cyber Security standards. This office may delegate this responsibility to the Infomiation Technology 
Management Team (ITMT, or NewCo equivalent). 

b) SCADA Cyber Security Council fSCSC) - The SCADA Cyber Security Coundl is composed of representatives 
from multiple Business Units with operational interests in SCADA Cyber security. This council will be 
responsible for: 

1. The collaborative maintenance of the Enterprise (or "Corporate") SCADA Cyber Security standards. 
including review of the SCADA security strategies and architecture, 

2. Endorsement of enhanced and additional SCADA security standards, 

3. Support of SCADA security initiatives, and 

4. Support of SCADA security awareness. 

IT 6 0 0 0 - Cyber Security Policy 
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The SCSC will endorse the standards for final approval. The individual representing a Business Unit on the 
SCSC must also belong to the Business Unit SCADA Cyber Security Function. 

c) Business Units - Each Business Unit of Duke Energy will be responsible for compliance with SCADA Cyber 
Security policy, standards, and procedures. Business Units will designate local resources for accountability 
where required. 

d) Business Unit SCADA Cyber Security Function - Each Business Unit will define a BUSCSF. The Business Unit 
SCADA Security Function is defined as follows: 

1. The primary approval body for Business Unit specific SCADA Cyber Security standards, procedures and 
processes, which includes the "Business Unit" section of the Enterprise SCADA Cyber Standards. 

2. Responsible for providing communications, awareness, and compliance wilh SCADA Cyber Security 
standards in the Business Unit. 

3. Responsible for identifying requirements and defining Business Unit SCADA Cyber Security standards and 
procedures. 

4. Responsible for reviewing exceptions to SCADA Cyber security standards generated fi^om the Business 
Unit 

5. Responsible for reviewing SCADA system architecture as it pertains to cyber security. 

e) SCADA System Owner (May be technical and/or business) 

A SCADA System Owner is a manager or designee(s) responsible for specific SCADA Systems cyber security. 
A SCADA System Owner has responsibility for securing the designated SCADA System asset{s) for the 
purposes of protecting accessibility, integrity, and availability. The SCADA System Owner is responsible for: 

1. Ensuring their use and access to the SCADA system complies with enterprise and Business Unit SCADA 
Cyber Security Standards and procedures, and all governmental and regulatory laws and requirements. 

2. Data Ownership for the data produced by the SCADA system. 

3. Identifying alt SCADA assets and components that are under the System Owner's responsibility. 

4. Ensuring a change control process for SCADA security is implemented. 

5. Reviewing and understanding current Duke Energy enterprise SCADA standards, government regulations 
and industry standards relating to SCADA System security. 

6. Ensuring that security standards and information protection practices employed comply with government 
and regulatory laws and requirements, and Company policies and standards. 

7. Classify, periodically review, and protect the SCADA assets in accordance with "IT 6002.1 SCADA System 
Protection Classification". 

8- Review, document, and control access requests in accordance witii "IT 6002.1 SCADA System Protection 
Classification". 

IT 6000 - Cyber Security Policy 
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9- Controlling and monitoring physical and cyber access to the SCADA system. This includes ensuring 
appropriate security conb"ols and processes are in place. 

10. Delegating, as necessary, SCADA Development and Support Personnel to assist with ownership 
responsibilities. 

11. Determining SCADA System back-up and recovery requirements. 

12. Reporting breeches of security as soon as possible to the appropriate CIRT (see "IT 5008 Computer 
incident Response") and any Business Unit specific procedures. 

f) SCADA Development or Support Personnel 

The SCADA Development or Support Personnel develops or installs, and configures the SCADA application and 
infrastructure software and hardware. From a cyber security point of view, this role includes the following 
responsibilities: 

1. Ensure SCADA software and Infrastaicture meets or exceeds the Cyber Security Policy, standards and 
procedures. 

2. Ensure SCADA software and infrastructure meets or exceeds regulatory requirements (including abiding 
by any local laws having jurisdiction on the system) 

3. Ensure that changes to production systems are made only by authorized individuals or groups following 
the approved change process. 

4. Never allow an unauthorized individual access to the SCADA system. 

g) SCADA System User 

The SCADA System User interfaces with the production SCADA system, i.e., control room operator or dispatcher. 
This role includes these responsibilities: 

1. Using or accessing SCADA systems for authorized purposes and via approved methods only. 

2. Ensuring unauthorized individuals do not interact with the SCADA system. 

h) Audit Services 

Audit Services will review business activities to confirm compliance as part of their nonnat corporate role and 
report the results to the ITMT and the responsible Business Unit management. 

1) Corporate IT Strategy and Compliance 

Corporate IT Strategy and Compliance is responsible for oversight and administration of the Duke Energy 
Information Security Program. 

IT 6000 - Cyber Security Policy 
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Applicability: Enterprise 

Originator; Corporate IT Strategy and Compliance 

Approval: Information Technology Management Team (ITMT) 

Approval Date: 

Revision Date: 

Revision No: 

Statement of Purpose 

This purpose of this standard is to define criteria for the identification and protection of SCADA Systems and to 
establish the requirements for SCADA system classification. Specifically, this standard addresses the criticality and 
vulnerability of SCADA assets, and the risks lo which they are exposed. All SCADA systems must be classified so 
they are protected at a level commensurate with their value. This includes raw data, infrastructure, and applications. 
Additional Business Unit SCADA classifications must be approved by Corporate IT Strategy and Compliance. These 
classifications can supplement, but not supersede, the enterprise standard. 

6002.1 SCADA System Protection Classifications 

SCADA systems must be classified based on the system's value to Duke Energy, sensitivity, regulatory requirements, 
and risk of loss or compromise. Components of a SCADA system can have different classifications, for example, a 
control room may be classified as "Critical Infrastructure" whereas, a remote field device may be dassified as "low risk" 
if appropriate isolation between the system and the "low risk" device is provided. For all SCADA system 
classifications, confidentiality or sensitivity of the SCADA system to failure should be a consideration when applying 
cyber security controls. The foltowing conditions apply: 

a) Critical Infrastructure - The system should be classified as "Critical Infrastructure" if the incapacitation or 
destruction of the SCADA system would have a debilitating impact on national security, national economic 
security, public health or safety, or any combination of these matters, (Examples: nuclear safety SCADA 
systems, significant gas and petroleum transportation pipeline SCADA systems, sour gas processing or 
transportation SCADA systems, and electric grid systems.) Any system designated at this level would 
encompass the attributes of systems at all other levels. Any system conti'olling physical access and/or phyacal 
monitoring of any facility containing SCADA systems meeting this definition is also designated as "Critical 
Infrastructure". (For example, physical security systems for nuclear plants, large energy storage facilities, dams 
are "critical infrastructure".) Any system designated by NERC definition as a "Critical Cyber Assef must be in 
this classification. 
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b) Operational - Other SCADA systems critical to the operation and profitability of the company Examples of critical 
systems might include: steam or hydro generation plants, gas processing plants, gas transmission compressor 
stations. 

6002.2 Enterprise Requirements 

All SCADA System Owners must comply with the following requirements: 

R1 . The SCADA System Owner shall identify and document a risk-based assessment methodology to use to 
classify alt SCADA systems. 

R1.1. The SCADA System Owner or Business Unit SCADA Security Function shall maintain documentation 
describing their risk-based assessment metiiodology that includes procedures and evaluation criteria. 

R1.2. The risk-based assessment shall consider the following; 

R1.2.1. Control centers, control rooms, computer rooms, or control complexes (and backup/redundant 
control centers and complexes) performing the functions of the SCADA system. 

R1.2.2. Outiying facilities that support Uie reliable operation of the SCADA system, i.e., substations, 
redundant start-up power sources, etc. 

R1.2.3. Energy supplies or raw-material sources must be factored, such as generation plants or 
inbound/outbound pipelines that support the reliable operation of the SCADA system. 

R1.2.4. Systems and facilities critical lo system restoration, including resources used for initial system 
restoration. 

R1.2.5. Systems and facilities critical to automatic safety sub-systems or system reliability sub­
systems, for example, pressure relief valves or load-shedding assets. 

R1.2.6. This requirement is not applicable. 

R l .2,7. Any additional assets that support the reliable operation of the SCADA system that the System 
Owner deems appropriate to include in their assessment. 

R2. SCADA System Inventory - The SCADA System Owner or Business Unit SCADA Security Function shall 
develop a list of their SCADA system(s). The SCADA System Owner or Business Unit SCADA Security 
Function shall review this list at least annually, and update it as necessary. This inventory list shall include at a 
minimum: Name of System, location(s), purpose, and key contact people. 

SCADA System Owners must maintain and periodically review asset (component) inventories of each SCADA 
system, including the identification and classification of critical assets of the system. The level of detail and 
period of review should be detenmined by the criticality of the overall system. 

R3. SCADA System Classification - Using the inventory (of systems and assels) developed pursuant to 
Requirement R2, the SCADA System Owner or Business Unit SCADA Security Function shall assess each 
system's classification, through a risk-based assessment methodology required in R l . After significant 
changes to a system the risk-base assessment for classification shall be repeated. The SCADA System 
Owner or Business Unit SCADA Security Function shall review this list at least annually, and update it as 
necessary. 
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R3.1. This requirement is not applicable 

R3.2. This requirement is not applicable 

R3.3. This requirement is nol applicable 

R4. Annual Approval -A senior manager or delegate(s) shall approve annually the inventory list of SCADA 
Systems classified as "Critical Infrastructure". Based on Requirements R l , R2, and R3 the SCADA System 
Owner or Business Unit SCADA Security Function may determine that it has no "Critical Infrastructure" 
SCADA Systems- The SCADA System Owner or Business Unit SCADA Security Function shall keep a signed 
and dated record of the senior manager or delegate(sys approval of the list of "Critical Inft-astmcture" SCADA 
Systems, even if such lists are null. 

DR5. SCADA System Proprietary Devices Exclusion: 

PLCs, RTUs, and other field equipment that run a proprietary operating system (as opposed to generic 
operating systems, that includes Windows, VMS, or any common flavor of Unix (including Linux)), and that do 
not use IP-based networi<ing are excluded on any corporate SCADA Cyber Security Standards and 
requirements except those related to physical security, unless otherwise specified. 

6002.3 Business Unit Requirements 

6002.3.1 Business Units Regulated by NERC 

CIP-002 requirements are presented \n this section. Some requirements will be met by compliance to Corporate 
Requirements listed in 6002.2 and are noted with "See Enterprise Requirements". 

R l . Critical Asset Identification Method - The Responsible Entity shall identify and document a risk-based 
assessment methodology to use to identify its Critical Assels. 

R1.1. The Responsible Entity shall maintain documentation describing its risk-based assessment 
methodology that includes procedures and evaluation crileria. 

R1.2. The risk-based assessment shall consider the following assets; 

R1.2.1. Control centers and backup control centers performing the functions ofthe entities listed in 
the Applicability section of this standard. 

R l .2.2. Transmission substations that support the reliable operation of the Bulk Electric System. 

Rl .2.3. Generation resources tiial support the reliable operation of the Bulk Electric System. 

R1.2.4. Systems and facilities critical to system restoration, including blackstart generators and 
substations in the electrical path of transmission lines used for initial system restoration. 

R1.2.5. Systems and facilities critical to automatic load shedding under a common control system 
capable of shedding 300 MW or more. 

R1.2.6. Special Protection Systems that support the reliable operation of the Bulk Electric System. 
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R1.2.7. Any additional assets that support the reliable operation of the Bulk Eleclric System that Uie 
Responsible Entity deems appropriate to include in its assessment 

R2. Critical Asset Identification - the Responsible Entity must develop a list of Critical Assets specific to tiieir area, 
which must be determined through an annual application of the risk-based assessment methodology required 
in R l . The Responsible Entity shall review this list at least annually, and update il as necessary. 

R3. Critical Cyber Asset Identification - using the list of Critical Assets developed pursuant to Requirement R2, ttie 
Responsible Entity shall develop a list of associated Critical Cyber Assets essenfial to the operation of Uie 
Critical Asset. Examples al control centers and backup control centers include systems and facilities at master 
and remote sites that provide monitoring and control, automatic generation control, real-time power system 
modeling, and real-time inter-utility data exchange. The Responsible Entity shall review this list at least 
annually, and update it as necessary. For the purpose of Standard CIP-002, Critical Cyber Assets are further 
qualified to be those having at least one of the following characteristics: 

R3.1. The Cyber Asset uses a routable protocol to communicate outside the Electronic 

Security Perimeter, or, 

R3.2. The Cyber Asset uses a routable protocol within a Control Center or, 

R3.3. The Cyber Asset is dial-up accessible. 

R4, Annual Approval - A senior manager or delegate(s) shall approve annually the list of Critical Assets and the list 
of Critical Cyber Assets. Based on Requiremenls R l , R2, and R3 the Responsible Entity may determine that it 
has no Critical Assets or Critical Cyber Assets. The Responsible Entity shall keep a signed and dated record 
of the senior manager or delegale(s)'s approval of the list of Critical Assels and the list of Critical Cyber 
Assets, even if such lists are null. 

6002.3.2 Business Units Regulated by NRC 

See NSD-804 
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Applicability: Enterprise 

Originator: Corporate IT Strategy and Compliance 

Approval: Information Technology ManagemenI Team (ITMT) 

Approval Date: 

Revision Date: 

Revision No: 

Statement of Purpose 

The purpose of this standard is lo define the minimum controls required to protect Duke Energy SCADA assets. 
This standard applies to members of the workforce associated with SCADA assels, including, but not limited to, 
employees, joint ventures, partnerships, and subsidiaries, contractors, vendors, agents and third parties. This 
standard identifies those persons responsible for establishing compliance measures in their areas of 
responsibility in advance of enterprise compliance rules which are administered by Corporate IT Strategy and 
Compliance. 

6003.1 Enterprise Requirements 

R l . Cyber Security Policy - Corporate IT Strategy and Compliance and the SCSC shall document and 
implement a SCADA cyber security policy that represents management's commitment and ability to 
secure its SCADA systems. CoqDorate IT Strategy and Compliance and the SCSC shall, at minimum, 
ensure the fotlowing: 

R1.1. The SCADA cyber security policy addresses the minimum industry best practices, including 
provision for energy sector specific situations. 

R1.2. The SCADA cyber security policy is readily available to all personnel who have access to, or are 
responsible for, SCADA systems. Company communications that contain non-restricted 
Information on SCADA cyber security training, policy updates, or alerts must be posted on the 
Corporate IT Strategy and Compliance Website or other public displays to ensure that all users 
have access to the information. 

R1.3. Annual review and approval of the SCADA cyber security policy by Corporate IT Sti^ategy and 
Compliance and the SCSC must be performed. 

IT 6003 - Cyber Security Standard - Compliance, Monitoring, and Response 
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R2, Leadership/Compliance - Corporate IT Strategy and Compliance has overall responsibility for leading and 
managing a Standards Compliance Program to ensure enterprise implementation and adherence to the 
Cyber Security standards. 

R2.1. This requirement Is not applicable. 

R2.2. This requirement is not applicable. 

R2.3. The Business Unit SCADA Cyber Security Function and Corporate IT Strategy and Compliance 
must authorize and document any exception from the requirements of the cyber security policy. 

DR2.4. Alt Business Unit SCADA Cyber Security Function or SCADA System Owners are responsible to 
respond to requests for information from the compliance program. 

DR2.5. It is the responsibility of Corporate IT Sti'ategy and Compliance to execute this compliance 
program on an ongoing basis and at least annually. 

DR2.5.1. This process must create metrics that measure success against meeting the SCADA 
cyber security standards, gather and validate data from SCADA asset owners, and 
provide reports to executive management on the results. 

DR2.6. Business Unit SCADA Cyber Security Functions or SCADA System Owners are responsible for 
resolving all identified issues around non-compliance for their responsible systems. 

R3. Exceptions - A Standards Exception Request fomn must be submitted for all exceptions to SCADA 
Cyber Security Standards and Procedures. For more information, see "IT 5010-01 Standards Exception 
Procedure", which describes Uie process for submitting an exception to the IT Security Standards. This 
procedure must also be followed for SCADA Cyber Security Standards exceptions. Exceptions must be filed 
for all systems incapable of meeting requirements. Exception forms must be routed to the Business Unit 
SCADA Cyber Security Function prior lo the final review by Corporate IT Strategy and Compliance. When 
formally executed, the following requirements document the exception process: 

R3.1. Once initial reporting or identification of a non-compliance issue occurs, the SCADA System 
Owner must identify a course of action (exception or remediation) within 30 days. The SCADA 
System Owner must file the exception form or file a remediation plan within 30 additional days. 

R3.2. Documented exceptions lo the SCADA cyber security policy must include an explanation as lo 
why the exception is necessary and any compensating measures, or a statement accepting risk. 

R3.3. Authorized exceptions to the cyber security policy must be reviewed and approved annually to 
ensure the exceptions are still required and valid. Such review and approval shall be documented. 

IT 6003 - Cyber Security Standard - Compliance, Monitor ing, and Response 
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R4. Information Protection - SCADA System Owners shall Identify, dassify, and protect infomiation 
processed by and associated with SCADA systems. For SCADA systems classified as "Critical 
Infrastructure", the additional requirements apply: 

R4.1. The information to be protected shall include, at a minimum and regardless of media type, 
operational procedures, lists as required in SCADA Cyber Security Standard 6002, network 
topology or similar diagrams, floor plans of computing centers tiiat contain such systems. 
equipment layouts, disaster recovery plans, incident response plans, and security configuration 
information. 

R4.2. The information should be classified according to IT 5002.5.2 "Security Classifications" (Public, 
Internal, and Confidential). 

R4.3. The Business Unit SCADA Cyber Security Function shall, at least annually, assess adherence 
to its information protection program, document the assessment results, and implement an 
action plan to remediate deficiencies identified during the assessment. The level of detail of this 
assessment is defined by the Business Unit SCADA Cyber Security Function. 

R5. Controlling Access to Protected Informalion - The SCADA System Owner or Business Unit SCADA 
Cyber Security Function shall document and implement ^ program for managing access to SCADA 
system protected information. 

The requirements define below are for SCADA systems classified as "Critical Infrastiructure". 

R5.1. The SCADA System Owner or Business Unit SCADA Cyber Security Function shall maintain a 
list of designated personnel who are responsible for authorizing electronic or physical access to 
SCADA system protected information. 

R5.1.1. Personnel shall be identified by name, titie. business phone and Uie information for 
which they are responsible for authorizing access. 

R5.1.2. The list of personnel responsible for authorizing access to SCADA protected 
information shall be verified at least annually. 

R5.2. The SCADA System Owner or Business Unit SCADA Cyber Security Function shall review at 
least annually the access privileges SCADA system protected infonnation to confirm that 
access privileges are correct and correspond wiUi Uie operational needs and appropriate 
personnel roles and responsibilities. 

R5.3. The SCADA System Owner or Business Unit SCADA Cyber Security Function shall assess and 
document at least annually the processes for controlling access privileges to protected SCADA 
system information. 

DR5.4. All SCADA roles must be aware of the regulatory and governmental requirements regarding the 
release of SCADA information to govemment agencies, i.e., Department of Homeland Security 
6 CFR Part 29. Procedures for Handling Critical Infrastructure Information; Interim Rule". 
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regulations stemming from the Freedom of Infomiation Act (FOIA)). Contact the Legal 
Department in your area for information and guidance for SCADA information release. 

R6. Change Control and Configuration Management - The SCADA System Owner or Business Unit SCADA 
Cyber Security Function shall establish and document a process of change control and configuration 
management for adding, modifying, replacing, or removing SCADA system hardware or software, and 
implement supporting configuration management activities to identify, control and document all entity or 
vendor related changes to hardware and software components of Critical Cyber Assets pursuant to tiie 
change control process. 

As such, any software or hardware changes with potential impact to SCADA system cyber secunty must 
be managed through a Business Unit SCADA Cyber Security Function approved change management 
process. 

The change process must convey at a minimum; 

1. Reason for the change 

2. Appropriate authorization 

3. Appropriate change notification (communication of the change) 

4. Change back-out plan 

It is the responsibility of the SCADA System Owner lo maintain the change management process 
history per the Business Unit document retention policy. 

6003.2 Business Unit Requirements 

6003.2.1 Business Units Regulated by NERC 

ClP-003 requirements are presented in this section. Some requirements will be met by compliance to Corporate 
Requirements listed in 6003.2 and are noted with "See Enterprise Requirements". 

R1. See Enterprise Requirement 

R1.1. See Enterprise Requirement 

R1.2. See Enterprise Requirement 

Rl .3. See Enterprise Requirement 

R2. See Enterprise Requirement 

IT 6003 - Cyber Security Standard - Compliance, Monitoring, and Response 
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R2.1. The senior manager shall be identified by name, tiUe, business phone, business address, and 
date of designation. 

R2.2. Changes to the senior manager must be documented within thirty calendar days of the effective 
date. 

R2.3. The senior manager or delegate(s) must authorize and document any exception from the 
requirements of the cyber security policy. 

R3. See Enterprise Requirement 

R3.1. See Enterprise Requirement 

R3.2. See Enterprise Requirement 

R3.3. See Enterprise Requirement 

R4. See Enterprise Requirement 

R4.1. See Enterprise Requirement 

R4.2. See Enterprise Requirement 

R4.3. See Enterprise Requirement 

R5. See Enterprise Requirement 

R5.1. See Enterprise Requirement 

R5.1.1. See Enterprise Requirement 

R5.1.2. See Enterprise Requirement 

R5.2. See Enterprise Requirement 

R5.3, See Enterprise Requirement 

R6. See Enterprise Requirement 

6003.2.2 Business Units Regulated by NRC 

See NSD-804 

IT 6003 - Cyber Security Standard - Compliance, Monitoring, and Response 
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Applicability: Enterprise 

Originator: Corporate IT Strategy and Compliance 

Approval: Information Technology Management Team (ITMT) 

Approval Date; 

Revision Date: 

Revision No: 

Statement of Purpose 

This standard establishes the requirements for granting and monitoring electronic access, or unescorted 
physical access to SCADA systems; and establishes guidelines for determining appropriate levels of personnel 
risk assessment, training, and security awareness. This standard applies to all members of Uie Duke workforce. 
Including third parties, conb'actors and vendors. 

6004.1 Enterprise Requirements 

R l . Awareness - Business Unit SCADA Cyber Security Function areas are responsible for promoting SCADA 
cyber security awareness to all users. Corporate IT Strategy and Compliance will provide items that meet 
this awareness program. Security Awareness responsibilities include; 

1. The Business Unit SCADA Cyber Security Function is responsible for ensuring Uiat Business 

Unit management Is informed of the awareness training requirements. 

2. Business Unit management is responsible for employee participation. 

3. Corporate IT Security, working witii the Business Unit SCADA Cyber Security Function Area, is 
responsible for defining and documenting the overall SCADA Cyber Security Awareness 
Program and supporting the efforts of Business Units. 

4. The awareness program shall include security awareness reinforcement on at least a quarteriy 
basis using mechanisms such as: 

• Direct communications, i.e., emails, memos, computer based training, etc. 

IT 6004 - Personnel and Training 

19of64 
Duke Energy f^(wnetary and Cwifidential: Internal use only. 

639 



Exhibit IT-5 

mkDuke 
u0Energy. 
Duke Energy Policy Statement 

IT 6004 - Personnel and Training 

Indirect communications, i.e., posters, intranet, brochures, etc. 

Management support and reinforcement, i.e., presentations, meetings, etc. 

DR l . Training and Personnel Risk Assessment requirements ouUined in this standard must be met before 
Individuals are given access lo SCADA systems. 

DR1.1. Measurement - The SCADA Cyber Security Awareness Program must define the criteria and 
approach with which to measure the SCADA cyber security awareness level. The measurement 
approach must be executed by Corporate IT Strategy & Compliance on a periodic basis. 

DRl .2. Communication • Company communications that contain information on SCADA cyber security 
training, policy update alerts, or other security or public displays to alerts must be posted on the 
Corporate IT Strategy and Compliance website or othen/vise ensure that all users have access to 
the information. 

R2- Training - The SCADA Cyber Security Awareness Program must consist of annual awareness training 
which should be reviewed annually and update as necessary. Security awareness training and employee 
acknowledgement should be a priority of Business Unit management. Training may vary according to 
needs and can be customized by Corporate IT Strategy and Compliance and/or Business Units and review 
the program annually updating as necessary. 

R2.1. Training Implementation 

All workforce employees (including vendors, contractors, and Third Parties) that have logical or physical 
access to SCADA systems must be directed to the Corporate IT Strategy and Compliance website to 
view the Policy, Standards, and Procedures or be provided a copy of the applicable policies and 
standards. 

All employees with electronic or physical access to Company SCADA systems will receive ti"aining on 
elements of security awareness and periodic security awareness briefings 

Non-disclosure agreements to protect training materials must be contained in the contract for each 
contractor or third party member. 

IT 6000 Cyber Security Policy 
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R2.2. Training shall cover the policies, access controls, and procedures as developed for SCADA systems 
covered by this standard, and include, at a minimum, the following required items appropriate to 
personnel roles and responsibilities; 

R2.2.1. The proper use of SCADA systems 

R2.2.2. Physical and electronic access conti"ols to SCADA systems 

R2.2.3. The proper handling of SCADA system information; and 

R2.2.4. Action plans and procedures to recover or re-establish SCADA systems and access to 
following a Cyber Security Incident, as applicable. 

R2.3. The Business Unit SCADA Cyber Security Function shall document that training is conducted at least 
annually, including the date Uie training was completed and attendance records. 

R3. Personnel Risk Assessment - For SCADA systems classified as "Critical Infrastructure" personnel risk 
assessments on individuals must be conducted as defined by the Business Unit. SCADA systems classified 
as Operational must screen individuals in accordance with Human Resources (HR) policies. 

R3.1. This requirement is not applicable. 

R3.2. This requirement is not applicable 

R3.3. This requirement is not applicable 

R4. Access (Electronic and Physical) - The Business Unit SCADA Cyber Security Function or System Owner 
shall maintain access iist(s) for all electronic and unescorted physical access to SCADA Systems. Access to 
SCADA systems (including their specific electronic and physical access rights to SCADA systems) will be 
determined by business need. 

R4.1. The Business Unit SCADA Cyber Security Function or System Owner shall review the access list(s) 
at least annually. All SCADA system access must be removed within 7 calendar days of Uie effective 
date of a user transfer. Extensions must be approved and documented by the appropriate Business 
Unit SCADA Cyber Security Function or SCADA System Owner. 

R4.2. All access (physical and electronic) must be disabled within 24 hours of the effective date of a user 
termination, and within 7 calendar days of the individual no longer requiring access to the SCADA 
system. 

DR4.3 SCADA System Owners must comply with all regulatory requirements (including FERC 
2004 Affiliate Code Ruling) with regard to granting access to SCADA systems. 

DR4.4 Unless othewvise specified, SCADA system data falls under the "Confidential" classification 
as outlined in "IT 5002.5.2 Security Classifications". 

IT 6004 - Personnel and Training 
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DR5. Appropriate Use of SCADA Systems -

DR5.1 Non-business use of SCADA systems is not allowed. General purpose software (non-
SCADA software) must not be loaded or used from dedicated SCADA equipment unless 
approved by Business Unit SCADA Cyber Security Function. (General purpose software is any 
software not required for the operation or support of the SCADA system. Examples of general 
purpose software include: e-mail, instant messaging, productivity software, games, etc. 

DR5.2 To reduce legal liability and to ensure that software is used in an appropriate manner, 
emptoyees and contractors must abide by software licensing agreements (Software License 
Management-IT 2010). 

DR5.3 All software found Uial is not licensed or approved must be remediated through proper 
licensing or approval, or is subject to immediate removal in accordance with "IT 5002.4.1 
Acceptable Use of Assets: Software". 

DR5.4 Unverified system updates, including those from the Internet, must never be installed, 
nor should any downloads be accepted that were not expressly requested or previously planned 
(such as anti-virus signatures). For example, new versions of Internet Explorer must nol be 
automatically downloaded. The SCADA System Owner is responsible for defining 
verification/validation plans for system updates. 

DR5.5 The use of software for performing network reconnaissance and network support 
functions is strictiy prohibited unless a specific business need exists and the Business Unit 
SCADA Cyber Security Function approval has been obtained. 

6004.2 Business Unit Requirements 

6004.2.1 Business Units Regulated by NERC 

CIP-004 requirements are presented in this section. Some requirements will be met by compliarK^ to Corporate 
Requirements listed in 6003.2 and are noted with "See Enterprise Requirements". 

R1. See Enterprise Requirement 

R2. See Enterprise Requirement 

R2.1. See Enterprise Requirement 

R2.2. See Enterprise Requirement 

R2.2.1. See Enterprise Requirement 

R2.2.2. See Enterprise Requirement 

IT 6004 - Personnel and Training 

22 of 64 
Duke Energy Proprietary and Confidential: Inlemal use only 

642 



Exhibit IT-5 

m O u k e 
imEnergy. 
Duke Energy SCADA Cyber Security Standard 

IT 6004 - Personnel and Training 

R2.2.3. See Enterprise Requirement 

R2.2.4. See Enterprise Requirement 

R2.3. See Enterprise Requirement 

R3. Personnel Risk Assessment - The Responsible Entity shall have a documented personnel risk 
assessment program, in accordance with federal, state, provincial, and local laws, and subject to 
existing collective bargaining unit agreements, for personnel having authorized cyber or authorized 
unescorted physical access. For more information, see "6004 DRl". The Risk Assessment program, 
at a minimum must include: 

R3.1. The Responsible Entity shall ensure that each assessment conducted includes, at a minimum, 
identity verification, i.e.. Social Security Number verification in the U.S., and a seven year 
criminal check. The Responsible Entity may conduct more detailed reviews, as permitted by 
law and subject to existing collective bargaining unit agreements, depending upon the 
criticality of the position. 

R3.2. The Responsible Entity shall update each personnel risk assessment at least every seven 
years after the initial personnel risk assessment or for cause. 

R3.3. The Responsible Entity shall affirm and document the results of personnel risk assessments 
of personnel wiUi authorized cyber or authorized unescorted physical access to Critical Cyber 
Assets and also for contractor and service vendor personnel with similar access. All 
personnel risk assessments must be conducted in accordance with Standard CIP-004. 

R4. See Enterprise Requirement 

R4.1. See Enterprise Requirement 

R4.2. See Enterprise Requirement 

6004.2.2 Business Units Regulated by NRC 

See NSD-804 

See also: 

SCADA Cyber Security Standards and Procedures. "IT 5010-01 Standards Exception Procedure", and 

"IT 5002.5.2 Security Classifications". 

IT 6004 - Personnel and Training 
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Applicability; Enterprise 

Originator: Corporate IT Strategy and Compliance 

Approval: Information Technology Management Team (ITMT) 

Approval Date; 

Revision Date: 

Revision No: 

Statement of Purpose 

The purpose of this standard is lo establish requirements for identifying, isolating, and protecting SCADA 
systems, and for documenting the perimeter network(s) in which they reside (Electronic Security Perimeters). 
The minimum requiremenls for isolating SCADA systems and networks from general business IT systems, and 
other networks, are defined as follows: 

6005.1 Corporate Requirements 

DR1. Intemet Connectivity - Internet connections are those points where connectivity exists between Duke 
Energy's network and the Internet. SCADA systems are allowed to transmit data indirectly to or from the 
internet through the Duke Business network. Data produced by SCADA and used by another application is 
subject to the nomial data classification standards established in "IT 5002.5.2" Security Classifications". 

Specific requirements are as follows: 

DR1.1. SCADA systems must not directiy connect to the Internet. This restriction includes HMIs. 

DR1.2. Indirect data transport required to and from the Intemet must be sent via the business networi^. 

DRl.3. All SCADA data, Including control commands sent via the Internet, must be encrypted. 

DRl .4. Non-business use of the Internet from SCADA systems is prohibited. 

IT 6005 - Electronic Security Perimeters 
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R1. Electronic Security Perimeter -

SCADA systems must appropriately mitigate security risks regarding data U'ansmissions lo and from the 
Internet. The SCADA System Owner shall ensure tiiat every SCADA System asset resides wiUiin a 
defined Electronic Security Perimeter. The SCADA System Owner shall identify and document ttie 
electronic security perimeter and all access points to it 

R1.1. For Electronic Security Perimeters, all connections to other networks must be via a screening 
device (router or firewall) designed to strictiy limit traffic to and from the ottier networks. Access 
points to the electronic security perimeter shall include any externally connected communication 
end point (for example, dial-up modems) terminating at any device within the network. Screening 
devices must not accept external connections that are from or that appear to be coming from 
internal addresses (provide anti-spoofing function). 

For more infonnation about the placement of intrusion detection systems, see section 6007 R.4.1. 

R1.2. The SCADA System Owner or Business Unit SCADA Cyber Security Function shall maintain a 
procedure for securing dial-up access to the electronic security perimeter. 

Dial-In access to SCADA equipment must be restricted to personnel or vendors that directly 
support the equipment and be documented as part of an Electronic Security Perimeter. Dial-in 
access to all Company SCADA assets must be controlled. Modem access must be approved by 
Business Unit SCADA Cyber Security Function. Records must be kept, induding current lists of 
all telephone numbers connected to modems and ail vendors that have been supplied a dial-in 
number. The following conditions apply: 

• For dial-out, the modem must be set to originate (dial-out) only. 

• The default-stale of the modem must be inaccessible. It should be made accessible only 
when access is needed, and must be returned to an inaccessible state immediately after 
the connection ends. 

The dial-in modems must be secured at al! times by at least one of the following; 

A modem password is enabled. Strong passwords are required. 

• The modem disabled when not in use and enabled only on request. 

IT 6005 - Electronic Security Perimeters 

25 of 64 
Duke Energy Proprietary and Confidential: Internal use only. 

645 



Exhibit IT-5 

^ D u k e 
u0Energy. 
Duke Energy SCADA Cyber Security Standard 

IT 6005 - Electronic Security Perimeters 

• The modem is normally disabled when not in use 

• Dial-back is enabled 

R1.3. Non-secure Network Links - data connections such as spread spectrum radio, private band radio, 
microwave, satellite, and the public or leased telephone or data networi<s, are typically used lo 
connect SCADA hosts lo field equipment and to connect field equipment to another piece of field 
equipment, I.e., from one RTU to another RTU. These data connections cannot reliably be 
secured. SCADA System Owners must consider and document the means to mitigate this risk. 
For example, fail-safe shutdown processes for end nodes that cannot authenticate a shutdown 
command came from an authorized host. End points of these communication links wiUiin ttie 
Electronic Security Perimeter(s) shall be considered access points to the Electronic Security 
Perimeter(s). 

IP-capable field devices that cannot maintain simitar physical access control as the host, i.e., from 
field HMI to SCADA host, must: 

• require authentication 

• pass through network screening that only allows network traffic for required functions, i.e., 
a firewall 

These controls may nol be required if approved and documented by the SCADA Cyber Security 
Business Function or SCADA System Owner and: 

• When appropriate mitigation procedures are implemented for remote locations, (i.e., an 
alarmed remote location with appropriate alarm response procedures.) 

• For Non-IP field devices, i.e., those devices using serial connections 

R1.4. Only devices dedicated to the operation or support of the SCADA system are allowed wittiin an 
electronic security perimeter. All devices within a electronic security perimeter shall be identified 
and protected pursuant lo the requirements of this standard. All devices within the llectronic 
security perimeter rmust be within the same type of physical access control boundary 

DRl.4. Only SCADA and system management, i.e., anti-virus, system backup applications are allowed 
to connect outside the isolated SCADA network. No general use applications, i.e.. Intemet 
browsing, drive mapping, and e-mati are allowed to connect outside the isolated SCADA 
network unless an application proxy such as Terminal Server Is used. 

R1.5. Electronic access to SCADA network equipment, including the network screening/isolation 
devices (routers/firewalls/etc.) must be treated the same as the electronic access to the SCADA 
equipment Itself. 

IT 6005 - Electronic Security Perimeters 
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R1.6. The electronic perimeters including all access points of SCADA systems must be clearly defined, 
documented, and approved by tiie SCADA Business Unit Cyber Security Function. Diagrams, 
including drawings, access lists, and firewall ruies must be included. The access/screening 
devices configurations must adhere to corporate change management standards and must also 
include either a SCADA System owner or SCADA Business Unit Cyber Security Function 
approval. 

R2. Electronic Access Controls -The SCADA System Owner or Business Unit SCADA Cyber Security Function 
shall implement and document the organizational processes and technical and procedural mechanisms 
for control of electronic access at all screening devices protecting isolated SCADA networks. All 
communication allowed across the screening device must be strictly limited. Access through Uie 
screening device must be stricUy limited to only those locations and functions required for operation and 
support. 

R2.1. Alt access must be denied by default. Only explicitly authorized network traffic will be allowed. 
The screening device must block all non-IP protocols used within the logically isolated network. 

R2.2. Access must be documented (in a document external lo the screening device itself) and meet Uie 

following minimums; 

• Allow communication by specific machine-to-machine or limited address ranges. 

• Allowing access from remote machines only as required by business purposes. 

• Al! ports must be closed untess specifically required. 
A DMZ must be provided to the electronic security perimeter when devices are accessed by 
externally initiated connections. All such devices must be located in the DMZ. for example, a 
terminal services server. Access from the DMZ to the electronic security perimeter must be 
limited to only those locations and functions required for operation and support. 

DR2.2.1 For Critical Infrastructure SCADA Systems, System Owners must provide means to 
disconnect SCADA networks from other computer interconnections, especially ttiose 
lo the IT business network. In the case of a CIRT event, SCADA systems can ttien 
be temporarily disconnected from other networks. Network disconnection procedures 
shall be developed, and periodically reviewed, and table-top tested. 

R2.3. See requirement R1.2 above. 

R2.4. Where external interactive access into the isolated SCADA Network has been enabled; the 
SCADA System Owner or Business Unit SCADA Cyber Security Function shall implement strong 
procedural or technical controls at the access points to ensure autiienticity of the accessing party. 
The fotlowing controls must be implemented 

a) Access with SCADA Control (Control indicates the ability to make system changes or 
manipulate devices) 
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• Any external devices with control access lo the SCADA network must be dedicated 
lo the SCADA fijnction. These devices must be physicalty controlled per ttie 
SCADA system classification. 

• Also, these devices must be network tunneled (encrypted) to the SCADA network. 

b) Access from an HMI, No Control (viewing or monitor only) 

• HMI access to the SCADA network must be dedicated to the SCADA fijnction, 
where possible. Access by non-dedicated devices must be controlled, where 
possible. Examples; connection via an internal terminal services server tunneling. 

c) Machine-to-Machine 

• Connection to extemal infrastructure, such as a mainframe, must be initiated from 
the electronic security perimeter, unless the devices being accessed by externally 
initiated connections are located in a DMZ. or otherwise specifically protected by IP-
to-!P firewall rules. Example; a terminal services server must be located in a DMZ. 

DR2.4.1. Remote Access to SCADA Hosts - This section describes access lo systems by 
remote users crossing any network security perimeters. 

• Remote connections to SCADA networks must terminate in a DMZ. This 
includes access from the Duke Business network to the SCADA network, as 
well as extemal access. Access via modem/dial-in is covered in R1.2. 

• Remote access, i.e., network or VPN, to a SCADA system must be approved 
by the Business Unit SCADA Security Function. 

• Remote access tools lo SCADA system classified as "Critical Infrastructijre" 
must utilize a two-factor authentication mechanism. The authentication mettiod 
must be approved by the SCADA Business Unit SCADA Security Function. 

• Remote access must be encrypted if the connection is over the Internet. 

Appropriate physical conti"ols must be placed on the accessing (remote) device. It 
must not be left unattended and must be physically secured at all times. Portable 
devices must not be checked as luggage when traveling or left in open view when 
left in an unattended vehicle. Examples of acceptable physical security methods are 
a locked tnjnk, cable lock, locked room or desk. 

• Vendor IDs must only be authorized to the specific resources needed to 
achieve the business requirement of their connection. Vendor User ID's must 
be deactivated by default and activated only when required. 
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DR2.4.2. "Read-only" or "view-only" access of SCADA data must be accomplished by one of 
the following methods; 

1. The data is physicalty copied outside of the SCADA network to a separate 
shared data source (prefened). 

2. Or, access to ttie SCADA data is allowed only via an authenticated process. 
I.e., Terminal Services Server, into the SCADA network DMZ (a separate 
firewall segment). 

3. Or, access to the SCADA data is allowed via an authenticated application 
interface into the SCADA network DMZ. 

DR2.4.3. Employees must access SCADA systems only from company-owned computers. 
Vendors must access SCADA systems only fi'om company-owned or vendor-owned 
computers. No personal or "home" computers are allowed access. 

Vendor access must be used only for specific vendor support or monitoring. A written 
statement signed by the vendor supporting this adherence to the following controls 
must be obtained prior lo connecting to the SCADA equipment or network. All 
activities performed from this connection are subject to monitoring and logging. 

Note; Duke Energy Is not liable for software Inappropriately licensed on non-
Company computers. 

Vendors, contractors or consultants must adhere to tiie following requirements when 
connected: 

Active and current virus protection on their machine 

Patches and maintenance levels for the operating system must be current with 
Duke Energy standards on their machine 

Connections to other networks, including the Intemet, will not be allowed while 
also connected to Duke Energy resources 

Outbound VPN connections will not be established 

Sniffing software is not allowed, unless approved by tiie Business Unit SCADA 
Cyber Security Function 

Broadcast request services, such as DHCP server, are not allowed. 
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R2.5. The required electronic access documentation (as specified in R.2. above) shall, at least, identify 

and describe: 

R2.5.1. The processes for access request and authorization. 

R2.5.2. The authentication mettiods. 

R2.5.3 See 6004.1 R4. 

R2.5,4. The controls used to secure dial-up accessible connections. 

R2.6. Appropriate Use Banner - Business Unit SCADA system owners are responsible for documenting 
the content of and implementing a logon banner. A login banner must include the following; 

1. The information system is to be used only by authorized users. 

2. By continuing to use the information system, the user agrees they are an authorized user. 

3. Use of the Informalion system constitutes consent to monitoring in accordance with SCADA 

Cyber Security Policy. Introduction, Terms and Roles - IT 6000. 

The identification of any Company network, location, information system, application or host 

specific information must not appear until a successful login has occurred. A logon banner is 

nol required if: 

1. The system/device/component vendor does nol support a logon banner 

2. Or a logon banner interferes with the intended function of the SCADA system 

R3. Monitoring Electronic Access - A process must be implemented for the monitoring and logging of electronic 
access to SCADA networks, which must be conducted 24 hours a day. 7 days a week. 

R3.1. For dial-up accessible (modem) access points, a monitoring and logging mechanism must be 
enabled. 

R3.2. All access at the electronic access points must be monitored 24 hours a day 7 days a week. 
Unauthorized attempts must be alerted to appropriate personnel. For more information, see 
6007 R4.1 
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R4. Cyber Vulnerability Assessment - The SCADA System owner or Business Unit SCADA Cyber Security 
Function (or shall delegate to Corporate IT Security) to perform a cyber vulnerability assessment of the 
electronic access points to the Isolated SCADA network al least annually. The vulnerability assessment 
shall include, at a minimum, the following; 

R4.1. A document identifying the vulnerability assessment process; 

R4.2, A review to verify that only ports and services required for operations at these access points are 

enabled; 

R4.3. The discovery of alt access points to the SCADA network; 

R4.4. A review of controls for default accounts, passwords, and network management community 
strings; 

R4.5. Documentation of the results of the assessment, the action plan to remediate or mitigate 
vulnerabilities identified in tiie assessment, and the execution status of thai action plan. 

R5. Documentation Review and Maintenance - The SCADA System owner or Business Unit SCADA Cyber 
Security Function shall review, update, and maintain all documentation to support compliance with the 
requirements of this standard (6005). 

R5.1. The Busines Unit SCADA Cyber Security Function or SCADA System owner shall ensure that all 
documentation required by this standard reflects current configurations and processes and shall 
review the documents and procedures referenced by this standard at least annually. 

R5.2. The Business Unit SCADA Cyber Security Function or SCADA System Owner shall update tiie 
documentation lo reflect the modification of the network or controls within ninety calendar days of 
the change. 

R5.3. The Business Unit SCADA Cyber Security Function or SCADA System Owner shall retain 
electronic access logs for at least ninety calendar days. Logs related to security incidents shall be 
kept in accordance with the requirements of Standard 6008. 

6005.2 Business Unit Requirements 

6005.2.1 Business Units Regulated by NERC 

CIP-005 requirements are presented In tiiis section. Some requirements will be met by compliance to Corporate 
Requirements listed in 6005.2 and are noted with "See Enterprise Requirement". 

R l . See Enterprise Requirement 

R1.1. See Enterprise Requirement 
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R1.2. See Enterprise Requirement 

R1.3. See Enterprise Requirement 

R1.4. See Enterprise Requirement 

R1.5. Cyber Assels used in the access control and monitoring of the Electronic Security Perimeter(s) 
shall be afforded the protective measures as a specified in Standard CIP-003, Standard CIP-004 
Requirement R3. Standard CIP-005 Requiremenls R2 and R3, Standard CIP-006 Requirements R2 and 
R3, Standard CIP-007, Requirements Rl and R3 through R9, Standard ClP-008, and Standard CIP-

009. 

R1.6. See Enterprise Requirement 

R2. See Enterprise Requirement 

R2.1. See Enterprise Requirement 

R2.2. See Enterprise Requirement 

R2.3. See Enterprise Requirement 

R2.4. See Enterprise Requirement 

R2.5. See Enterprise Requirement 

R2.5.1. See Enterprise Requirement 

R2.5,2. See Enterprise Requirement 

R2.5.3. See Enterprise Requirement 

R2.5.4. See Enterprise Requirement 

R2.6. See Enterprise Requirement 

R3. See Enterprise Requirement 

R3.1. See Enterprise Requirement 

R3.2. See Enterprise Requirement 

R4. See Enterprise Requirement 

R4.1. See Enterprise Requirement 

R4.2. See Enterprise Requirement 

R4.3. See Enterprise Requirement 

R4.4. See Enterprise Requirement 

R4.5. See Enterprise Requirement 
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R5. See Enterprise Requirement 

R5.1. See Enterprise Requirement 

R5.2. See Enterprise Requirement 

R5.3. See Enterprise Requirement 

6004.2.2 Business Units Regulated by NRC 

See NSD-804 

See Also: 

SCADA Cyber Security Standards and Procedures, "IT 5010-01 Standards Exception Procedure", and 

"IT 5002.5.2 Security Classifications", 
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Applicability: Enterprise 

Originator: Corporate IT Strategy and Compliance 

Approval: Information Technology Management Team (ITMT) 

Approval Date: 

Revision Dale; 

Revision No; 

Statement of Purpose 

The purpose of this standard is to define the physical security requirements for Duke Energy fadlities containing 
SCADA systems or facilities used in support of SCADA systems. 

6006.1 Enterprise Requirements 

R l . Physical Security Plan - Facilities housing Duke Energy SCADA system equipment are resbicted to Duke 
Energy employees, business partners, contractors and vendors who support Duke Energy resources. No 
provision shall be made to allow the sharing of these facilities or allow routine access not in support of Duke 
Energy business. 

Each SCADA System Owner must define and implement a physical security plan, approved by a senior 
manager or designee that includes the level of access management and monitoring controls that must be in 
place for each SCADA system or asset, which shall address, at a minimum, the following; 

R1.1. Processes that ensure the perimeter of the physical security provided to a SCADA system is 
cleariy defined, documented, and reviewed by the Business Unit SCADA Cyber Security Function. 
The physical security perimeter shall contain all Cyber Assels which are wittiin the Electronic 
Security Perimeter. 

R1.2. Processes to identify all access points through each Physical Security Perimeter and measures to 
control entry at those access points. 

R1.3. Processes, toots, and procedures to monitor physical access to Uie perimeter(s). 
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R1.4. Procedures for the appropriate use of physical access controls. This includes visitor pass 
management, response to toss, and inappropriate use of physical access controls, 

R1.5. Procedures for reviewing access authorization requests and revocation of access auttiorization 
must conform to 6004 R4. 

R1.6. Procedures for escorted access within the physical security perimeter of personnel not auUiorized 
for unescorted access. 

R1.7. Processes for updating the physical security plan within ninety (90) calendar days of any physical 
security system redesign or reconfiguration, including, but not limited to; the addition or removal of 
access points through the physical security perimeter, physical access controls, monitoring 
controls, or logging controls. 

R1.8. Processes to ensure that electronic systems used in the access control and monitoring of the 
Physical Security Perlmeter(s) of SCADA systems shall be afforded at a minimum the protective 
measures specified in the 6000 standards for protecting the SCADA systems themselves. 

R1.9. Processes for ensuring that the physical security plan is reviewed at least annually. 

R2. Physical Access Controls -The SCADA System Owner or Business Unit SCADA Cyber Security 
Function shall document and imptement the operational and procedural controls to manage physical 
access to the Physical Security Perimeter(s) defined for SCADA systems twenty-four hours a day, 
seven days a week. Buildings or olher facilities that house Company computers and communications 
systems must be controlled witii physical security measures that prevent unauthorized individuals from 
gaining access. Physical access to all Company computer, and/or control rooms, closets, areas, 
cabinets, or other rooms containing wiring or communications equipment must be limited to authorized 
personnel. Physical security of SCADA systems may be inherited from the physical security of the 
facility. 

Access authorization to SCADA equipment must be based on a legitimate business need. 

DR2.1 Systems providing physical access confa-ol must be protected to the same level as the SCADA 
equipment they protect. 

DR2.2 Systems providing physical access must utilize a process for approving and documenting 
changes. If applicable, a centralized corporate process is preferred. This process must include 
either a SCADA System owner or SCADA Business Unit Cyber Security Function approval. 

The SCADA System Owner or Business Unit SCADA Cyber Security Function must implement one of 
the following physical access methods for systems classified as Critical Infrastructure: 

R2.1. Card Key - A means of electronic access where ttie access rights of the card holder are 
predefined in a computer database. Access rights may differ from one perimeter to another. 

R2.2. Special Locks - These include, but are not limited to. locks with "restricted k e / systems, 
magnetic locks ttiat can be operated remotely, and "man-ti"ap" systems. 
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R2.3. Security Personnel - Personnel responsible for confi-olling physical access who may reside on-
site or at a monitoring station. 

R2.4. Other Authentication Devices - Biometric, keypad, token, or ottier equivalent devices that 
control physical access to the Critical Cyber Assets. 

DR2.5 For SCADA systems dassified as Operational, the SCADA System Owner or Business Unit 
SCADA Cyber Security Function shall implement at least one physical barrier, i.e., locked door 
or cabinet 

DR2.6 Authorized personnel must not allow unknown or unauthorized individuals into areas containing 
SCADA equipment. Any unauthorized or unescorted personnel must be identified and escorted 
from the area. Company security must be notified of tiiese actions. 

DR2.7 Physical access to SCADA storage media, I.e., compact disks, diskettes, magnetic tape, hard 
drives, internal computer storage, printouts, or hard copy documentation libraries must be 
restricted to authorized personnel only. 

DR2.8. SCADA equipment must not be left unattended wilh a privileged account logged in, unless that 
equipment is located in a physically secured area. Otherwise, users must log out of any 
privileged accounts or lock the system before leaving a non-secured work area. If possible, 
SCADA equipment must be configured with a password protected "screen saver", unless the 
equipment is located in a physically secured area. If used, the screen saver must require Uie 
entry of a password afler no more Uian ten minutes of inactivity. 

DR2.9. The use of scripts for the purpose of unattended logins wilt be allowed only if required for the 
operation or support of SCADA systems. 

DR2.10. Any electronic devices or digital media not specifically used for the operation or support of a 
SCADA system must not be connected to any SCADA system. Examples include CDs, floppy 
drives, USB drives, extemal speakers, etc. 

R3. Monitoring Physical Access - For SCADA Systems or assets classified as "Critical Infrastructure", the 
SCADA System Owner or Business Unit SCADA Cyber Security Function shall document and implement 
the technical and procedural controls for monitoring physical access al all access points to the Physical 
Security Perimeter(s) twenty-four hours a day, seven days a week. Unauthorized access attempts shall be 
reviewed immediately and handled in accordance with physical security processes. One (1) or more ofthe 
following monitoring methods shall be used: 

R3.1. Alarm Systems - Systems that alarm to indicate a door, gate or window has been opened without 
authorization. These alarms must provide for immediate notification to personnel responsible for 
response. 

R3.2. Human Observation of Access Points - Monitoring of physical access points by authorized 
personnel as specified in Requirement R2.3. 

DR3.3 For SCADA systems classified as "Operational", monitoring of physical access to ttiese systems 
must include the means to identify all personnel with access to the area, 
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R4. Logging Physical Access - For SCADA Systems classified as "Critical Infrastructure", logging shall record 
sufficient information to uniquely identify individuals and the time of access twenty-four hours a day, seven 
days a week. The SCADA System Owner or Business Unit SCADA Cyber Security Function shall implement 
and document the technical and procedural mechanisms for logging physical entry at all access points to 
the Physical Security Perimeter(s) using one or more of the following logging methods or their equivalent; 

R4.1, Computerized Logging - Electronic logs produced by the SCADA System Owner or Business Unit 
SCADA Cyber Security Function's selected access conti"ol and monitoring method, 

R4.2. Video Recording - Electronic capture of video images of sufficient quality to determine identity. 

R4.3- Manual Logqing - A (og book or sign-in sheet, or other record of physical access maintained by 
security or other personnel authorized to control and monitor physical access as specified in 
Requirement R2.3. 

DR4.3 For SCADA systems classified as "Operational", logging of physical access to these systems 
must include ttie means to identify tampering, i.e., use of meter seals. 

R5. Access Log Retention - The SCADA System Owner or Business Unit SCADA Cyber Security Function shall 
retain physical access logs for at least ninety calendar days. Log retention for reportable incidents is defined 
in 6008 R2. 

R6. Maintenance and Testing of Physical Access Systems - For SCADA Systems defined as "Critical 
Infrastructure", Business Unit SCADA Cyber Security Function or SCADA System Owners are responsible 
for: 

R6.1. Testing and maintenance of all physical security mechanisms on a cycle no longer than three 

years. 

R6.2. The retention of testing and maintenance records for the cycle of 6.1. 

R6.3. Retention of outage records regarding access controls, logging, and monitoring for a minimum of 
one calendar year. 

6006.2 Business Unit Requirements 

60062.1 Business Units Regulated by NERC 

CIP-006 requirements are presented in this section. Some requirements will be met by compliance to Corporate 
Requirements listed in 6002.2 and are noted with "See Enterprise Requirement". 

R l . See Enterprise Requirement 

R1.1. See Enterprise Requirement 

R1.2. See Enterprise Requirement 
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R1.3. See Enterprise Requirement 

R1,4. See Enterprise Requirement 

R1.5. See Enterprise Requirement 

R1.6. See Enterprise Requirement 

R1.7. See Enterprise Requirement 

R1.8. See Enterprise Requirement 

R1.9. See Enterprise Requirement 

R2. See Enterprise Requirement 

R2.1. See Enterprise Requirement 

R2.2. See Enterprise Requirement 

R2.3. See Enterprise Requirement 

R2.4. See Enterprise Requirement 

R3. See Enterprise Requirement 

R3.1. See Enterprise Requirement 

R3.2. See Enterprise Requirement 

R4. See Enterprise Requirement 

R4.1 See Enterprise Requirement 

R4,2. See Enterprise Requirement 

R4.3. See Enterprise Requirement 

R5. See Enterprise Requirement 

R6. See Enterprise Requirement 

R6.1. See Enterprise Requirement 

R6.2. See Enterprise Requirement 

R6.3. See Enterprise Requirement 

6004.2.2 Business Units Regulated by NRC 

See NSD-804 

IT 6006 - Physical Security 

38 of 64 
Duke Energy Proprietary and Confident)^ Interna) usa only. 

6 ^ 



Exhibit IT-5 

m O u k e 
LmEnergy. 
Duke Energy SCADA Cyber Security Standard 

IT 6006 - Physical Security 

See Also: 

SCADA Cyber Security Standards and Procedures, see "IT 5010-01 Standards Exception Procedure", and 

"IT 5002.5.2 Security Classifications". 
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Applicabllit/: Enterprise 

Originator: Corporate IT Strategy and Compliance 

Approval: Information Technology Management Team (ITMT) 

Approval Date: 

Revision Date: 

Revision No: 

Statement of Purpose 

This standard defines the requirements for developing methods, processes, and procedures lo secure Duke 
Energy SCADA systems. 

6007.1 Corporate Requirements 

DR1. Test Procedures - The The SCADA System owner or Business Unit SCADA Cyber Security Function 
shall ensure that new SCADA systems and significant changes are tested prior to implementation. Testing 
of SCADA systems must not compromise the production systems. 

For example, a test system should not be connected to production systems, and measures should be taken 
lo insure test systems are physically and logically marked and al least logically isolated fi'om production 
systems. A significant change shall, at a minimum, include implementation of security patches, cumulative 
service packs, vendor releases, and version upgrades of operating systems, applications, database 
platforms, or other third-party software or firmware where applicable. 

Rl .Test Procedures — The SCADA System Owner shall ensure that new SCADA systems and significant 
changes to existing SCADA systems within an Electronic Security Perimeter do not adversely affect existing 
cyber security controls. A significant change shall, at a minimum, include implementation of security 
patches, cumulative service packs, vendor releases, and version upgrades of operating systems. 
applications, database platforms, or other third-party software or firmware. 
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R1.1. The SCADA System Owner or Business Unit Cyber Security Function shall create, implement, 
and maintain cyber security test procedures in a manner that minimizes adverse effects on the 
production system or its operation, 

R1.2. This requirement is not applicable. 

R1.3. The SCADA System Owner or Business Unit Cyber Security Function shall document results from 
tests of cyber security conti'ols, 

R2. Ports and Services - Only those network protocols, services and applications required to support the 
SCADA function are to be enabled. Ports and Services must be configured to ensure maximum 
appropriate protection of the SCADA system and networtc. Refer to Business Unit specific procedures for 
guidelines on configuring ports and services. 

R2.1. The SCADA System Owner or Business Unit Cyber Security Function shall enable only those 
ports and sen/Ices required for normal and emergency operations, per 6005 f ^ . 2 . 

R2.2. The SCADA System Owner or Business Unit Cyber Security Function shall disable other ports 
and services, including those used for testing purposes, prior to production use of all isolated 
SCADA nelwori^s. 

R2.3. Services and protocols that are enabled must be subjected to a risk assessment process. This 
assessment is to identify the security risks associated with enabling the service and identify any 
countermeasures required to secure the service. Risk assessment methodology must follow 
generally accepted practices and must be commensurate with the significance of the device, 
component or system 

DR2.4. Default SCADA system configuration settings that could potentially compromise SCADA system 
security must be changed prior to use 

R3. Security Patch Management - To ensure configuration changes are tracked and properiy managed, 
including tracking, evaluating, testing, and installation; Business Unit SCADA Cyber Security Function 
must document and adhere lo a Patch and Vulnerability Management process. 

R3.1. Corporate IT Operations shall document the assessment of security patches and security 
upgrades for applicability within Uiree (3) calendar days of availability of the patches or upgrades. 
SCADA System Owners shall document the assessment of security patches and security 
upgrades for applicability within three (3) calendar days of availability ofthe patches or upgrades 
from SCADA or third party vendors, (not to exceed thirty (30) calendar days from the initial 
availability ofthe patch). 

R3.2. SCADA System Owners shall document the implementation of security patches. In any case 
where the patch is not installed or will be installed at a date later than prescribed by Corporate f f 
Security, the SCADA System Owner shall document compensating measure(s) applied to mitigate 
risk exposure or an acceptance of risk. 
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R4. Malicious Software Prevention - Anti-virus software must be placed on al! SCADA systems and kept 
updated and running at all times, SCADA systems must comply with IT Security Standard Virus 
Protection - 5203 where virus protection is possibte. "Personal Firewall" soflware products are preferred 
for all computers on SCADA systems classified as "Critical Infrastructure", but are required on laptops. 
pursuant to IT 5006.5.3.2. 

R4.1, Corporate IT Operations shall document and provide anti-virus prevention tools generally 
available for SCADA systems. For Critical Infrastructure SCADA systems, intrusion detection systems 
must be Installed to monitor the SCADA network. 

• Sen/ice level agreements with Corporate IT Operations for monitoring IDS sensors may be set 
up for specific SCADA requirements. 

• IDS must be strategically placed to ensure all network traffic that traverses electronic security 
perimeter of the SCADA network is monitored, 

• IDS systems should be configured for fail-safe operations as required by ttie SCADA system. 
For more information about the configuration and management of intrusion detection sensors, 
see "IT 5005.8.1,2 IDS Monitoring". 

R4.2. Corporate IT Operations must document and implement a process for the update of anti-vims and 
IDS "signatures". SCADA System Owners must create and follow an update process ttiat 
addresses testing and installing the signatures, if different from the corporate process. 

' R5. Account Management - The SCADA System Owner is responsible for ensuring that procedural 
controls are established and implemented that enforce access authentication of, and 
accountability for, all user activity, and that minimize the risk of unauttiorized system access, 

R5.1.The SCADA System Owner shall ensure that individual and shared system accounts and 
authorized access permissions are based on a legitimate business need, 

R5.1.1. This requirement does not apply. 

R5.1.2. Logs that create historical audit trails of individual user account access activity must be 
created and reviewed. See R6 below. 

R5.1.3. SCADA system access must be reviewed on a periodic basis, at least annually. 
SCADA System Owners are responsible for removing all privileges no tonger required 
by users per 6004 R4. 

R5.2. The SCADA System Owner shall implement a policy to minimize and manage tiie scope and 
acceptable use of administrator, shared, and other generic account privileges induding factory 
default accounts. 

R5.2.1. Default SCADA accounts must be renamed, deactivated, or removed, prior to initial use, 
at the time of equipment or system installation or conversion. If possible, al! default IDs 
must have a complex password defined lo it prior to the change or deactivation. 
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Passwords for default IDs must be limited to key staff. These User IDs must not be 
used unless accesses via personal IDs fail, or use of default IDs are required by the 
SCADA system. 

R5.2.2. The Responsible Entity shall identify those individuals with access to shared accounts. 
Each Company computer and communication system User ID must uniquely identify 
only one user. Generic (shared or group) User IDs are not permitted, except as noted 
In R5.2.3. Users are also not allowed to share or otherwise expose ttieir unique 
password. 

R5.2.3. Generic (shared) IDs may be used for SCADA systems only if access to the system is 
physically controlled and the system has an electronic security perimeter,. Generic IDs 
are also known as shared or group IDs, meaning the account password is known by 
more than one person. For Critical Infrastiricture systems, generic IDs cannot be used 
remotely unless the account privileges are "view only". 

Generic ID passwords must be changed when personnel who have access to the 
password are re-assigned or terminated, or the password is compromised—otherwise 
passwords must be changed every 60 days or less. 

Business Unit SCADA Security Function must approve a password change procedure 
for changing and communicating the password. 

DR5.2.4. Privileged ID Usage and Controls - Privileged users are users with system 
administration or "super-user^ privileges. Privileged users must have their access rights 
reviewed periodically by the SCADA System Owner to ensure access to SCADA 
information is appropriate. Privileged IDs must be used in lieu of default IDs, where 
possible. Privileged ID's must not be used for standard operations, unless technically 
required by the SCADA system. 

DR5.2.5. Account Lockouts - Where possible, upon three consecutive authentication failures, 
users will be locked out of the resource in which they are attempting to gain access. 
The account will remain locked until manually reset by Corporate IT Operations, or 
the appropriate support group. This is not required for electronic security perimeters 
that are also physically protected systems classified as Critical Infrastructure, and 
where the account cannot be accessed ft"om outside Uie physical control area (used 
for remote control/access).) When possible, the lockout counter for consecutive 
authentication failures will be reset after 30 minutes, i.e. Windows 2000, NT 
environments. 

R5,3. At a minimum, password security to SCADA systems must be used unless: 

1. The SCADA system is not capable of supporting passworci security. 

2. Operational processes do not support the use of passwords. 
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If not used, other risk mitigation, such as physical access protection, must be in place. 
Password constructton is subjecl to the following, whenever possible: 

R5.3.1. Each password shall be a minimum of eight characters. 

R5.3.2. Each password shall consist of a combination of alpha, numeric, and "special" 
characters. 

R5-3.3. Each password shall be changed at least every 60 days, where possible. 

DR5.3.4. SCADA System accounts witti control privilege, system administrators, and otiier 
support personnel using privileged IDs must have passwords ttiat are a minimum of 
nine characters in length and contain a mixture of letters, numbers, and at least two 
embedded special characters. 

DR5.3.5. All IDs for devices, i.e.. routers, switches and firewalls must have complex 
passwords. If possible, ttiey should adhere to the password guidelines defined above 
for privileged IDs. 

DR5.3.6. Initial passwords must aiso conform to this standard and nol be easily associated with 
the Company or the user, i.e. social security number, User ID, employee number, 
address, numerical equivalent of name, etc. Initial passwords must be changed upon 
first use. 

DR5.3.7. Users must not use cyclical or patterned passwords. For example, when changing 
passwords, users cannot add a number at the end of the password in sequence. 
Where possible, systems must use password history controls to maintain a password 
history of users. Users must not be allowed to re-use one of the passwords in their 
password history file. The history file must contain, at a minimum, the last 10 
passwords of users and store them in hashed or encrypted fonn. 

DR5.4. Passwords to SCADA devices and systems must be protected at all times. All passwords must 
remain confidential except in critical business situations. 

DR5.5. Default SCADA passwords must be changed upon initial login where possible 

DR5.6. SCADA password files must be encrypted where possible and access must be limited to those 
with SCADA system administrator privileges. If this is not possible, the Business Unit SCADA 
system owner must maintain control processes to protect password files. SCADA passwords 
that travel over the network must be encrypted, where possible, using a method approved by 
Corporate IT Security. Passwords and other sensitive data may be transmitted within a 
physically isolated networi< without encryption. User IDs and passwords being provided to 
external parties must be sent in an encrypted file. The password to open the file must be 
communicated separately from the file containing the User ID and password data. 
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R6. Security Status Monitoring - SCADA System Owners must ensure that logs are activated and/or monitoring 
software is in place in order to capture suspicious activity and to monitor system events that are related to 
cyber security. 

R6.1.The SCADA System Owner shall implement and document the organizational processes and 
technical and procedural mechanisms for monitoring for security events on all isolated SCADA 
Systems. 

R6.2. The security monitoring controls shall issue automated or manual alerts for detected Cyber 
Security Incidents. 

R6.3. The SCADA System Owner must maintain logs of system events, which must record the following 

data at a minimum; 

1. User session activity including: 

2. User IDs 

3. Log-in success for initial login 

4. Log-in failure 

5. Log-in date/time 

6. Log-out date/time 

7. User privilege modifications 

8. System start-ups and shutdowns 

Other recommended logging includes Application(s) invoked by user. 

SCADA systems must log alt security relevant events, where possible. Examples of security 

relevant events include; 

1. Users switching User IDs or system identity during an on-line session 

2. Password guessing activities, attempts to escalate privileges 

3. Modifications to system software 

4. Changes to system logs or logging configurations 
R6.4. Log files should be retained for 90 days, under normal circumstances. Log file archival processes 

should be approved and periodically reviewed by the SCADA System Owner. 

Logs containing suspicious security events must be retained per 6008, R2. 

R6.5. SCADA System Owners must review systems logs for suspicious security events periodically, if 
not automatically notified. Any suspicious security events found in system logs must be promptiy 
reported to CIRT (IT Computer Incident Response - IT 5301.01). Daily or weekly reviews of 
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security logs using an automated tool are required for SCADA systems classified as "Critical 
Infrastructure". The SCADA System Owner should document alt log reviews. 

DR6.6. Access to system logs is given only on a need-to-know basis. 

DR6.7. Onty autiiorized individuals, with approval Business Unit SCADA Cyber Security Function, are 
allowed lo use network monitoring software or hardware. 

R7. Disposal or Redeployment - The SCADA System Owner or Business Unit SCADA Cyber Security Function 
shall establish formal methods, processes, and procedures for disposal or redeployment of computer assets 
used by SCADA systems. 

R7.1. Prior to the disposal of such assets, electronic storage media containing SCADA system 
Information that contains data classified above "Public" (see IT 5200) must be disposed of Uirough 
degaussing for magnetic media (e.g. floppy disks or tapes) or physical destruction for other media 
i.e., compact disks or recordable media. The tool must perform at least a single pass over the 
hard drive writing nulls on alt writable areas. 

R7.2. Prior to redeployment of such assets, to ensure data is not disclosed, it must be erased to the 
point that it Is not accessible by any means. This includes if any of the following changes to 
SCADA equipment occur; 

• equipment is surplused 

• equipment lease is terminated 

• Disk drive is upgraded In an existing machine 

• Transfer of equipment occurs which Invokes affiliate "code of conduct" issues 

DR7.2. SCADA system information that contains data classified above "Public" in hard copy form must 
be disposed of through either shredding or incineration. It is ttie responsibility of the user in 
possession of the hard copy information to ensure proper disposal. For more information about 
data classifications, see "IT 5002.5.2 Security Classifications". 

R7.3. This requirement is not applicable. 

R8. This requirement is not applicable. 

R8.1. This requirement Is not applicable. 

R8.2. This requirement is not applicable. 

R8.3. This requirement is not applicable. 

R8.4. This requirement is not applicable. 

R9. Documentation Review and Maintenance - The SCADA System Owner is responsible for reviewing the 
actions and associated documentation required in this section annually for critical cyber infrastructijre 
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systems. Changes resulting from modifications to the systems or controls shall be documented within 
ninety calendar days of the change. 

6007.2 Business Unit Requirements 

6007.2.1 Business Units Regulated by NERC 

CIP-007 requirements are presented in tiiis section. Some requirements will be met by compliance to Corporate 
Requirements listed in 6002.2 and are noted with "See Enterprise Requirement". 

R1. See Enterprise Requirement 

R1.1. See Enterprise Requirement 

R1.2. The Responsible Entity shall document that testing is performed in a manner that reflects tiie 

production environment, 

R1.3. See Enterprise Requirement 

R2. See Enterprise Requirement 

R2.1. See Enterprise Requirement 

R2.2. See Enterprise Requirement 

R2.3. See Enterprise Requirement 

R3. See Enterprise Requirement 

R3.1. See Enterprise Requirement 

R3.2. See Enterprise Requirement 

R4. See Enterprise Requirement 
R4-1. The Responsible Entity shall document and implement anti-virus and malware prevention tools. In 

the case where anti-virus software and malware prevention tools are not installed, the 
Responsible Entity shall document compensating measure(s) applied to mitigate risk exposure or 
an acceptance of risk. 

R4.2. See Enterprise Requirement 

R5. See Enterprise Requirement 

R5.1. See Enterprise Requirement 
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R5.1.1. The Responsible Entity shall ensure that user accounts are implemented as approved 
by designated personnel. Refer to Standard CIP-003 Requirement R5. 

R5.1.2. See Enterprise Requirement 

R5.1.3. See Enterprise Requirement 

R5.2. See Enterprise Requirement 

R5.2.1. See Enterprise Requirement 

R5.2.2. See Enterprise Requirement 

R5.2.3. See Enterprise Requirement 

R5.3. See Enterprise Requirement 

R5.3.1. See Enterprise Requirement 

R5.3.2. See Enterprise Requirement 

R5.3.3. See Enterprise Requirement 

R6. See Enterprise Requirement. 

R6.1. See Enterprise Requirement 

R6.2. See Enterprise Requirement 

R6.3. See Enterprise Requirement. 

R6.4. See Enterprise Requirement 

R6.5. See Enterprise Requirement 

R7. See Enterprise Requirement 

R7.1. See Enterprise Requirement 

R7.2. See Enterprise Requirement 

R7.3. The Responsible Entity shall maintain records ttiat such assets were disposed of or redeployed in 
accordance with documented procedures. 

R8. Cyber Vulnerabiiitv Assessment - The Responsible Entity shall perform a cyber vulnerability assessment of 
all Cyber Assets within the Electronic Security Perimeter at least annually. The vulnerability assessment 
shall include, at a minimum, the following: 

R8.1. A document identifying the vulnerability assessment process; 

R8.2. A review to verify that only ports and services required for operation of the Cyber Assets wittiin the 
Electronic Security Perimeter are enabled; 
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R8.3. A review of controls for default accounts; and, 

R8.4. Documentation of the results of the assessment, the action plan to remediate or mitigate 
vulnerabilities identified in the assessment, and the execution status of tiiat action plan. 

R9. See Enterprise Requirement 

6004.2.2 Business Units Regulated by NRC 

See NSD-804 

See Also 

SCADA Cyber Security Standards and Procedures. "IT 5010-01 Standards Exception Procedure", and 

*1T 5002.5.2 Security Classifications". 
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Applicability: Enterprise 

Originator; Corporate IT Strategy and Compliance 

Approval; Information Technology Management Team (ITMT) 

Approval Date: 

Revision Date; 

Revision No: 

Statement of Purpose 

This purpose of this standard is to define the requirements for discovery, classification, response, and reporting 
of Cyber (Computer) Security Incidents related to Duke Energy SCADA Systems. 

6008.1 Corporate Requirements 

R1. Cyber (Computer) Security Incident Response Plan - Due to the potential interconnectivity to IT business 
systems and SCADA systems. SCADA System Owners are responsible for documenting and reporting 
cyber security incidents. SCADA System Owners must be aware of and comply with any regulatory 
requirements for computer incident reporting/response. For more information, see "IT 5008 Information 
Security Incident Management". 

Corporate IT Operations shall develop and maintain a Computer Incident Response Plan (CIRT), which 
shall address, at a minimum, the foHowing: 

R1.1. Procedures to characterize and classify events as reportable Cyber Security Incidents. 

R1.2. Response actions, including roles and responsibilities of incident response teams, incident 
handling procedures, and communication plans, 

R1.3. This requirement is not applicable. 

R1.4. Processes for updating the Computer Security incident response plan within ninety calendar days 
of any changes requiring updates to the plan. 

R1.5. Processes for ensuring that the Computer Security Incident response plan is reviewed at least 
annually. 
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R1.6. Process for ensuring the Computer Incident Response Plan is tested at least annually. A test of 
the incident response plan can range from a paper drill, to a full operational exercise, to the 
response lo an actual Incident. 

SCADA System Owners may elect to create an incident response plan specifically for ttieir 
particular system. 

R2. Cyber (Computer) Security Incident Documentation - Corporate IT Opertaions will keep relevant 
documentation related to reportable Computer Incidents pursuant to Requirement R1.1 for three calendar 
years-

6008.2 Business Unit Requirements 

6008.2.1 Business Units Regulated by NERC 

ClP-008 requirements are presented in this section. Some requirements will t>e met by compliance to Corporate 
Requirements listed in 6002.2 and are noted with "See Enterprise Requirement". 

R l . See Enterprise Requirement 

R1.1. See Enterprise Requirement 

R1.2. See Enterprise Requirement 

R1.3. Process for reporting Cyber Security Incidents to the Electricity Sector Information Sharing and 
analysis Center (ES ISAC), The Responsible Entity must ensure that alt reportable Cyber Security 
Incidents are reported to the ES ISAC either directiy or through an intermediary. 

R1.4. See Enterprise Requirement 

R1.5. See Enterprise Requirement 

R1.6. See Enterprise Requirement 

R2. See Enterprise Requirement 

6008.2.2 Business Units Regulated by NRC 

See NSD-804 

See Also: 

SCADA Cyber Security Standards and Procedures, "IT 5010-01 Standards Exception Procedure", and 

IT 6008 Incident Reporting 

51 of 64 
Duke Energy Proprietary and Confidential: Intemal use only. 

671 



Exhibit IT-5 

m O u k e 
^ E n e r g y . 

Duke Energy SCADA Cyber Security Standard 

IT 6008 - Incident Reporting 

"IT 5002.5.2 Security Classifications". 
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Applicability: Enterprise 

Originator: Corporate IT Strategy and Compliance 

Approval: Information Technology Management Team (ITMT) 

Approval Date; 

Revision Date; 

Revision No; 

Statement of Purpose 

This purpose of this standard is to define the requiremenls for SCADA System disaster recovery plans and 
procedures. 

6009.1 Corporate Requirements 

R1. Recovery Plans -SCADA System Owners should maintain and periodically review a recovery plan for 
each SCADA system. The level of detail and period of review of this plan should be determined by ttie 
criticality of the overall system. These plans must be reviewed at least every 3 years for "Operational" 
SCADA systems and at least annually for "Critical Inft'asb^uctijre" SCADA systems. These plans must 
encompass the recovery of the SCADA system due to a cyber security incident. It can be incorporated 
into an existing recovery or business contingency plan. The recovery plan(s) shall address at a minimum 
the following: 

R1.1. Specify the required actions in response to events or conditions of varying duration and severity 
that would activate the recovery plan(s). 

R1.2. Define the roles and responsibilities of responders. 

R2. Exercises - The recovery plan(s) shall be exercised at least annually. An exercise of the recovery plan(s) 
can range from a paper drill, to a full operational exercise, to recovery from an actual incident. 

R3. This requirement is not applicable. 
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R4. This requirement is not applicable. 

R5. This requirement is not applicable. 

6009.2 Business Unit Requirements 

6009.2.1 Business Units Regulated by NERC 

ClP-009 requirements are presented in this section. Some requirements will be met by compliance to Corporate 
Requirements listed in 6002.2 and are noted with "See Enterprise Requirement". 

R l . See Enterprise Requirement 

R1.1. See Enterprise Requirement 

R1.2. See Enterprise Requirement 

R2. See Enterprise Requirement 

R3. Change Control - Recovery plan(s) shall be updated to refiect any changes or lessons learned as a result of 
an exercise or the recovery from an actual incident. Updates shall be communicated to personnel 
responsible for the activation and implementation of the recovery ptan(s) wittiin ninety calendar days of ttie 
change. 

R4. Backup and Restore - The recovery plan(s) shall include processes and procedures for the backup and 
storage of information required to successfully restore Critical Cyber Assets. For example, backups may 
include spare electronic components or equipment, written documentation of configuration settings, tape 
backup, etc. 

R5. Testing Backup Media - Information essential to recovery that is stored on backup media shall be tested at 
least annually to ensure thai the information is available. Testing can be completed off site. 

See Also 

SCADA Cyber Security Standards and Procedures, "IT 5010-01 Standards Exception Procedure", and 

"IT 5002.5.2 Security Classifications". 
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Access Controls - are methods to protect data from accidental or malicious modification, destruction, or 
disclosure. Some typical access controls are permissions such as: 

No Access - overrides any ottier access privilege 

List - view the contents of a folder or a database or other data structure 

Read - view data 

Add - copy a new file to a folder, add data to a data stmcture (file, database or computer) 

Change - modify the contents of, or overwrite a data sbxichjre 

Full Control - change plus modify permissions or auditing on a file, folder or other data stmcture 

Other access can be functional, such as access lo physical components via SCADA systems, such as ability to 
monitor or to monitor and control the SCADA system production devices, or to respond to system alarms. 

Access Control List (ACL) - this is a list of users with access to a set of data and their rights to manipulate the 
data (i.e., list, read, add, change, etc.) or perform system functions 

Attack - the act of trying lo bypass security controls on a system or a method of breaking ttie integrity of 
encrypted information. An attack may be active, resulting in the alteration of data; or passive, resulting in the 
release of data. 

Audit Services - Duke Energy organization responsible for providing oversight for compliance to corporate 
policy, standards, and procedures, governmental compliance, and where appropriate, industry best practices. 

Authentication - verifying the eligibility of a workstation, originator, or individual lo access specific information. 
It is providing assurance regarding the identity of a subject or object, for example, ensuring tiiat a particular user 
is who he claims to be. This also applies to SCADA devices and control systems in determining the identity of a 
remote component. 

Authorization - the privilege granted to an individual to access information or system functions, based up on 
the individual's clearance and need-to-know. Authorization is also the granting to a user, program, or process, 
the right of access. 

Glossary of Terms 
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Backup - copying data to another media for redundancy. 

Backup Media - the material used to store backup data (i.e.. CD-ROM, Magnetic Tape, Floppy Disk, etc.). 

Business Unit - a functional/logical part of Duke Energy. For example, Duke Energy Americas. 

Business Network - the general purpose data network used by business systems, i.e., the Duke Energy 
"WAN". This does not Include the Duke Energy voice network. 

Call-Back - a procedure for positively Identifying a remote terminal or computer, in a call back, ihe host system 
disconnects the caller and then dials the authorized telephone number of ttie remote temiinal to re-establish the 
connection. Call back is synonymous with dial-back. 

Certification - the process of reviewing Internet, external and internal connections through the use of scanning 
tools, in addition to the manual review of configuration parameters and management processes for the 
environment(s). 

Classification (Information or System Protection) - a determination that infomiation requires a specific 
degree of protection against unauthorized disclosure together with a designation signifying ttiat such a 
determination has been made. 

Control - the function of a SCADA system that provides the ability to change the physical status of equipment 
Examples; open or closing a valve, starting a pump, opening a breaker. 

Control Center or Control Room - a location that provides centi^lized command and control over a Business 
Unit's assets using a SCADA System. A center is typically manned 24 x 7. This includes any controlled 
environment where there are physical restrictions based on the same SCADA system classification as the 
control room. 

Controlled environment - any area where physical control protects the SCADA assets. 

Glossary of Terms 
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Glossary of Terms 

Complex passwords - are passwords containing special characters 

Critical - an asset or system essential to functional and safe operation 

Cyber - related to Information technology, especially logical discussions (as opposed to physical) 

Data - numerical or olher information represented in a form suitable for processing by computer. 

Digital Certificate - an electronic document that links a user or computer witti a public and private key pair that 

can be used for encryption, authentication, non-repudiation, etc. 

Denial of Service (DoS) - an attack that prevents any part of a system from functioning in accordance with its 
intended purpose. This includes any action that causes unauthorized destruction, modification, or delay of 
service. 

Direct Modem Connection - a modem connected directiy to a device, system, server, or workstation therefore 
bypassing the centrally administered modem banks. 

Dedicated SCADA Equipment - any single piece of equipment, but especially a computer, whose function is 
solely dedicated to the operation and/or support of the SCADA system. See also; "Multiple Use". 

Demilitarized Zone (DMZ) - a perimeter network that adds an extra layer of protection between two networks. 
In a typical DMZ as shown below, traffic from the Outside Network cannot reach the Inside Network. It can only 
reach the DMZ. If data is needed on the Outside Netiwork, it first must be copied to or proxied by the DMZ by 
resources on the Inside Network. DMZs can be incorporated behween any two networks. 

Figure 1 

Glossary of Terms 
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Glossary of Terms 

Electronic Data - data stored in terms of specific eiectrica) states. 

Electronic Security Perimeter - A protected computer network ttiat is defined, documented, and isolated from 
other networks by perimeter equipment such as firewalls or screen routers. These are access points into the 
protected network that limit the traffic allowed inlo the network. An Electronic Security Perimeter is equivalent to 
a Logically Isolated System and to the same term used by NERC ("The electronic border surrounding a network 
to which Critical Cyber Assets are connected and for which access is controlled."). See "Logically Isolated 
System". 

Electronic Transmission - data sent and/or received via electrical currents or radio waves. 

Encryption - the process of transforming data to an unintelligible form in such a way that the original data either 
cannot be obtained (one-way encryption) or cannot be obtained without using the inverse decryption process 
(two-way encryption). 

Enterprise - In this context, enterprise describes something that encompasses the entire Company. 

File Transfer Protocol (FTP) - a means to exchange files across a network. 

Firewall - a specialized computer or software designed to protect networks by filtering and blocking access at 

the IP port or IP address level. 

General Purpose Software/Hardware - Computer software/hardware that provides generic business functions 
not specific to SCADA operations. 

Human Machine Interface (HMI) - the presentation component of a SCADA system which provides infomiation 
to and accepts input from the human user of the SCADA system. 

ID - in general, a computer logon Identifier or account. Specific kinds include 

Generic ID - ID used by more tiian one person (i.e., the password is not a secret to only one person) 
also known as a shared or group IDs. 

Glossary of Terms 
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Network Device ID - unique control IDs used lo administer network devices 

Privileged ID (or Privileged Account) - A login account that has system administrator or "super-user" 
privileges allowing broad access and execution authority on a computer system. 

Internet - a woridwide "network of networks" that use the TCP/IP protocol suite for communication. 

Intranet - Internet technology is used to develop a private, TCP/IP based network within an organization for 
communicating to and between employees. 

Logically Isolated System - a computerized system that is physically connected but isolated by network 
equipment from another computer networi<. Network equipment restricts the flow of information across the 
boundary of the isolated system. Logically Isolated systems are not directiy connected to the Intemet or to any 
other third party networi^s. With a firewall and a DMZ properiy placed, the inside network would be considered 
logically isolated from the outside netiwork. An "Electronic Security Perimeter^ is equivalent lo a "Logically 
Isolated System". 

Logon Banner - an end-user message that appears before primary system access. The purpose of logon 
banners is to remind and inform the user of company computer access policy. 

Malicious Code - software or firmware ttiat is intentionally included or introduced in a system for the purpose of 
causing loss or harm. 

Media - in general, any technology that enables the recording of data or information for later consumption 
(reading or communication). This consumption is normally repeatable. 

Monitor - the function of a SCADA system to inform or collect data from end-node devices about a particular 
physical status point (end point). 

Multi-use SCADA Equipment - any single computer, whose fijnction Is not solely dedicated to tiie operation 
and/or support of the SCADA system on a full time basis. This is normally a computer Wiat executes both 
general purpose business system software and SCADA software. 

Need-to-know - a principle that allows for the compartmentalization of information in order to restrict access to 
individuals whose roles require the subject data or knowledge. 

Glossary of Terms 
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Glossary of Terms 

NERC - North American Electric Reliability Council 

The following terms are specific to, and within the scope of the NERC CIP Cyber Security Standards: 

Critical Assets: Facilities, systems, and equipment which, if destroyed, degraded, or otherwise 
rendered unavailable, would affect the reliability or operability of the Bulk Electric System. 

Cyber Assets: Programmable electronic devices and communication networks including hardware, 

software, and data. 

Critical Cyber Assets; Cyber Assets essential to the reliable operation of Critical Assets. 

Cyber Security Incident: Any malicious act or suspicious event that: 

1. Compromises, or was an attempt to compromise, the Electronic Security Perimeter or 
Physical Security Perimeter of a Critical Cyber Asset, or. 

2. Disrupts, or was an attempt to disrupt, the operation of a Critical Cyber Asset. 

Electronic Security Perimeter - The logical border surrounding a network to which Critical Cyber 
Assets are connected, and for which access is controlled. 

Physical Security Perimeter - The physical, completely enclosed ("six-wall") border surrounding 
computer rooms, telecommunications rooms, operations centers, and other locations in which Critical 
Cyber Assets are housed and for which access is controlled. (Generalize this for non-NERC users of 
6006 Physical.) 

Glossary of Terms 
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Glossary of Terms 

Non-Operational Business Need - the data access needs of "marketing" or "casual" users of SCADA systems 

Periodic - Recurring at regular, known intervals 

Physically Isolated System - any computerized system that is not physically connected by any means to ttie 
Duke Energy computer networi^, the Internet, or any other network. "Physical connection" includes not only 
computer networks, but also modems or any other interface to any telephone system. The use of any broadcast 
wireless (radio, infrared, or any means of elecb'omagnetlc frequency) technology will preclude a system firom 
meeting this definition. In Figure 1 above, ttie internal network is NOT physically isolated from the outside 
network because of the connection through the firewall. 

Physical Security Perimeter - The physical, completely enclosed ("six-wall") border surrounding computer 
rooms, telecommunications rooms, operations centers, and other locations in which Critical Cyber Assets are 
housed and for which access is controlled. If this perimeter cannot be established, then an alternate perimeter 
must be documented and deployed. A physical perimeter of a four-walled locked fence (of ttie type normally 
protecting a facility such as a substation) would suffice. 

Plant Control System (PCS) - a SCADA system ttiat is typically confined within the physical perimeter of a 
centralized facility, typically an energy conversion or processing plant. 

Policy - high level statement of enterprise beliefs, goals, or courses of action adopted in support of principles 
and objectives. They provide a statement of position or intent in a specific subject area. 

Procedure - provide specific details of how a policy and supporting standards are to be implemented in a given 
circumstance. They are documented step-by-step instructions for a particular area. May exist at any level of 
the organization to implement policies and accomplish tasks. 

Production Change / Firecall ID - is used in an emergency situation to quickly restore a critical application to 
operation. This ID typically has elevated privileges, i.e. administrator vs. user. Emergencies include, but are not 
limited to, operating system failure, application malfunction(s), or timing issues ttiat require immediate attention. 

Glossary of Terms 
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Glossary of Terms 

Recovery - the process of restoring a SCADA system to operational status. 

Remote Node - remotely located devices, such as relays or Remote Terminal Units (RTU), located in 
unmanned locations. 

Risk - the likelihood that vulnerability may be exploited, or that a threat may become harmful. Risk is defined as 
the probability that an undesirable event will occur, resulting in financial or other loss, or otherwise create a 
problem. 

Router - a device that interconnects networks. 

SCADA (Supervisory Conh'ol and Data Acquisition) - a system that allows the monitoring and control of physical 
devices remotely. In the context of ttiis series of standards and procedures, "SCADA" will be used as a generic 
term to represent any kind of computing system that monitors, or monitors and controls, physical entities. See 
"SCADA Cyber Security Policy - 6000". 

SCADA Host - a computer whose purpose is to consolidate field equipment information. A SCADA host 
typically polls and sends controls to field devices, and may also store data to a historical data base. It also 
functions as a data server for HMI requests. 

Screening Router - a router is used to selectively permit or deny traffic at a network level. 

Scripted Logon - A process (program) that runs at computer power-on or restart, and which contains an 
automated mechanism to actually logon using an ID. No human intervention is required to access the 
computer 

Social Engineering - Any technique used to gain unauthorized access to SCADA systems or facilities that is 
not specifically cyber in nature. Social Engineering is associated with fraudulent activities involving gaining the 
confidence of an employee to gain computer access. 

Standard - Mandatory specific actions, mles, or regulations designed to prove policies wilh the support 
structure and specific direction needed to be meaningful and effective. 

Glossary of Terms 
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Glossary of Terms 

System Software - Non-application software such as Operating Systems. Network Operating Systems, system 
utilities, and application frameworks. 

Telnet - protocol used for login to a computer host. 

Test Equipment - dedicated equipment not normally connected to or a part of a SCADA system, but which is 
used for testing, diagnostic, and/or calibration purposes only during maintenance and/or repair on SCADA 
equipment. 

Third Party - someone ottier than the principals who are involved in a transaction 

Threat - any circumstance or event with the potential to cause harm to a system in the form of destruction, 
disclosure, modification of data, and/or denial of service. 

Users - in general, someone that accesses the SCADA System. Specific kinds include: 

Read-Only Users - users of the SCADA system who only require read-only access to SCAOA system 
generated data. These users regulariy access this data and continually use the data for business 
decisions or input into business systems. 

Primary Users - the users of a SCADA system wilh direct and continual responsibility for using tiie 
SCADA system to oversee the monitoring, control, and operation of a physical process, i.e., SCADA 
system operators) 

Casual Users - ad-hoc users that access read-only data from a SCADA system on an infrequent or 
non-regular basis 

Virtual Private Network (VPN) - a VPN is used for highly confidential data transmission. It is an encrypted IP 
connection between two sites over the Internet. 

Vulnerability - a weakness in computer information systems that could be exploited by gaining unauthorized 
access to information, disrupting critical processing, or violating a system security policy. 

Glossary of Terms 
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Exhibit IT-6 

DUKE ENERGY CORPORATION IVIANAGEWIENT STRUCTURE 

Senior Vice President & Chief Information Officer 
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Vice President IT Portfolio & Resource Management 
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Schedule S-4.2 

DUKE ENERGY 
SUMMARY OF MANAGEMENT POLICIES, PRACTICES AND ORGANIZATION 

ENTERPRISE OPERATIONS SERVICES DEPARTMENT 
SFR Reference: Chapter II(B)(9){e)(i,v!,vii) 

I. Policy and Goal Setting 

Enterprise Operations Services (EOS) sets policies for the respective 
departments/functions within this organization. Duke Energy's (the Company) 
policies are communicated to employees in both written and oral fashion and during 
departmental staff meetings. 

Individual and team goals are developed each year for each department to create 
operational objectives. Creating operational objectives includes a process which 
identifies key targets and success factors, weighs them and combines them with 
desired behavioral, safety, customer satisfaction, and corporate financial goals. At 
the end of each year, achievements are evaluated and incentives are awarded 
proportionate to the level of overall achievement. 

II. Strategic Planning 

The executive management of the Company has the primary responsibihty for 
establishing the Company's strategic plan. The Enterprise Operations Services 
organization has annual planning sessions to develop departmental strategic plans 
which are in support of the Company's strategic plan. Additionally, several 
Leadership Team meetings occur throughout the year to assess adherence to the 
established plan. 

III. Organizational Stmcture 

Enterprise Operations Services consists of the following six departments: Business 
Management Services, Enterprise Protective Services, Office and Creative Services, 
Real Estate Services, Travel and Project Services, and Change Management and 
Communicafions Services. Each of these department leaders reports to the Vice 
President of Enterprise Operations Services. All Enterprise Operations Services 
personnel are executive, managerial, supervisory, professional, technical, or 
administrative employees. Enterprise Operations Services also utilizes extemal 
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service providers to supplement the current workforce, and the workforce consists 
of both represented and non-represented employees. 

* Business Management Services includes the following areas: Financial and Data 
Management Services, Process Design and Performance Metrics, and Contract 
Management. 

Enterprise Protective Services includes the following areas: Midwest Regional 
^ Management, Carolinas Regional Management, Preparedness Services, and 

Infrastructure Protecfion. 

Office and Creative Services includes the following areas: Event Management 
Services, Creative and New Media Services, Copy and Print Services, and 

# Document Services. 

Real Estate Services includes the following areas: Portfolio Management, 
Transacfion Management, Land Services, Facility Management Midwest, Facility 
Management C^olinas, Design Management, and Support Services. 

Travel and Project Services includes the following areas: Aviafion, Commercial 
Travel Services, Project Services, and Support Services. 

Change Management and Communications Services provides change management 
0 consulting and communications support for Enterprise Operafions Services 

departments-

The organization chart for EOS is attached as exhibit EOS-1. 

, ^ IV. Responsibilities 

Business Management Services has responsibilities for fmancial consulting, process 
consu I ti ng, metrics/measures reporting, Sarbanes-Ox 1 ey (SOX) 3 02 and 404 
compliance, audit compliance, contract compliance, contract performance, and 

Ai contract consuUing for Enterprise Operations Services. 

Enterprise Protective Services formulates and manages the strategic security, 
business continuity, and emergency response policies for the Company. These 
policies address physical security. 
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Office and Creafive Services has responsibilities for comprehensive event and 
meeting support, online support services, graphics services, enterprise print and 
copy needs (including graphic services), and records management for the Company. 

Real Estate Services is responsible for the operation, maintenance, design and 
construcfion ofthe properties under its jurisdiction in such a manner as to achieve 
effective and efficient business facilities expected by the Company's management, 
employees, and customers. Also, this Department is responsible for the valuation, 
purchase, lease, surveying, management and sale of all Company real property to 
adequately protect Duke Energy's interests and meet its needs. This Department 
provides oversight, and contract administration for the lease administration 
process. 

Travel and Project Services is responsible for providing cost effective, safe and 
efficient corporate aviation travel for Duke Energy executives and commercial 
travel contracts for effecfive business travel for the employees of Duke Energy. 
This group also provides project management leadership to the department for 
department-wide projects such as workforce planning, training, etc. 

Change Management and Communications Services supports overall department 
goals through effective change management consulting and conmiunicafions 
services. 

V. Practices and Procedures 

The principal duties ofthe Business Management Services Department are: 
• Fmancial Consulting in the areas of accounting, budgets, contracts, business 

case development, financial variance reporting, financial / accounfing training, 
annual budget preparation, coordinafion and reporting, accounfing 
reconciliafions, funding request coordinafion, requisition processing, and 
invoice processing 

• Process Consulfing including process design, process improvement, process 
implementation, process monitoring, change management, EOS application 
planning and consulfing, metrics/measures development and monitoring, 
management reporting, audit compliance, SOX 404 compliance which 
includes scope assessment, process documentation, management testing, 
deficiency remediation, and the assertion process, and SOX 302 process which 
includes quarterly assertions of changes in intemal controls 

- 3 -
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• Contract Management includes contract compliance, contract administration, 
contract performance, research, and communicafion of best pracfices and 
benchmark data 

The principal duties ofthe Enterprise Protecfive Services Department are: 
• Business Confinuity and Emergency Response including strategy and 

planning, assisting business units in contingency planning and plan 
preparations, and city/building evacuation plans 

• Asset Protecfion including critical infrastmcture identification and protection, 
security requirements, and regulation 

• Investigations including fi"aud, theft, vandalism, workplace violence, threats, 
illegal substance invesfigations, and e-crimes 

• Protective Services including Department of Homeland Security interface, 
U.S. Coast Guard Coordination planning, executive protection, strategic 
business investigations, technical services countermeasures, general security 
(uniformed guards), and event security planning 

The principal duties ofthe Office and Creative Services Department are: 
• Sports marketing and event venue management, event planning for intemal 

and extemal events, audio-visual support, comprehensive event and meeting 
support tor common conference and auditorium areas, video conferencing 
support, and event registration and surveying services 

• Portal and extemal web program management, online support services such as 
web page design, content management and consultative services, graphics 
services such as graphic design, presentation design, technical writing, and 
proofing 

• Management of enterprise print and copy needs ranging fi-om the Copy Center, 
to all-in-one multi-function printers, to imaging/reprographics, to the desktop 
Printer strategy 

• Record Management Program Office, operational records centers, electronic 
datafeed management (syndicated content), company archivist and other 
research services, and engineering document control 

Copies of the records management policy and standards are attached as Exhibits 
EOS-2andEOS-2.l 

The principal dufies of Real Estate Services are: 
• Operating and maintaining the commercial facilities owned and leased by the 

Company 
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• Inspect all Company properties on an ongoing basis to identify needed 
maintenance, improve operafional efficiency and establish programs to 
eliminate fire and other safety hazards 

• Cooperate with operafing departments in the design, constmction, and 
fumishing of space in new and remodeled office, service, and garage buildings 
in accordance with building standards 

• Assist the various departments housed in corporate buildings in making office 
and equipment layouts so that all space is efficiently used 

• Maintain space allocation records (Facilities Services) 
• Keep existing office tumishings in good condition and provide a pool of 

fijmishings for use by various departments during periods of heavy workload 
• Maintain contacts for the following: 

o local and national contacts for the purpose of keeping abreast of new 
concepts of building management, improved methods of operation, new 
and better materials, more efficient space utilization, and methods of 
reducing operafing costs 

o in the office furnishings fields, keeping abreast of new technologies that 
can reduce costs and improve productivity. Provide centralized ordering 
and maintenance of office furnishings 

o in conducting departmental real estate operations, personnel work closely 
with all other Company departments, and, in particular, with the 
Engineering, Planning, Environmental, Legal, and in addition our own 
Facilities groups 

• Serve as the Company's agents to purchase, sell and lease real estate, including 
surveying of real estate, and maintain records of real estate transactions; 
Representatives also act as rental agents and property managers for all 
temporary surplus property until property is either used or sold 

• Ensure Duke Energy's leasehold rights are maintained through effective 
management and oversight of leased real estate assets 

The principal practices and procedures used by the Travel and Project Services 
department include the following: 

• Aviation Flight Operations Manual and the Intemational Operations Manual 
management 

• Compliance management in accordance with the Commercial Travel 
Process/Procedure and Employee Expense Procedure/Policy (i.e. policy / 
procedure interpretation) 
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• Oversight and reporting of commercial travel transactions 
• Scheduling and monitoring executive travel transactions 
• Travel contract management 
• Assurance of positive traveler experience 
• Scheduling and dispatching, including maintaining flight logs 
• Hanger aircraft maintenance 
• Net Jets management and other aircraft services 
• Project management for departmental projects 

A copy ofthe travel policy is attached as Exhibit EOS-3. 

The principal duties of Change Management and Communications Services are: 
• Managing department change/communications strategy and communications 

calendar 
• Providing change management consulfing and support for major department 

initiatives 
• Coordinating and publishing a bi-monthly newsletter that support department 

strategy 
• Managing intemal web site content for corporate shared services informafion 
• Ensuring corporate branding and communicafions standards are used in all 

department communications 

VI. Decision Making and Control 

The decision making process for Enterprise Operations Services revolves primarily 
around the needs of the Company. Overall direction and broad concepts for 
customer service and satisfaction are communicated by the Vice President of 
Enterprise Operafions Services. The leaders of Enterprise Operations Services then 
provide more specific guidance to employees within each function. 

All employees within each funcfion are expected to make decisions and exercise 
control over their areas of responsibility within the parameters of those boundaries, 
reporting results to their immediate management on a regular basis. 

All financial/purchasing decisions are made in accordance with each individual's 
proper delegation of authority. 
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VII. Intemal and Extemal Communication 

Enterprise Operations Services maintains open channels of communication for 
exchange of information and ideas within each funcfion and across functions. The 
EOS Leadership Team meets several times throughout the year to discuss strategies 
and results. Addifionally, an electronic inter-departmental newsletter is circulated to 
all EOS employees on a bi-monthly basis. 

Communication channels to other areas of Duke Energy include the Portal, e-mail, 
and hard copy memos. These methods are used to communicate instmctional 
information related to new practices/tools, safety awareness, and general 
informafion. There are also processes in place to contact certain members of 
Enterprise Operations Services during non-business hours. 

In addition to inter-departmental and inter-company communication, Enterprise 
Operations Services also communicates with the foUowing major extemal parties 
via various methods: 

Federal Aviation Administration (FAA) 
Airport personnel in various cities. Fixed Based Operator (FBO), etc. 
Federal, state, and local law enforcement 
Department of Homeland Security 
Various intelligence agencies 
Hotels 
Sports Venues 
Department of Transportation 
Fire departments 
Building/land permit agencies 
City tax offices 
Department of Natural Resources 
Commission of Public Water Works 
Govemmental County courthouses 

VIII. Goal Attainment and Oualificafion 

Enterprise Operations Services sets incenfive goals on an annual basis. Results of 
these goals are reviewed and approved at the end ofeach calendar year. In addition, 
inter-departmental key performance indicators have been established for each 
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fiinction, and they are reported on and shared with EOS employees on a monthly 
basis. 

Specific projects or actions that have been identified as additional goals are 
monitored at functional staff meetings and Leadership Team meetings to assess 
status and results. Any results that are subjective in nature must be approved by the 
Vice President of EOS. Additionally customer satisfaction surveys are utilized for 
certain services and also to assess the overall satisfaction of intemal Duke Energy 
customers with EOS's services. 

Goals and related results which have been identified for individual employees are 
also reviewed during fiie annual evaluation of these employees. 
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Exhibit EOS-1 

DUKE ENERGY CORPORATION iVIANAGEMENT STRUCTURE 
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Records Management Policy 

A p p l i c a b i l i t y : Applies to Enterprise 
O r i g i n a t o r : Records Management Office 
A p p r o v a l : DE-GVP Gen Cons! & Secy 

E f f ec t i ve D a t e : 08 /31 /2000 
R e v i s i o n D a t e : 08 /29 /2005 
Re issue D a t e : 09 /01 /2005 

Statement of Purpose and Philosophy 

In any company, complete and accurate records are a necessary part of doing business. Oui<e 

Energy will comply with regulatory and business operational requirements in tbe management of 

the corporation's informational assets (business records). A comprehensive approach to records 

management is required to ensure all types of business records, regardless of media type, are 

managed appropriately. 

Policy Expectations 

This policy is to be consistently applied throughout Duke Energy. Any supplemental records 

management or retention directive is subordinate to this policy. 

Dul<e Energy retains ownership of all records created for business purposes. Duke Energy 

employees must adhere to proper practices related to the creation, disclosure, retention and 

destruction of business records. 

Accountabi l i ty : Roles and Responsibil i t ies 

Records Management Program Office Responsibilities 

The Records Management Program Office will be responsible for the direction, monitoring, and 

review of records management practices for Duke Energy. As such, they will be responsible for 

oversight of all Duke Energy records retention rules, induding any Business Unit spedfic records 

retention rules. 

The Records Management Program Office will also be responsible for coordinating with Functional / 

Business Unit teams to ensure the ongoing and effective records management program throughout 

the Duke Energy enterprise. 

Functional / Business Unit Responsibilities 

It is the responsibility of each Functional / Business Unit to create a Records Coordinator role and 

team that works in coordination with the Records Management Program Office. This is to ensure 
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that the Records Management Program objectives are achieved and that the applicable records 

management processes are sustained. 

This team shall be responsible for representing their functional area to promote awareness and 

compliance with the Records Management Policy and Standard. They wifl also work with the Records 

Management Program Office to ensure Business Unit records retention rules are maintained current 

and correct. 

Employee Responsibi l i t ies 

It Is the responsibility of Duke Energy employees to participate in training opportunities provided 

and ensure their daily practices comply with the Records Management Policy and Standard. Each 

Duke Energy employee is responsible to ensure that any original or copies of original Duke Energy 

records within their possession and/or control are managed in accordance with this policy and the 

related standard and any applicable records retention rules. 
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Business Travel Policy 

A p p l i c a b i l i t y : Applies to Enterprise 
O r i g i n a t o r : Corporate Travel and Services 
A p p r o v a l : Group Vice President, Duke Energy Business Services 

E f fec t i ve D a t e : 01 /01 /2001 
Rev i s i on D a t e : 11/16/2006 
Re issue D a t e : 11/16/2006 

Statement of Purpose and Philosophy 

This policy was established to ensure that the travel procurement process is conducted in 

compliance with all laws, regulations, and Duke Energy standards, and that all travel-related 

business is conducted In a fair, equitable, and highly ethical manner utilizing appropriate internal 

controls and best efforts to maintain confidentiality in our dealings with reputable and responsible 

suppliers. 

Policy Expectations 

Corporate Travel Arrangements 

Employees are required to book business travel arrangements through Duke Energy's designated 

travel offices or through Duke Energy's designated on line booking tool. The corporation will not 

reimburse employees for air travel and car rental expenses not secured through the designated 

travel offices. 

Preferred Providers 

Duke Energy is continually seeking discount pricing agreements with business travel providers. 

Emptoyees will be required to use car rental firms and hotels with which the enterprise has 

corporate or negotiated rates, whenever possible. Employees will be required to use preferred 

airline carriers for business travel in specified markets based on contractual commitments. 

Accountabi l i ty : Roles and Responsibi l i t ies 

Travel and Project Services will provide guidance to travelers, travel arrangers, approvers, and 

auditors on cost-effective management of travel and entertainment expenses. Corporate Controller-

Corporate Controls Group will be consulted on control issues. 

The business/corporate unit head can approve individual exceptions to this policy, when necessary, 

to accommodate pressing business needs that the designated travel booking processes cannot 

serve. 
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Employees traveling on company business are responsible for reviewing and adhering to the 

enterprise travel procedures located on the Portal. 

Travel and Project Services will provide periodic reports on compliance to the business units. 
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n^Energy^ 
Duke Energy Standard 

Records Management Standard 

Applicability: Applies to Enterprise 

9 Originator: Records Management Program Office 

Approval: Group Vice President, General Counsel and Secretary 

Approval Date: 08/29/2005 

# Effective Date: 09/01/2005 

Revision Date: 08/29/2005 

Reissue Date: 09/01 /2005 

Statement of Purpose and Philosophy 

Information in our business is created, delivered and exchanged in many ways. Duke Energy employees create and 
maintain a variety of business records in many forms, including but not limited to: presentations, e-mait, paper 
documents, engineering drawings, video, and databases. Al! business records are the property of Duke Energy. 

This Standard is intended to supplement ibe Duke Energy Records Management Policy by providing specific 
expectations for the management of Duke Energy records. This Standard is intended to be used in conjunction with the 
applicable records retention rules and departmental directives. 

Standard Expectations 

This Standard is to be consistently applied throughout Duke Energy. 

All Duke Energy employees are expected to be familiar with this Standard and ensure they manage records within their 
responsibility consistent with the practices outlined in this Standard. 

Records Creation 

Documents should only be created when: 

• There is a legitimate business need. 
• The creator has the appropriate knowledge to create the document. 

• The creator has the appropriate work authority to create the document. 

Documents should always be thoughtful, precise and well written and should not contain: 

Speculation, conclusions or opinions that are without factual support. 

Words or phrases that are imprecise, and therefore susceptible to different or confusing interpretations. 
Promises or commitments that cannot be kept. 
Dramatic or inflammatory words or phrases. 
Statements that could do harm to the brand or reputation ofthe Company. 
Legal conclusions or opinions not approved by the Law Department. 

Records Management Standard Page 1 Rev. Date: 8/23/^>0S 
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m O u k e 
LWEnergy^ 
Duke Energy Standard 

Records Management Standard 

Documents that could have potential legal implications should always be reviewed by the Law Department. 

Records Management Standard Page 2 Rev. Date: 8/29/2005 
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m O u k e 
n^Energy. 
Duke Energy Standard 

Records Management Standard 

Access and Disclosure 

Access and Disclosure of records should be managed in accordance with any requirements set forth by the following: 

• Code of Business Ethics (COBE). 

Code of Business Ethics information is available on the Our Charter and Values gadget on the Duke 
Energy Portal Page. 

• Protected Critical Infrastructure Information and Safeguards Requirements. 

Please refer to appropriate Business Unit requirements. 

• Affiliate Rules and Standards of Conduct. 

Please contact your manager, business unit general counsel, or FERC compliance personnel for any 
questions related to applicable Affiliate Rules obligations for your job responsibilities. 

• Data Privacy Obligations. 

Please contact your HR Consultant for any questions you have related to Data Privacy. 

• Business Expectations Regarding Confidentiality. 

Please contact your manager for any questions you have on records and information that should be 
considered confidential or proprietary. 

• Copyright Laws. 

Employees shall ensure that any vendors or third parties that have business needs for Duke Energy records 
understand and comply with the Duke Energy Records Management Policy, this Standard, and applicable departmental 
directives for access and disclosure requirements. 

Storage 

Records shall be stored in accordance with or at locations prescribed in special storage guidelines noted in applicable 
records retention rules. In those cases where departments or functional areas have developed storage strategies, 
guidance should be readily available in the applicable records retention rules or department directive. 

Business Continuity and Criticality 

Acceptable records storage strategies shall be developed to ensure that any records deemed vital, or required from a 
Business Continuity standpoint are maintained and accessible when needed. This may include provision for off-site 
storage as necessary. 

Retention 

The Records Management Program Office shall govern the development and maintenance of records retention rules 
for Duke Energy. As much as practical, records retention rules will be developed for Duke Energy (enterprise rules). 

Records Management Standard Page 3 Rev. Date: 8/29/2005 
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Duke Energy Standard 

Records Management Standard 

Business Unit specific records retention rules must be reviewed, approved and maintained by the Records 
Management Program Office. 

Records retention rules will be classified as either: 

• Legal Citation Rules - Legal citation rules have a legal / regulatory basis for their categorization and 
retention/disposition. Where similar or same record types are governed by multiple regulations, a single rule 
will be developed that aggregates the requirements of the multiple citations. Legal citation rules will take 
precedence over operational rules. 

• Operational Rules - Operational rules do not have any legal / regulatory basis, but provide guidance to 
employees on expectations for recordkeeping. They should be broad in nature and kept to as few as possible. 

Records shall be maintained for the time prescribed in the applicable records retention rule. Records shall not be 
maintained beyond the designated time, unless specific instructions and processes have been provided by the Law 

Department. 

Special Legal Requirements 

The following describes the expectations ofthe Legal Hold Order Process: 
• A legal hold order process allows Duke Energy to exclude records from destruction when any legal, regulatory 

or compliance action is threatened or pending. 
• Legal hold orders will be initiated by the Law Department and must be honored by the parties involved within 

the functional and business units. The Law Department will explain any obligations to suspend and or resume 
normal and routine retention efforts. 

• All employees subject to a legal hold {and their management) are responsible for ensuring compliance with 
legal hold order instructions. 

Disposal and Destruction 

Methods of records disposal or destruction shall be chosen to ensure there is no risk of inappropriate disclosure. In 
cases of confidentiality or non-disclosure, paper records should be shredded or disposed of in a way that ensures no 
unwanted disclosure. For electronic records, methods prescribed by the Enterprise IT Security Standards (IT5000 
Series) shall be employed. 

Sustaining Processes 

The Records Management Program Office is responsible for the coordination of activities to ensure effective records 
management processes. Such coordination includes, but is not limited to, the development of an annual Records 
Management Plan that includes: 

• Calendar for Records Coordinator meetings. 
• Schedule for periodic review and update of records retention rules. 
• Development of scheduled projects and activities (such as clean-up days, training and communications) 

deemed appropriate for the maintenance and continuous improven^ent of Duke Energy records management 
processes. 

• Calendar of Program compliance auditing and reporting. 

Records Management Standard Page 4 Rev. Date: 8129/2005 
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Exhibit EOS-2.1 

^^Duke 
[^Energy. 
Duke Energy Standard 

Records Management Standard 

The Annual Records Management Plan shall be submitted to the Law Department for approval by the end of the first 
calendar quarter. 

Records Management Standard Pages Rev. Date: S/29/2005 
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Schedule S-4.2 

DUKE ENERGY 
DUKE ENERGY OHIO 

SUMMARY OF MANAGEMENT POLICIES, PRACTICES AND ORGANIZATION 
Enterprise Field Services 

SFR Reference: Chapter II (B)(9)(b)(v), Chapter II (B)(9)(e)(i) 

I. Policy and Goal Setting 

The Enterprise Field Services Department which includes Fleet, Meter Operations 
and Warehousing does not issue policy statements per se, but supports the corporate 
policies embodied in the Working Environment Policy Manual. These policies, 
which are provided to company employees, are supported through departmental 
directives, procedures and practices. All managers, superintendents, and supervisors 
are responsible for assuring that their subordinates are complying with corporate 
policy. 

The managers and Directors establish department annual goals and objectives each 
year, with the assistance ofthe Vice President of Enterprise Field Services, based on 
the various business units' armual business plans. Department goals and objectives 
are reviewed throughout the Enterprise Field Services area, which in turn formulates 
organizational goals, which are then submitted to senior management for 
consideration and to ensure they support the corporate strategy. This information is 
used in developing department operating budgets and goals tor the coming year. 
Generally these goals are to manage total operation and maintenance costs to 
effectively support the Fleet, Meter Operation and Warehousing needs of the 
company. 

A staUis report of performance in accomplishing Department goals and objectives is 
submitted quarteriy to the Group Executive and Chief Administration Officer and a 
final report for the year is submitted in January. 

IL Strategic Planning 

The Director of Strategic Business for Fleet, Meter Operations and Warehousing 
and key personnel, in consultafion with the Vice President of Enterprise Field 
Services and senior chents, develop the overall process of strategic planning within 
the Enterprise Field Services department. These individuals establish goals, 
objectives and direction for the department. 

Operational plarming is strongly influenced by the corporate objectives. After 
receipt of the annual corporate objectives, the department begins developing each 
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group's operating budgets and goals for the coming year. This planning consists 
of prioritizing budget requests and identifying related personnel needs and 
allocation. 

This department is primarily a service organization to the other departments 
throughout the Company. As such. Enterprise Field Services coordinates with 
Power Delivery and Power Generation to develop their service model. 

111. Organizational Structure 

The Director of Strategic Business, the Managers of Warehousing and the Vice 
President of Fleet and Meter Operations report to the Vice President of Enterprise 
Field Services. 

Fleet has four divisions with the supervisors of these divisions reporting to the 
Director of Midwest Fleet Operations: 

• Two divisions support several Transportation Service Centers in the greater 
Cincinnati area identified as North and South, each with an equal share of 
equipment or other responsibilifies under each division supervisor. In 
addition, both divisions provide liaison support for PSI District Operations. 
These divisions provide operations, maintenance and repair support for all 
mobile vehicles ofthe Company; 

• The Plainfield Division supports all ofthe PSI service territory in Indiana; 
• The divisions discussed above are supported by Administrative Operations. 

With a supervisor, this division provides administrative, systems, and 
materials support for the department and systems support for the users of 
vehicle inventory and transportation systems; 

• A I ransportation Analyst provides daily support for the computerized Duke 
Energy Transportation S)^tem and the Vehicle System (VHS), and other 
data analyses and systems controls for the department. In addition this 
position serves as the lease administrator for Transportation equipment. 
This position also reports to the Director of Strategic Business; and 

• A Transportation Vehicle Specialist provides direction for the design and 
specification of Transportation equipment along with vendor liaison. This 
position reports to the Director of Strategic Business. 

The Company has eleven Transportation Service Centers (TSC). Each TSC has a 
day shift, and nine also have a night shift. Two Transportation Supervisors cover the 
activities of the day and evening shifts of the eleven Service Centers. They each 
report to the Director of Midwest Fleet Operations. 

An organization chart is included as Exhibit TP-1. 

Meter Operations has two divisions with the Director of these divisions reporting to 
the Vice President of Fleet and Meter Operation: 
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• One division supports the meter needs for both our Gas and Electric in the 
Midwest, Indiana, Ohio and Kentucky. The other division supports the 
electric meter needs in North and South Carolina. These divisions provide 
maintenance and repair support for all gas and electric meters of the 
Company; 

• The Company has two meter operation centers ~ one in Cincinnati, Ohio and 
one in Chariotte, NC. 

Please see the organization chart included as Exhibit TP-1. 

Warehousing has tour divisions with the Managers of these divisions reporting to 
the Vice President of Enterprise Field Services: 

• Two divisions support the Midwest material needs for both the Power 
Delivery and Generation Departments. These divisions store and deliver 
materials for the Power Detivery and Generation Groups. There are 10 major 
storerooms strategically located in Indiana, Ohio and Kentucky. 

• Two divisions support the Carolina's material needs for both the Power 
Delivery and Generation Departments. These divisions store and deliver 
materials for the Power Delivery and Generation Groups. There are 8 major 
storerooms strategically located in North and South Carolina. 

Please see the organization chart is included as Exhibit TP-1. 

IV. Responsibilities 

The major objectives of Enterprise Field Service are to provide centralized, 
efficient, high quality support services to Duke Energy Ohio and its subsidiaries, 
and to Duke Energy Indiana. 

Tlie Fleet Services division's major responsibilities are as follows: 
• Provide and manage transportation resource control systems that require 

accurate reporting and encourage efficient utilization, reduced investment, 
and operational care of transportation equipment; 

• Provide transportation equipment and services to support operations in a 
manner that is competitive with outside contractors for lease alt^natives and 
sufficient to safely satisfy normal and emergency operations; 

• Distribute transportation costs equitably to the user vehicle assignments on 
the basis of acUial operation, maintenance, depreciation, and other vehicle 
related costs; 

• Responsible for all the activities related to replacing, servicing and 
maintaining the fleets of vehicles. 

The Meter Operations division's major responsibilities are as follows: 
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• Provide and manage meter operations' resources, and encourage 
efficient utilization, reduced investment, and operational care of meter 
equipment; 

• Provide meters and services to support operations in a manner that is 
competitive with outside contractors and sufficient to safely satisfy 
normal and emergency operations; 

• Repair and refurbish the gas and electric meters 

The Warehousing Division's major responsibilities are as follows: 
• Provide Storing and handling of all materials required by Power delivery 

and Generation. 

V, Practices and Procedures 

It is the practice of Enterprise Field Services to have intemal service level 
agreements with the business units using transportation equipment and/or having 
associated responsibilities. Certain duties are understood through these agreements 
and are described below as general, specific or associated. 

General Duties 

Generally, Enterprise Field Services duties include: 
• Maintaining knowledge of utility mobile equipment and fleet management 

techniques through technical literature, participation in technical and trade 
organizations, such as, American Gas Association (AGA) and Edison 
Electric Institute (EEI), and visits to manufachirers' facilities; 

• Specifying chassis, bodies, and mounted equipment to meet the 
requirements of Company vehicle assignments; 

• Recommending timely vehicle replacements for a safe and capable fleet; 
• Acquiring equipment, materials, and services required to own and maintain 

the fleet; 
• Repair and refurbish gas and electric meters. 
• Storing and handling and delivery of required materials for Power Delivery 

and Generation. 

Specific Duties 

Specific duties of Enterprise Field Services include: 
• Hiring and training employees to support the various operations; 
• Operating and managing Duke Energy's Transportation System (CTS); 
• Preparing the Enterprise Field Services Budget; 
• Specifying and ordering new vehicles; 
• Managing the meter inventory and assuring refurbishment dates are met. 
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• Overseeing the material storage requirements and handling materials and 
assuring timely deliveries of material. 

Associated Duties 

The department supports and works closely with all departments who use the 
services provided by Enterprise Field Services. It also works closely with the 
Supply Chain Department in vendor equipment demonstrations, equipment order 
discussions, and stocks for the storerooms, and with Tax and Plant Accounting for 
fuel tax, highway use tax, vehicle life studies and fleet inventory records. 

Other departments with which Enterprise Field Services interacts include the 
following: 

• Risk Management division of Treasury Department for accident claims; 
• Human Resources Department for driver safety records, driver records files 

and other employee matters; 
• Treasury Department for lease/purchase analyses and coordination of 

Transportation Equipment Budget; and 
• Payroll and Accounts Payable Departments for payroll summaries, woric 

orders, sales orders, invoices, vehicle charge rates and transportation. 
• Generation Stations for material requirements. 
• Power Delivery for meter and material requirements. 

VI. Decision Making and Control 

The planning/decision making process depends largely on the value of expenditure 
and potential impact ofthe decision to be made. 

Participative management is practiced at all levels. The idea of "team" is understood 
both through the daily activities of the work place and the special groups formed 
with exempt and non-exempt employees to reach specific objectives. Some 
examples of special teams are: training, regulatory compliance alternative fuels, cost 
reduction, vehicle specifications and intemal service coordination with T&D 
Operations, Gas Operations and Supply Chain Services. 

On a monthly basis the department staff meets for an activhy review. Topics ofthe 
meeting are mostly short-term problems or plans. Any general topics are usually 
discussed and decided at special meetings. The broad resource categories of the 
department are: 

• Personnel; 
• Service Center Facilities; 
• Equipment and Tools; 
• Fuels; 
• Budgets 
• Systems; and 
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• Regulatory Compliance. 

VII. Intemal and Extemal Communication 

Intemal communications within the department staff are frequent during each day. 
Supervisors visit the Service Centers several times each week and are in phone 
contact several times during each day to discuss current vehicle maintenance work 
loads and labor status. About every two months the Manager meets with the 
supervisors for general discussions of issues within their division. Every month a 
meeting with all supervisors is held to discuss the status of department activities and 
current topics. 

It IS the responsibility of the Supervisors to provide or conduct monthly safety 
meetings with all the department employees. 

Performance discussions/evaluations between supervisors and subordinates are held 
at least twice a year. These provide the basis for recognizing good performance and 
identifying and clarifying expectations. Those reviews become the framework for 
merit increases and promotions. 

Intemal customer service level agreements were established with the business units 
served by the various operations, particularly looking at the elements important to 
achieving service excellence. 

Intemal communications with supervisors and other employees of other departments 
are on a personal basis in most cases because the Service Centers are normally 
located at the Operating departments' headquarters. Extemal company 
communication is ordinarily with vendors for technical consultation and parts 
specifications. 

VIII. Goal Attainment and Qualification 

Goals of the Enterprise Field Services area in recent years have centered on 
production efficiency and cost reductions such as the following: 

• In 2000 we entered into an alliance for our mounted equipment with ALTEC 
Industries, Inc. This has helped control costs associated with new and rental 
line and bucket trucks; 

• In 2002 we implemented an automatic progression policy for the union 
mechanics in the Duke Energy Ohio service territory. This is an up or out 
program that not only requires experience but certain ASE certifications; 

• hi 2002 we outsourced the fiinction of fiiel purchase to Hightower 
Petroleum, Inc.; 

• In 2006 we merged with Duke Energy and started capturing savings through 
the re-bidding of our lease contract for all vehicles and equipment. 
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In 2006 we have entered into new contracts for Parts and Fuel both 
providing savings to the new Duke Energy. 
In 2006 we entered into a new contract for our mounted equipment with 
ALTEC Industries, Inc. This will helped control costs associated with new 
and rental line and bucket trucks; 
In 2005 we entered into an agreement with Reed City to h^idle material 

management. 
In 2006 we implemented the hitegrated Supply Initiative in generation 
warehousing in the Midwest, 
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Exhibit TP-1 

DUKE ENERGY MANAGEMENT STRUCTURE 
Vice President Enterprise Field Services 
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UPDATED 
Schedule S-4.2 

DUKE ENERGY 
DUKE ENERGY OHIO 

SUMMARY OF MANAGEMENT POLICIES, PRACTICES AND ORGANIZATION 
SUPPLY CHAIN 

SFR Reference: Chapter II (B)(9)(b)(v) 

I. Policy and Goal Setting 

Corporate work policies are established by executive management and are 
embodied in the Working Environment Policy Manual and the Duke Energy Code 
of Business Ethics, which are provided to all employees. These policies, which 
establish guidelines by which Duke Energy employees are expected to conduct 
business, are supported by Supply Chain Services. In addition, employees of 
Supply Chain Services are required to adhere to all corporate policies directly 
relating to the various materials and contract services functions. 

The annual goals for Supply Chain are established in conjunction with the annual 
business plans for Duke Energy. Supply Chain leadership works closely in 
conjunction with operational leadership to establish sourcing and service goals for 
the organization. 

II. Strategic Planning 

Supply Chain uses a planning process that is updated annually for annual 
budgeting purposes and for long range planning with regard to inventory levels, 
personnel, facilities and equipment needs. The operating units provide similar 
information through their business plan to assist the Supply Chain Departments in 
planning decisions regarding the sourcing of material and services. 

The Supply Chain Departments have goals that support the Corporate business 
plan: 

• Deliver savings through sourcing activities that directly contribute to the 
target financial goals; 

• Performance driven, customer focused culture that emphasizes and 
delivers optimal cost and productivity; 

• Create a streamlined organization focused on intemal customer 
satisfaction and continuous improvement that delivers a low cost, high 
value portfolio of services; and 

• Delivers continuous process improvements in back office operations and 
supply chain support systems. 
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III. Organizational Structure 

The Supply Chain Departments report to the Vice President and Chief 
Procurement Officer. The Corporate/Enterprise Supply Chain supports corporate 
and enterprise-wide departments and supports the supplier diversity activities in 
the company. The Power Delivery Supply Chain supports the needs of the 
electric transmission and distribution and the gas distribution operations. The 
Power Generation Supply Chain supports the needs of the power generation 
facilities. Supply Chain Operations provides back office support, including 
Accounts Payable and systems support for the other groups and end users of 
supply chain systems. 

The Corporate/Enterprise Supply Chain is organized into four major functions: 
• Sourcing (including the purchasing function); 
• Alliance Sourcing Center of Excellence; 
• Supplier Diversity; and 
• Asset Recovery. 

Organization charts of the Corporate/Enterprise Supply Chain Departinent are 
attached as Exhibit SC-l. 

The Power Delivery Supply Chain is organized into three major functions: 
• Sourcing (including the purchasing function); 
• Trucking and repair operations; 
• Materials Planning and Integrated Supply management 

The Generation Supply Chain is organized into three primary functions: 
• Strategic Sourcing Origination and Structure 
• Transactional purchasing; 
• Strategic Program management, including Integrated Supply 

management and Craft Labor strategy. 

Supply Chain Operations is organized into four primary functions: 
• Corporate Accounts Payable; 
• Transaction Support; 
• Financial Controls; and 
• Major Program/Project Management. 

IV. Responsibilities 

The Sourcing and Purchasing functions within the Corporate/Enterprise, Power 
Delivery and Generation Supply Chains have the responsibility for all sourcing, 
procurement and contracting activities with the exception of the non-strategic 
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material procured through the Integrated Supply function for Power Delivery and 
Generation. 

The Alliance Sourcing Center of Excellence in the Corporate/Enterprise Supply 
Chain is responsible for management of various corporate alliance initiatives, 
including strategy development, sourcing and contract negotiation, and contract 
implementation. 

The Supplier Diversity function in the Corporate/Enterprise Supply Chain is 
responsible for the development and implementation of various strategies to 
manage the identification and inclusion of diverse suppliers in the sourcing and 
purchasing process. 

The Asset Recovery function in the Corporate/Enterprise Supply Chain is 
responsible for the recovery, liquidation and disposal of identified surplus and 
obsolete materials. 

The Integrated Supply function within the Power Delivery Supply Chain is 
assigned the responsibility for managing the contract with our Integrated Supplier 
(IS). The IS has been contracted to perform the purchasing, inventory 
management and replenishment functions for approximately 70% of material 
required by the Power Delivery business unit. Contracts for strategic materials 
arc negotiated by the Power Delivery Sourcing fiinction, with the Integrated 
Supplier assuming responsibility for execution against those contracts. 

The Material Planner function is responsible for working with the Power Delivery 
intemal customers to address issues around design changes, new products, 
changes in delivery locations and date, and to work with the intemal customer 
groups to improve business processes and practices. 

The Integrated Supply function within the Generation Supply Chain is assigned 
the responsibility for managing the contract with our Integrated Supplier (IS). 
The IS has been contracted to perform the purchasing, inventory management and 
replenishment functions for certain maintenance, repair and operations (MRO) 
material required by the Generation business unit. 

The Craft Labor program management function within the Generation Supply 
Chain is responsible for the overall program management associated with craft 
labor contractors, including contracting strategy, contract negotiation and 
implementation. 

The Corporate Accounts Payable function in Supply Chain Operations is 
responsible for maintaining accounts payable systems to provide control over the 
proper disbursement of corporate assets, to provide Management with information 
for use in the decision-making process, to maintain the vendor master file and to 
assure that accounts payable records are accurately maintained. 
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The Transaction Support function in Supply Chain Operations is responsible for 
end user system support, system administration of supply chain systems, 
maintenance of the stock item catalog and change management and end user 
training. 

The Financial Controls fiinction in Supply Chain Operations is responsible for 
Sarbanes Oxley testing and documentation processes and operational auditing of 
the supply chain function; and 

The Major Program/Project Management functions in Supply Chain Operations 
are responsible for large initiative project and program management associated 
with new systems and/or major process changes in the organization. 

V. Practices and Procedures 

The Supply Chain provides corporate leadership in supply chain management by 
challenging conventional methods and creating superior value in an 
environmentally responsible manner. 

The responsibilities assigned to the Supply Chain Departments are discharged 
through the application of various practices and procedures. The principal 
practices or procedures are as follows: 

• To source and procure material, equipment and services in accordance 
with prescribed specifications at the most favorable total cost of 
ownership, tenns and conditions. To perform routine and emergency 
sourcing, competitive bidding, ordering, expediting and logistics 
operations; 

• To maintain confidentiality of competitive bidding and prices; 
• To develop competition among reputable and responsible suppliers, 

including minority suppliers, and to ensure that the Company receives 
quality products and services; 

• To establish and maintain fair, equitable and ethical relationships with 
suppliers; 

• To review, on a continual basis, all purchased materials and supplies 
and to add to stock or reduce stock or remove from stock as the review 
indicates; 

• To establish and maintain information for inventory authorized by the 
operating departments for regular and special requirements; 

• To create business processes and procedures that ensure processes are 
controlled and accurate; 

• To leverage industry and trade best practices in the design of new 
business processes for the Company; 

• To train others in the Company to utilize capabilities of our systems 
and in the general policies and guidelines related to purchasing 
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• To review of original source documents to assure that transactions bear 
valid approval for pa3mient; 

• To verify the existence of supporting documentation; 
• To perform various accounting balancing activities for accounts 

payable accounts in the General Ledger; and 
• To provide special studies and reports that meet customer, regulatory, 

legal and audit requests 

The Supply Chain Departments directly support all other departments of the 
Company. Close working relationships exist through cross-functional teams and 
participation in materials standards committees. 

Presently, the Company utilizes the Indus Passport system for all activities related 
to the Supply Chain Departments. This system is used to manage inventory 
investment and provides up-to-date information to support the Sourcing, 
Integrated Supply and Materials Planning functions. Aided by the Passport 
system, the Supply Chain Departments optimizes inventory management by: 

Establishment of inventory and service level targets; 
Usage forecasting; 
Calculation of economic reorder quantities (EOQ); 
ABC classification of inventory; 
Materials requirement planning; 
Purchase order tracking and expediting; 
Obsolescence reviews; 
Maintenance ofthe material catalog; and 
Blanket purchase orders. 

Material requests for engineered work from the engineering design groups are 
generally passed electronically to the Passport system at the completion of the 
work estimate, allowing for advance planning of materials needs. 

VI. Decision Making and Control 

The Supply Chain Departments support decision-making at the lowest appropriate 
level within the Department. Decisions are vested throughout the department 
through management as appropriate. Guidelines for making decisions are 
provided by various Corporate policies, Departmental policies, and procedures 
and authorized approval levels. 

Monthly reports of performance are used to monitor performance. 

VII. Intemal & Extemal Communication 

Supply Chain Department staff meetings between the leadership and their direct 
reports are held on a monthly or more frequent basis. Topics conceming 
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personnel, operations, facilities, equipment, goals and processes are discussed as 
necessary at each staff meeting. . 

The Supply Chain Departments publish monthly updates to all employees of the 
performance metrics. Certain key control reports are emailed on a regular basis to 
supply chain employees for remediation, such as blocked invoices. 

Daily reports on operations metrics are published on-line and are available to all 
Company employees. These metrics include inventory balances expediting 
reports and open purchase orders. 

Extemal communication with the Company's supplier base occurs on a daily 
basis through a variety of means. Bid quotes are obtained on an oral or written 
basis by our purchasing persormel or by use of the Frictionless e-sourcing tool. 
This tool is a controlled, on-line means of exchanging infonnation, drawings, and 
questions and ultimately of obtaining pricing from our suppliers. A 
comprehensive supplier focused web site at Duke Energy.com is used to 
communicate important information to suppliers, including links to our supplier 
code of conduct, electronic tools, registration and diversity certification. 

Many suppliers receive our purchase orders through an electronic marketplace. 
This marketplace increases our speed to transmit orders by using the intemet and 
allows suppliers to send us electronic purchase order acknowledgements and, in 
the future, an electronic invoice. 

Suppliers and intemal company users utilize the Supply Chain Help Desk to make 
inquiries and receive answers. This one-stop shop provides a centralized clearing 
house for the supply chain to understand user's issues and to work to answer 
supplier's questions in doing business with us. 

VllL Goal Attainment and Qualification 

The Supply Chain Departments have developed a number of quantifiable 
indicators that are used to establish metrics which reflect our success in 
supporting Company goals and objectives. Goals are identified in the 
departments Short Term Incentive Plans. Listed below are a few performance 
metrics employed by the Supply Chain Departments: 

• Savings achieved from sourcing activities; 
• Integrated supplier performance; 
• Supplier Diversity spend; 
• Financial performance; 
• Help Desk resolution performance; and 
• Improvement in back office processes/streamlining procedures 
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FOREWORD 

The Purchasing function is one of the most common, yet vital, business activities. At 

Cinergy we remain committed to aggressive cost containment for the benefit of our 

customers and shareholders. By definition, purchasing involves securing products or 

services at a price acceptable to both the buyer and seller. 

In practice, the Purchasing function encompasses locating, selecting, purchasing 

and/or contracting all materials, supplies, equipment and services used by our 

Corporation. To do so effectively and efficiently requires everyone's participation. We 

must continue to ensure that we are pursuing innovative ways to manage costs while 

maintaining an overall high quality of service. 

With that in mind, this booklet has been prepared outlining the Corporation's 

Purchasing Policies and Guidelines. It is important that we comply with these policies 

and guidelines and that they become part of our everyday practice so that we continue 

to enhance our competitive position and the level of service provided to our customers. 

James E. Rogers, Jr. 

Vice Chairman, President and CEO 
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/. STANDARD OF BUSINESS CONDUCT 
FOR THE PURCHASING PROCESS 

Cinergy complies with all federal, state and local laws, rules and regulations 

governing its operations. We encourage employees to conduct business with the 

highest legal and ethical standards. We want to continue to be responsible and 

responsive corporate citizens, acting in a moral, ethical and beneficial manner wherever 

we serve. 

Definitions 

The following standards of business conduct for the purchasing process reaffirm 

Cinergy's commitment to these principles. They apply to all Cinergy employees in both 

regulatory and non-regulatory activities who have a business need for products or 

services. Purchasing is Cinergy's Purchasing Department. Suppliers include any 

individual or organization furnishing material, items or services to Cinergy. Vendors 

include any individual or organization able to furnish or proposing to furnish material, 

items or services. Clients refer to the requisitioning Cinergy employees, departments or 

business units. Purchasing Representatives are authorized Purchasing Department 

Buyers and Sourcing Specialists. Products refer to equipment, materials and supplies, 

while Services involve professional or commodity services provided by a contractor. 
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Responsibilities 

Cinergy will: 

Make sure all employees are aware of the standard of business conduct for the 

purchasing process. 

Make available continuing counsel on rules and regulations to any employee 

requesting it. 

Supervisors will: 

. Make sure all current and new employees under their supervision review and 

understand this policy and the non-union employee handbook section on the 

Code of Business Ethics and Conduct 

- Stress to all employees the need for a continuing commitment to these 

principles. 

. Make a personal commitment to ensure their organization operates with the 

highest principles of business ethics and conduct. 

Employees will; 

Be alert and sensitive to situations that could result in illegal, unethical or 

otherwise improper actions, however inadvertent those actions may be. 

. Advise fellow employees if it appears they are in violation of Cinergy rules and 

regulations. If an improper situation isn't corrected, you are obligated to speak 

wilh your supervisor. In the event you wish to remain anonymous, you may caii 

800-354-2714. 

. Seek additional counsel from supervision if in doubt about responsibilities 

regarding this policy. 
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Conflict of Interest 

As Cinergy employees, we are in positions of trust and should conduct ourselves 

accordingly. We must be particularly sensitive to the many situations, on and off the 

job, where a conflict of interest could occur. And we must recognize that sometimes 

even a perception of such conflict could cause harm. 

If an employee or employee's relative (spouse, children, parents, brother, sister, 

in-laws) has an interest in any Cinergy supplier, any Cinergy employee must get prior 

written approval from the Vice President, Reengineering and Shared Services, before 

proceeding with any business transaction with that supplier. Stock ownership in the 

supplier company doesn't cause a conflict of interest as long as the company's stock is 

publicly or privately held and the employee's ownership is less than five percent of the 

company's outstanding stock. 

Supplier Relations 

Cinergy always employs the highest ethical business practices in source 

selection, negotiation, determination of awards and the administration of purchasing 

activities. We comply with applicable government laws and regulations at all times. 

And whenever possible we encourage, establish and maintain competition. 

Cinergy insists that all commercial transactions involving suppliers and 

contractors be conducted at "arm's length". This means we try to prevent suspicion of 

favoritism or unethical practice on the part of employees or others responsible for, or 

who influence in any way, the outcome of such business activities. To that end, follow 

these guidelines: 

. The identify of vendors invited to submit bids shouldn't be revealed to parties 

outside of Cinergy. Internally, discuss this information only with co-workers who 

need to know. This guideline does not preclude the holding of supplier 
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workshops or other similar meetings where the identity of bidders would become 

known. 

. The appropriate Purchasing Representative notifies successful and unsuccessful 

bidders as to the results of their proposal. All other employees should refer 

requests for commercial information to a Purchasing Representative. 

. No Cinergy employee is to reveal a competitive or current supplier's price 

information. We must refuse ali requests by vendors for price information - the 

percentage they were high or low, the relative ranking of the bidders or any 

request that might in any way divulge price or the relative success of their bid. 

Report any such request to your supervisor and to the appropriate Purchasing 

Representative. Internally, discuss price information only with co-workers, 

consultants or engineering firms who need to know. Any deviation from this 

price disclosure policy requires the specific written approval of the Vice 

President, Reengineering and Shared Services. 

Gratuities 

Cinergy employees and members of their immediate families should neither 

accept nor offer gratuities. For this purpose, a gratuity is defined as entertainment, a 

favor or a gift that's more than nominal in cost. Gratuities are sometimes offered in 

return for or in anticipation of obtaining preferential treatment in the course of 

conducting business. 

You may accept an occasional business meal when it's offered as a business 

courtesy without reference to unethical conduct or preferential treatment. You may 

return such a courtesy if your supervisor agrees. 
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Cinergy employees shall not solicit gratuities, favors or gifts from vendors. 

Occasional tickets to entertainment or sporting events, advertising novelties, or 

promotional gifts of nominal value may be accepted. However, the item should be one 

widely distributed to other individuals and firms under essentially the same business 

relationship with the offeror. Gratuities offered frequently from the same supplier are to 

be refused or returned. 

Responsible management must review offers made by present or potential 

suppliers to provide expense-paid business trips. Generally, Cinergy bears the costs of 

flight on commercial aircraft and lodging. Employees shall decline ail offers from 

suppliers regarding partially or fully paid-for pleasure trips. 

During the time after bids have been received and we are evaluating bids. 

Purchasing employees and all other employees directly involved in the evaluation 

process should reject all gratuities offered by bidders to that project. Suppliers and 

contractors repeatedly or significantly failing to observe the provisions of this policy 

could be disqualified from conducting business with Cinergy. 

Antitrust And The Foreign Corrupt Practices Act 

The antitrust laws and the Foreign Corrupt Practices Act of the United States 

prohibit a wide range of transactions or practices. 

Anyone with questions about how antitrust laws or The Foreign Corrupt Practices 

Act apply to a specific situation should consult a Cinergy attorney. 
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Selling and/or Marketing 

Cinergy will not engage in unethical or illegal activity to win a contract nor pursue 

a business transaction to sell any product or service (including scrap and surplus 

sales), where unethical actions, or the appearance of unethical actions, are present 

Cinergy will not engage in such business conduct and will not pursue that business any 

further. 

When representing Cinergy, always make sure our contractual obligations are 

cleariy defined. All information provided relative to Cinergy's products or services being 

offered for sale should be clear and concise. 

Policy Interpretation 

If you have any questions about how this policy affects your specific 

circumstances, contact the Vice President, Reengineering and Shared Services or talk 

with your manager or a corporate or business unit officer. The Company's intention is 

to avoid situations that could reflect unfavorably on our employees or our integrity arid 

reputation in the business community. Failure of Cinergy employees to comply with 

these standards of business conduct could result in disciplinary action up to and 

including dismissal. If you observe or are aware of an ethics violation you should report 

it to your supervisor or responsible Cinergy/Business Unit management. The Company 

also has a toll free number (800-354-2714) where you can report violations 

anonymously. 
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2. GUIDELINES FOR PURCHASING 
MATERIALS AND SERVICES 

Purchasing is the official department for acquiring Cinergy's equipment, 

materials, supplies and services, including contract construction for regulatory and non-

reguiatory activities. Insofar as practical, purchases are made at the lowest evaluated 

cost based on the total cost of ownership on the basis of competitive bids from 

selected, qualified vendors. 

2.0 Qualification of Suppliers and Contractors 

Normally, all suppliers and contractors permitted to bid on Cinergy procurements 

must qualify prior to bidding. 

Exceptions to When suppliers or contractors are expected to furnish products or 

supplier services on a one-time basis, they need not be qualified by the 

qualification: Purchasing Representative and the client as appropriate. The 

requirement may also be waived by the Purchasing Representative in 

special circumstances when the qualifying process is not practicable 

in advance of bidding or when cost limits and risks are reasonable. 

Selection of Bidders 

Request for Purchasing has the responsibility to request and receive all bids from 

Quotation our vendors and contractors. When appropriate, Purchasing will have 

input in determining potential bidders. 
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Developing PURCHASING works with its Clients continually to develop 

sources alternative sources to purchase our products and services and thus 

promote a competitive environment through evaluated cost analysis 

based on a total cost of ownership. It is important to plan ahead so as 

not to exclude potential sources because of unnecessary constraints, 

specifications or delivery date requirements. 

Competitive Bidding 

We request bids only from potential suppliers and contractors that the client or 

Purchasing Representative determines can, on an evaluated totai cost of ownership 

basis, furnish the required product or service. We won't ask suppliers and contractors 

to submit bids if we have no intention of accepting their proposals. Try to allow 30 to 60 

days in your schedule, depending on the complexity of the project, to obtain competitive 

bids, evaluate bids, negotiate and prepare the necessary contract documents. 

Cinergy awards all purchase orders and contracts in accordance with competitive 

bid practices whenever practical. In keeping with this, we'll solicit bids from all qualified 

vendors deemed appropriate. 

Cinergy does not publicize its intention to request bids, and it does not hold 

public bid openings. Vendors should submit bids only to authorized Purchasing 

employees. When bids are expected to exceed $100,000, we request they be 

submitted in a properiy identified, sealed envelope, which we provide. 

Bid Prices and technical information are considered confidential. They shouldn't 

be disclosed outside the company, unless as required by law or regulatory agencies or 

to a consultant or engineer/constructor under contract to perform bid analysis or related 
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work. Sharing bids or copies of bids other than with authorized individuals in the 

evaluation and award decision is not permitted. 

Confirming Orders 

A confirming order is not good business practice as it awards work without 

written documentation and often compefitive bids are not obtained in accordance with 

Cinergy's policies. Confirming orders are to be avoided unless circumstances dictate 

they are necessary. 

If. because of extenuating circumstances, a confirming order is necessary, ask 

the appropriate Purchasing Representative to place the confirming order. The 

Purchasing Representative will then place the order in accordance vwth legal and 

purchasing guidelines which, while not giving Cinergy the protection offered by a 

purchase order or contract, can be of some help if a problem occurs. 

Confirming orders are not to be placed by employees other than Purchasing 

Representatives unless there are mitigating circumstances involved and your 

management has approved it. If you find yourself in such a situation, notify the 

appropriate Purchasing Representative when practical. A purchase requisition must be 

prepared to follow up confirming orders. 

Confirming orders for all services, regardless of value, or for products valued at 

more than $500 may not be legally enforceable unless placed in writing. That's why it's 

important to follow up all confirming orders. 
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Noncompetitive Procurements 

Single source Our basic procurement policy is for competitive bidding. The 

procurements Purchasing Representative, with client's approval, may get some 

products or services from a single source on a noncompefitive basis 

when: 

It is in Cinergy's best interest 

No other qualified sources are available 

. The dollar amount is so small it rules out the possibility of 

savings 

Enough evidence from previous bids and experiences available 

justify the Purchasing Representative placing an order. 

. A single source procurement is authorized by the appropriate 

Purchasing Manager. 

Substantiation When competition is available, we must justify deviating from 

for competifive bidding. The appropriate Purchasing Representative is 

noncompetitive responsible to make sure deviations from these guidelines are 

procurements adequately substanfiated and documented. 

Bid Evaluation 

Responsibility The Purchasing Representative is responsible for coordinating the 

evaluation of all bids. Clients are responsible for evaluating technical 

or other factors as needed for a complete and well-substantiated 

recommendation. 
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Factors 

Late bids 

In evaluating bids, Cinergy considers: 

Quality of product or service 

Compliance with contractual terms and conditions 

Delivery or schedule 

Price and commercial terms 

Agreement with specifications 

Vendor's management and financial integrity 

Unit prices and potential impact 

Utilization of Minority or Woman owned businesses (1^^ or 2"^ 

tier) 

Other factors that may result in lowest overall cost 

We do not allow a vendor or contractor to revise the base price of a 

bid unless there is a change in the scope and all bidders have an 

equal opportunity to revise their price, or unless the bidder has made 

an obvious error. A chance to meet a competitor's lower price with a 

supplementary bid undermines the integrity of bur system and is 

strictly forbidden. 

We generally do not receive late bids. That's discriminatory because 

it favors the late bidder with more time to prepare an offer. If a bid 

arrives late, but bears a postmark prior to the due date from the U.S. 

mail or other recognized delivery service, the Purchasing 

Representative, with client's approval, when appropriate, decides 

whether to accept the bid. If a time extension is granted for the bid 

due date, the Purchasing Representative should notify all bidders and 

offer them the option to resubmit their bids on the revised date. Late 

bids should be sent back to bidders unopened. 
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l\/1istakes Errors or omissions in proposals open up questions of fairness to all 

vendors bidding the project. Purchasing Representatives can request 

vendors to recalculate or submit additional supporting information 

when there are obvious errors in calculations or if items on the bid 

data sheets that don't affect total price are not completed. However, 

when a vendor draws attention to a mistake that materially alters 

either total price or technical merits, the Purchasing Representative 

should consult with his/her Manager and the client when appropriate. 

Changes will be decided on a case-by-case basis. 

Alternate At times a bid may offer an alternative or substitute product or service 

Proposals for the same use as the product or service specified. Purchasing 

Representatives recognize their responsibility to other vendors who 

bid conscientiously on exact specifications. Generally, we'll place the 

order with the vendor who has offered a preferred product - whether 

it's to Cinergy's specification or to an alternative proposal. But to be 

fair, when we are preparing a request for quotation where it's likely 

alternative proposals would be acceptable, we will include a 

statement to that effect on the quotation form. Unsolicited proposals 

are usually not acceptable and will not be evaluated unless 

authorization is given by an appropriate Purchasing Manager, in 

consultation with the client if needed. 

Supplier Diversity 

We actively seek competitive bids for materials, supplies, equipment and 

services from minority and women owned vendors as defined by the Federal 

Acquisition Regulations. We evaluate bids and make awards on a nondiscriminatory 
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basis with no payment of premiums and no restriction of competifion to minority and 

women owned vendors. 

While we cannot promise procurements to minority and women owned 

businesses, we can make some assurances. As an equal opportunity buyer, we will 

provide qualified and certified minority and women owned vendors the opportunity to 

compete for our business. We will evaluate each proposal regarding proven 

qualifications, demonstrated performance and merit of specific ofl'erings. 

Cinergy remains an acfive supporter of the National Minority Supplier Development 

Council, the Indiana Regional Minority Supplier Development Council, The National 

Association of Woman Business Owners and the Cincinnafi Minority Supplier 

Development Council. Cinergy actively participates in trade shows and other functions 

with the intention toward idenfifying and developing contacts and increasing business 

opportunities with minority and women owned vendors. 

Contract Compliance Program 

In compliance wilh the U.S. Department of Labor, Office of Federal Contract 

Compliance Programs conciliation agreement, Cinergy has committed to incorporate 

the equal opportunity clause in all purchase orders as well as leases and contracts 

having an annual value of $2,500 or more, as required by Executive Order 11246, as 

amended, and its implementing regulations. To comply with this conciliation agreement 

requires a purchase order or contract that contains the equal opportunity clause be sent 

to our suppliers and contractors with whom we anticipate placing more than $2,500 in 

yearly business. 
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Service Territory Buying Preference 

Vendors or contractors residing in or furnishing products or services produced 

within Cinergy's service area receive buying preference when pricing and technical 

considerations are equal. 

Negotiations 

Purchasing Representafives are primarily responsible for preparing, formatting 

and conducfing the commercial portion of procurement negotiations. The preparation, 

format and conduct of all procurement negotiations must strictly comply with procedures 

described here and those for administering contracts (see Page 3-10). 

Cinergy generally does not negotiate a vendor or contractor base price in a 

competitive bid situation. However, Purchasing Representafives with appropriate client 

assistance may negotiate terms and conditions involving the procurement of equipment, 

materials, supplies and contracted services for commercial terms other than price — for 

example, escalation, warranties, terminafion provisions, payment and shipping terms, 

technical considerations, etc. However, under at least one of the following conditions 

and with prior approval of the Purchasing Representafive's Manager and/or the Vice 

President, Reengineering and Shared Services, a Purchasing Representative with 

appropriate client assistance may negotiate the base price if: 

. It is determined that the cost of preparing specifications for formal quotations is 

unreasonable or is unwarranted because of prevailing circumstances. 

. It's desirable to divide an award among several suppliers to maintain alternative 

sources of supply or otherwise benefit Cinergy. 

Complex procurements or alliance initiatives requiring consideration of 

alternative or cost-benefit pricing or lotal cost trade offs. 
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Purchasing receives a bid from a single source, or a change is initiated against 

an original purchase order. 

. The applicable Manager, Purchasing with consultation with the client when 

appropriate, determines it's in Cinergy's best interest to negotiate. 

Purchase Order Awards 

Authority Under direction of the Vice President, Reengineering and Shared 

and Services, applicable Purchasing Representafives are responsible for 

approvals the award of all purchase orders, contracts and associated change 

nofices and amendments based on authorized requests. Designated 

Purchasing Representafives possess specific dollar level approval 

authorizafion, according to their level of job responsibility as confirmed 

by the Authorized Approvals Manual. 

Basis If the basis of an award isn't evident, the Purchasing Representative will 

point it out and, if necessary, jusfify it on the bid tabulation sheet or 

another document placed in the file. 

For example, if we award a purchase order on a noncompefifive basis, 

or if a vendor other than the low-dollar bidder is selected, the 

Purchasing Representative or the client justifies the award basis, as 

appropriate, and the Purchasing Representative ensures it is placed in 

the purchase order file where it is maintained at least until applicable 

legal statute of limitations expire. 
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Suppfier As appropriate, the Purchasing RepresentaUve lets bidders know if they 

were successful. Generally, we only tell bidders the name of the 

successful supplier or contractor. The Purchasing Representative may 

authorize you to tell unsuccessful bidders technical reasons that kept 

them from receiving an award. However, we never disclose the 

following informafion: 

. Prices 

. Proprietary data of successful or compefing bids 

. Standing of unsuccessful bidder among all bidders 

. Percentage range of difference from award price 

. Idenfity of other bidders 

Purchase In most cases, the client managing the work is responsible for 

order and administering the order or contract and making sure the supplier or 

contract contractor fulfills all contract requirements. The Purchasing 

administration Representative shall discuss with the client who is responsible for 

administering the work by name and make that known to all affected 

Parties. A copy of documentation the client sends or receives 

concerning commercial or important technical items should be sent to 

Purchasing to ensure the purchase order or contract file is complete. 

After award of a purchase order or contract, Purchasing remains 

responsible for issuing all change nofices or contract amendments. 

Purchasing will continue to provide support and assistance in 

administering commercial aspects of the order or contract. Purchasing 

is responsible for submitfing signed original copies of formal 

agreements to Corporate Records and copies to Legal Department, 

client, and Purchasing for fife. 
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Contacts 

Suppliers The appropriate Purchasing Representafive is the primary Cinergy 

contact for all commercial relafions with suppliers and contractors 

furnishing products or services, especially during bid evaluations. 

Technical 

Legal 

Somefimes contacts between suppliers or contractors and clients are 

necessary and desirable. You should coordinate such contacts through 

Purchasing by letfing the appropriate Purchasing Representative know 

about all contacts that may concern current or future procurements as 

appropriate. Technical contacts between client departments and 

suppliers or contractors should not include discussions concerning 

price, commercial terms or contractual provisions while under bid 

evaluafion. 

You should coordinate requests for legal review of terms and 

conditions, proposals or contracts through Purchasing. In most 

instances, we can resolve cohflicfing terms and condifions or other 

matters without Legal Department assistance. 

Conforming to Legal Requirements 

In ail procurement acfivities, Cinergy complies with all applicable legal 

requirements. We require all suppliers and contractors we do business with to do the 

same. 

Exceptions 

We realize that somefimes extraordinary condifions arise, requiring responsible 

individuals to make immediate decisions that result in deviations from these guidelines. 
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If this happens to you, try to obtain prior approval from the authorized level of 

management and document your resulting procurement actions. 

This action, however, should only occur in exceptional circumstances. 
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3. GUIDELINES FOR 

REQUESTING QUOTATIONS 

The Company authorizes Purchasing Representatives to obtain competifive bids. 

whenever possible, in accordance with Company policy. 

Less than $25,000 

When a Purchasing Representafive can acquire products and services for less 

than $25,000, the Purchasing Representafive may order from any reliable source. We 

allow single-source procurements but require price checks with several vendors, 

documented in the Purchase Order file, when buying unfamiliar products or services. 

As long as a bid is for standard and/or non-complex products and services 

greater than $25,000 but less than $50,000, the Purchasing Representafive may accept 

verbal quotations consistent with Cinergy's policy on compefitive bidding to maintain a 

competitive-bidding environment (see Page 2-2). However, we require written 

quotafions for products and services costing more than $25,000 but less than $50,000 

in the following circumstances: 

For all capital equipment 

From vendors whose quotafions are likely to conflict with Cinergy's standard 

terms and conditions 

When permanent documentation is essenfial 

To get a written quotafion, a Purchasing Representative uses the department's 

"Request for Quotation" format. The RFQ should include, but not be limited to: 

quantity, description, delivery requirements, special condifions, drawings, specifications 

and applicable dates. If replies should follow a certain format, the Purchasing 
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Representafive states that in the RFQ. The Purchasing Representative should be 

thorough, attempting to limit all known variables. 

The Purchasing Representafive should get quotations from at least two sources, 

If available. A single-source procurement can be made, but the Purchasing 

Representative, with input from the client, when appropriate, must justify that decision in 

writing. The justification must be included in that transactions file. 

$50,000 or More 

Products and services with esfimated prices of $50,000 or more require written 

proposals. Just as in situafions involving purchases of less than $50,000, the 

Purchasing Representafive should be thorough and attempt to limit all known variables. 

The RFQ should state in writing the same kinds of information — quanfity, descripfion, 

delivery requirements, special conditions, drawings, specifications, applicable dates and 

the format replies should follow. 

When bids are expected to exceed $100,000 Purchasing Representafives must 

obtain sealed, competifive bids from at least three qualified and available sources. 

Each vendor or contractor is asked lo return al least two copies of its proposal in a 

sealed bid envelope lo an autiiorized representafive of Purchasing . Purchasing 

Representafives will record all quotafions on a bid tabulation sheet and attach it lo the 

original requisition lo serve as a backup document once the order is placed. Al! bids 

received and any applicable documentation, including the bid evaluafion and 

recommendation, is placed in that transactions file. 
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Sealed Bids 

Purchasing Representatives can request sealed bids when they think it's in 

Cinergy's inleresl to do so or when procurement value is expected to exceed $100,000. 

Vendors or contractors must place at least the commercial portion of their 

proposal in a sealed bid envelope. The Purchasing Representative will provide the 

envelope when they send out the RFQ. 

When received, sealed bids remain unopened unfil all bids are received or unfil 

the designated due date and fime has passed. 
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4. GUIDELINES FOR 

ADMINISTERING CONTRACTS 

The Purchasing Department coordinates the contracfing process. Purchasing 

Representafives in Purchasing generally are responsible for the procurement of 

products and services in accordance with established procedures and within standard 

commercial terms and conditions. But when they administer contracts, they're primarily 

concerned with procurements requiring negotiated terms and condifions that may 

deviate significantly from our standards, in addition to this guideline, see the Corporate 

Policy on contractors, contract employees and consultants issued January 30, 1998. 

General Contract Definitions 

For our purposes, a formal contract is a procurement document agreed to and 

signed by two or more parties. It sets forth promises between the parties and can be 

enforced by law. It also provides a basis for evaluating and resolving all claims and 

disputes that arise between the parties. 

As used within Purchasing, a contract for the procurement of products and 

services may take the form of: 

Purchase order Includes any attached general specifications, terms and 

condifions, technical specifications, drawings, etc. Electronic 

versions may be utilized (i.e.. Passport) when authorized by the 

applicable Purchasing Manager(see Pages 2-7 through 2-8) 

Lease agreement Generally involves a third-party financing agreement 
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Uniquely drafted A unique, negotiated agreement, a formal contract is specifically 

formal contract designed to address a particular procurement transaction. This 

type of contract is used because either the transaction isn't 

adaptable to Cinergy's standard commercial terms and conditions, 

or it is not normally intended for the other types of contracts 

described above. 

In Practice 

All procurement transacfions for services and all product purchases for more 

than $500 in value must be finalized as written documents. That is, they require 

contracts as defined above, which must be executed as required in the Authorized 

Approvals Manual. No work is to be performed unfil a contract or purchase order has 

been approved. 

Client senior management or the applicable Manager, Purchasing may, witti 

knowledge of the risks that may be incurred, have the authority to cause work to begin 

prior to approval of any form of contract 

Form The Purchasing Representative will coordinate with the client and Legal 

Department, as necessary, lo determine what type of contract we will 

use to consummate a procurement transacfion for the required products 

and services. 
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Participation Before beginning any negofiafions vwth a vendor, the client needs to 

consult with his/her appropriate representafive in Purchasing, to 

determine to what degree and in what manner Purchasing will 

participate in the negofiafions. The Purchasing Representative may act 

as exclusive negotiator, a member of an interdepartmental team, or in 

an advisory capacity. 

Exception Clients are encouraged to talk with vendors to determine the technical 

capability of their product or services. However, no commitment to any 

terms and condifions shall be made without approval of the appropriate 

Purchasing Representative. 

Review Purchasing ensures contracts that vary significantiy from our standard 

terms and conditions will be reviewed by Legal Department and other 

affected Cinergy departments prior to execution by the appropriate 

business unit 

Disputes The client should inform his/her Purchasing Representative whenever a 

dispute arises between the client and a contractor involving a claimed 

breach of contract or an interpretation of a contract that could alter its 

original intent. 

Responsibility 

Purchasing Representatives, with client involvement when appropriate, perform 

the contract administration funcfion by: 

. Representing the Vice President Reengineering and Shared Services, as 

necessary in negotiating contract disputes. 
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Renewing existing or formulating new contracts involving transactions not readily 

adaptable to standard terms and conditions or normally intended for contracts 

previously defined. 

Developing, reviewing and monitoring compliance with policies and procedures 

for administering contracts. 

Developing, updating, publishing, monitoring and interpreting standard terms and 

conditions for various kinds of procurements. 

Client The business unit requisitioning the product or service is responsible for 

daily administration of the contract at the working level, after it's 

executed and in place. 

Procedures 

Bidding procedures and procedures for processing contracts that take the form 

of purchase orders, change nofices and lease agreements are explained in other parts 

of this manual. The procedures ouUined below describe steps necessary to process 

unique contracts that require Purchasing's assistance in contract administration. 

Preliminary Planning Discussion 

When you decide to procure equipment materials, supplies or services that 

require a uniquely tailored formal contract, set up a preliminary discussion with your 

appropriate representafive within Purchasing. Procurements that require uniquely 

tailored contract involve: 

. General commercial terms and conditions significanfiy different from our 

standard. 

. A contract life of more than one year 

. A dollar commitment of $1 million or more. 
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Significant risk to Cinergy, regardless of contract amounl or time duration. 

Innovative or unique provisions, rights, or obligations. 

The preliminary discussion should cover matters including: 

. The nature of the transaction and any special terms and conditions required. 

. Target dates for preparation, bids, negotiation, evaluafion, award, etc. 

. The contract's general format. For example, will il be a purchase order with 

referenced documentation, a vendor contract as amended by Cinergy or 

Cinergy's contract as amended by the vendor? 

. The extent of Purchasing's participation. 

NOTE: Sometimes we receive a purchase order requisition that we feel should be 

processed as a unique contract. If this happens, we will contact you to arrange 

a preliminary meefing. 

Contract Formulation 

The client and Purchasing will: 

. Prepare appropriate language lo address the procuremenfs unique nature. 

Purchasing is generally responsible for commercial terms and condifions, and 

the client is responsible for technical terms and conditions. 

Evaluate, investigate and prepare a list of bidders for approval, if the contract will 

be bid. 

. Review the proposed contract with Legal Department and with other appropriate 

management for proposed language, parameters for negotiating an agreement 

and if needed, the evaluation criteria and the list of bidders. 
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Negotiation 

Negotiation of a contract wilh an appropriately selected vendor is conducted by 

designated Purchasing Representatives and client departments as agreed upon in the 

preliminary planning meeting. 

Agreements reached during negotiations must be within parameters approved 

during the formulation process. An impasse reached during negotiations, which the 

Purchasing Representafive can resolve only by exceeding established guidelines, must 

be reviewed and approved by the authority that approved the inifial guidelines. Any 

deviation from specifications will be approved by the client 

We conclude negotiated agreements with the understanding that before 

execution the agreement may be subjecl lo additional review and approval by our Legal 

Department Legal is responsible lo review and approve the contract as to its 

acceptability as a valid contract and returns it to Purchasing. Purchasing may then 

forward it to other appropriate departments or business unit management for review, as 

necessary. 

Contract Execution 

Allow for up lo 20 days in your planning process for contract execution as 

Purchasing must make sure appropriate departments review the contract before it's 

executed. Then, after a final agreement is negotiated, Purchasing prepares the 

contract document in sufficient copies and sends all copies to the vendor for approval. 

The vendor returns all copies of the contract to Purchasing. When we receive the 

vendor-executed contracts, we prepare a purchase order or contract that serves as an 

approval document authorizing the dollar expenditure wilh appropriate account 

distribufion. When an appropriate Cinergy or business unit officer signs the contract 
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we send one original lo the vendor with a copy of the purchase order. We distribute 

Cinergy's original to Corporate Records and olher copies to the client department 

Legal Department, and any other affected departments, and lo individuals with direct 

responsibility for day-to-day contract administrafion. 

Day-to-Day Administration 

The client must ensure the day-to-day administration of the contract wilh respect 

to such matters as: 

Monitoring and enforcing contractor performance of contract terms. 

Reviewing and approving invoices. 

- Inspecting and accepting the contractor's product or service to ensure contract 

compliance. 

. Resolving disputes that may arise (to the extent that the resolution does not alter 

terms and conditions of the contract). 

Disputes 

If you cannot resolve disputes within the intent of agreed-to terms and 

condifions, and a uniquely tailored contract is involved, contact your Purchasing 

Representative. If we issued the contract under a purchase order, you should refer the 

problem to the Purchasing Representative issuing the purchase order or the Purchasing 

Representative responsible for that commodity.The client acting jointiy with the 

Purchasing Representative, and with other departments that have input, will negotiate 

the dispute with the contractor in a manner similar to that used to negotiate the original 

contract. If a settiement is not attainable to the dispute, coordination with the Legal 

Department may be necessary. 
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Amendments 

We must process a purchase order change notice or a contract amendment if a 

client wants to alter, add or delete any contract provision. Purchasing will prepare, 

exchange and assist the client in negotiafion of any amendment language with a 

contractor. 
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5. GUIDELINES FOR MAKING 
FOREIGN PURCHASES 

Because of special market conditions, it may be in Cinergy's interest to consider 

foreign vendors. A foreign vendor could be a private, semi-private or government entity. 

It is considered "foreign" if our payment for products and/or services results in a 

contribution to the gross nafional product of another country. 

Justifying Foreign Vendors 

Generally, we will solicit bids from qualified foreign vendors when: 

. A single source or an insufficient number of domesfic vendors is not available to 

allow a compefitive bid situation for the product or service. 

. Total evaluated value to be achieved by awarding a product or service lo a 

foreign vendor is significant to Cinergy. 

. Procurement informafion shows domestic vendors are unlikely to meel critical 

delivery or technical requirements. 

. Procurement informafion shows the contractual terms and condifions demanded 

by domestic vendors would be unacceptable to Cinergy. 

. Material or equipment available from a foreign vendor is belter quality. 

No domestic vendor is available for the product or service you need. 

. The Vice President, Reengineering and Shared Services or the Client 

determines that it is in the best interest of Cinergy to purchase from a foreign 

vendor. 

Evaluating Questionable Circumstances 

Sometimes a competitive bid situation will exist between a domestic vendor and 

its foreign competifion. Then we may determine an evaluafion factor that's attributable 

to foreign content and add that to the base proposal. 
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Evaluating Bids 

We take a number of factors into accouni when evaluating bids from foreign 

sources. Among those factors are qualifications, inspection, communication and 

coordination complexities. 

We also consider additional expenses naturally associated with doing business 

abroad. Those expenses may include: 

Shipping and transportation costs and time. 

. U.S. Customs duty costs and other expenses of importing, such as customs 

broker fees. 

Added insurance protection. 

Monitoring and expediting expenses at the manufacturing locafion. 

Currency fiuctuations and exchange rale. 

And, since we must maintain what we purchase, we look at additional spare 

parts support, the spare part inventory held in the U.S., the potential cost of repairs and 

the availability of service or maintenance personnel. 

Awarding Bids 

We may place orders directiy with the foreign vendor or a U.S.-based subsidiary 

or agent. We prefer delivery designated as FOB destination with the shipper acting as 

importer of record, responsible for paying customs duty and brokerage charges. 

However, if required, Cinergy can do this. 
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PRINCIPALS AND STANDARDS 
OF PURCHASING PRACTICE 

Advocated by NATIONAL ASSOCIATION OF PURCHASING MANAGEMENT. 

Loyalty to the Company, Justice To Those With Whom We Deal, Faith in Our 

Profession. From these principles are derived the N.A.P.M. standards of purchasing 

practice. 

1. To consider, first the interests of the Company in all transactions and to carry 

out and believe in its established policies. 

2. To be receptive to competent counsel from our colleagues and to be guided by 

such counsel without impairing the dignity and responsibility of our office. 

3. To buy without prejudice, seeking to obtain the maximum ultimate value for each 

dollar of expenditure. 

4. To strive consistenfiy for knowledge of tiie materials and processes of 

manufacture, and to establish practical methods for the conduct of our office. 

5. To subscribe to and work for honesty and truth in buying and selling, and to 

denounce ali forms and manifestations of commercial bribery. 

6. To accord a prompt and courteous reception, so far as conditions will permit to 

all who call on a legitimate business mission. 

7. To respecl our obligations and to require that obligations to us and lo the 

Company be respected, consistent with good business practice. 

8. To avoid sharp practice (auction bidding). 

9. To counsel and assist fellow purchasing agents in the performance of their 

duties, whenever occasion permits. 

10. To cooperate with all organizafions and individuals engaged in activities 

designed to enhance the development and standing of purchasing. 
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Schedule S-4.2 

DUKE ENERGY 
DUKE ENERGY OHIO 

SUMMARY OF MANAGEMENT POLICIES, PRACTICES AND ORGANIZATION 
CUSTOMER SERVICE 

SFR Reference: Chapter II (B)(9)(d)(i,ii,iv,v) 

Policy and Goal Setting 

Customer Service supports the corporate policies and objectives as described in the 
Working Environment Policy Manual through the Department directives, procedures 
and practices. In addition, policies defined by the Federal Energy Regulatory 
Commission (FERC) and the Code of Business Ethics (COBE), are supported and 
followed within the Customer Service organization. 

Policy making also occurs at the department level primarily through the Business 
Standards and Integration (BS&I) group. This group was formed in April, 2006 
after the Duke Energy - Cinergy merger, to simplify existing processes and to 
maximize the effectiveness of Customer Service's systems and resources. 

The BS&I team gathers input irom all areas of Customer Service and also works 
with key stakeholders outside of Customer Service such as Gas Operations, Meter 
Operations, Meter Reading, Service Delivery, Customer Strategy and Electric 
Operations. The BS&I team works cohesively to establish policies and procedures 
that make the Customer Service business more efficient and cost effective. 

Departmental policies are communicated to the management team at department 
staff meetings. The Management team then communicates these policies to their 
staff that in turn communicate the policies, where appropriate, to individual staff 
members. Department policies are often reviewed by supervisors and the work 
force in small group meetings. The purpose ofthe meetings is to ensure there is 
an understanding of the policies and their importance in relation to serving the 
customer. 

Goal Setting 

Annual and long-range goals and objectives are established by executive 
management and are embodied in the US Franchised Electric & Gas business 
plan. The senior vice president of Customer Service meets with the Customer 
Service management team to establish a business plan that supports the goals of 
the US Franchised Electric & Gas. Attached as Exhibit CUC-2, is an excerpt 
from the 2007 Customer Service Business Plan. The Customer Service 
management team is responsible to then develop business plans for their specific 
department, which supports the overall Customer Service plan. Non-union 
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employees are compensated according to the results of these goals combined with 
the results of Customer Satisfaction surveys, how well we did on achieving our 
major Customer Service initiatives, and overall performance of the Company as 
determined by eamings per share. 

The Customer Service management team reviews the progress of the business 
plan and objectives monthly. The senior vice president of Customer Service aiso 
reviews progress against these goals with senior management on an as-needed 
basis relative to the importance of the goals/objectives in supporting the 
Company's objectives. 

Some of the criteria used in the Customer Service Department's goal/objective 
setting process are: 

• The goals must support and foster the corporate charter to create 
superior and sustainable value for our customers, employees, 
communities and investors through the production, delivery and sale of 
energy and energy services; 

• While working to achieve our goals and objectives, we remain focused 
on our values of stewardship, integrity, safety, respect for the 
individual, high performance, and win-win-relationships; 

• Appropriate targets and measurements must be developed; 
• Goals/objectives must relate to company initiatives and be cost-

effective; and 
• Goals/objectives must effectively serve both extemal and intemal 

customers. 

Within our Call Center, our representatives are eligible for an incentive payment 
on a quarterly basis, based on individual performance. Individuals are measured 
on components such as call quality, adherence to schedule and availability. In 
addition, management incentive plans also include customer satisfaction goals and 
objectives. 

II. Strategic Planning 

To determine short and long-term strategy, the Customer Service leadership team 
reviews corporate objectives, customer feedback and employee feedback. The 
business plan includes initiatives that are to be accomplished over an 18 to 24 
month time period. The business plan includes action steps to achieve the 
initiatives as well as milestones and timelines. 

An example of Strategic Planning is our current technology plan, which details 
various technology enhancements that will take place in 2007 and 2008. These 
enhancements are designed to serve our customers more efficiently and cost 
effectively while providing our customers with added convenience. This list of 
enhancements includes the implementation of an Energy Data Management 
System, which will provide a single repository for all of our meter data and 
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supports the building of an advanced metering infrastructure. This system will 
enable us to transform our business processes related to meter data, and it will 
facilitate future merger transitions 

Within our call center, we have continued to make a number of technological 
improvements within the past couple of years. Our Automated Phone System 
enables customers to perform a number of self-service options such as, report an 
outage. Budget Billing setup and remove, BillPayer 2000 setup and remove, 
check the amount due and due date, verify amount and date of last payment, pay 
by phone, confirm amount and due date to prevent disconnection for non­
payment. Fixed Bill enrollment, EZRead enrollment, enter gas and/or electric 
meter readings, update phone number in the billing system and make payment 
arrangements. Screen Pop is another feature that enables the customer service 
representatives to assist the customer more efficiently by automatically accessing 
the customer's account whenever the telephone number that the customer is 
calling from, matches the telephone number we have in our billing system. To 
help ensure accessibility during storms, we have contracted with Twenty-First 
Century Communications to augment our self-serve options of reporting outages. 
These features also provide infonnation to the customer as it pertains to their 
outage such as, estimated restoration time/date, first outage call received time/date 
and the cause ofthe outage. 

We have also introduced a number of self-service applications via our website at 
www.duke-energy.com. Customers can register for our Online Services and 
perform transactions, such as report an outage, view and pay bill online, check the 
amount and due date of current bill, access billing, payment and usage history, 
enroll in our Budget Billing Program, request service to be turned on or off, report 
electric trouble, utilize the Home Energy Calculator, submit meter reads and view 
meter reading schedules. Customers can also read important messages posted 
online about events as they are happening through our status messaging tool. 

Other strategic planning is guided by the results of our customer satisfaction 
surveys. As customer data is analyzed, the results are forwarded to appropriate 
departments and management Based on the results, recommendations and 
decisions are made and factored into our strategic planning. 

III. Organizational Structure 

Customer Service is headed by a senior vice president who reports to the Group 
Executive, President and Chief Operating Officer, US Franchised Electric & Gas. 
The department is divided into six areas: Call Center Operations, Customer 
Service Platforms, Revenue Services, Energy Data Management, Business 
Standards & Integration, and Customer Service Support. All six areas are headed 
by a vice president/general manager/director who reports directly to the senior 
vice president Organizational charts are attached below as Exhibit CUC-l. 
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IV. Responsibilities 

The major responsibilities of Customer Service include the following: 

Customer Contacts 

Customer Service has general responsibility for handling customer contacts by 
telephone and e-mail for residential and small business customers related to a wide 
variety of billing and service matters, complaints, adjustments, and gas and electric 
trouble calls. Also, telephone calls trom builders and contractors regarding 
preliminary gas and/or electric service matters such as inspections, new meter 
installations, etc., are handled by Customer Service. 

Customer Service also manages our customer service offices, where customers can 
walk in and make a payment, make payment arrangements, or discuss any billing 
matter with one of our customer service representatives. We also manage Pay 
Agents where customers can also make payments at a local retailer that typically 
offers extended hours of operation. In addition we have the responsibility to 
maintain and update all customer related web content on the Company's website as 
well as functionality for Online Services. 

Revenue Services 
In general, the Revenue Services area performs most of the functions in the 
Company's retail revenue process. As depicted in the following diagram, once 
customer accounts are created. Revenue Services performs most of the activifies 
related to preparing the customers' bills, processing payments, managing collections 
and reporting revenue. 

Create -Connect v Measure/ 
' Account ^'Customer y^ Validate 

-<i S Usage-

J \ C a l c u i a t e \ P r e s e n t ^^ ResoiveN^^ ProcessxManage XRepor t \ . 
ley^ C h a r g e s ^ Bill y ' I n q u i r i e s ^ Payments /CoHect ion^ Revenue/^ 

> S o m e Act iv i t ies " ^ J > Most Act iv i t ies 

BiUing 
• Render timely and accurate bills; 
• Resolve usage/billing exceptions accurately and fimely; 
• Support other departments with billing information necessary to aid in 

resolving customer inquires; 
• Investigate billing problems and initiate billing in cases of un-metered or 

miscalculated gas/electric usage; 
• Provide operational support for billing; and 
• Maintain proper controls to ensure ali accounts are billed as scheduled. 
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Credit & Collections 
• Establish and implement credit and collection policies, in compliance with 

state regulatory requirements; 
• Take action on past-due accounts (primarily residential); 
• Investigate, and initiate billing and collection actions, in cases of fraud and 

meter tampering; 
• Administer Percentage of Income Payment Plan, medical certification and 

life support programs; and 
• Initiate account adjustments, claim filings, and collection efforts, ifany, for 

customer bankruptcy filings. 

Payments 
• Apply payments to customer accounts in a timely manner; 
• Validate system controls are operating appropriately and effectively; 
• Administer, apply, and collect agency payments (Vouchers, PIPP Intents, 

etc); 
• Provide Operational support for Payment related questions; and 
• Maintain proper account records and controls to assure the integrity of 

reported gas and electric usage and revenue and accounts receivable 
balance. 

Certified Supplier Business Center 
• Manage the business relationships with gas and electric suppliers 

participating in Duke Energy Ohio's Customer Choice programs; 
• Execute Customer Choice back-office operations; and 
• Create and implement Customer Choice business processes and support 

other departments by providing Customer Choice information. 

Regulatory Reporting and Complaint Resolution 
Customer Service aiso works with the PUCO and Ohio Consumers' Counsel 
(OCC) to provide required reports such as the OSCAR report (detailed 96 column 
report regarding PIPP accounts, number of disconnects, number of reconnects, 
and more) and other reports upon request This group also handles escalated 
complaint calls that are referred by the call center, the PUCO and OCC for 
resolution. 

Customer Satisfaction 
Customer Service works with the Customer Strategy Department to manage 
customer satisfaction surveys and to mine the data and determine customer 
improvement initiatives. Surveys include customer contact surveys for residential 
customers, new service installations, e-mail requests, Online Services, and e-Bill. 

Energy Data Management 
Customer Service has a dedicated group responsible for establishing and 
implementing an Energy Data Management System (EDMS). This system will 
provide a single repository for all of our meter data and will support the building 
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of an advanced metering infrastructure. Once implemented, this system will 
streamline the validation, estimation and exception process as well as remove 
complexity of meter device issues from downstream systems. In addition, the 
EDMS will provide scalability by providing economical support for meter data, 
processing and storage for 14,000,000 customers (19,000,000 meters) with 
incremental additions based on future mergers. It will provide flexibility by 
having automated processing of standard business rules for validation, edifing, 
and esfimating and aggregation and billing determinant calculations. It will 
provide simplification by providing consistent normalization of data, consistent 
and early exception management, and isolate complexity of meter infrastructure 
management issues from the Customer Information System and other systems. 
We expect to implement the EDMS to the Business and Industrial customers by 
mid-2007 and to the mass market by early 2008. 

Customer Service Platforms 
Customer Service is also responsible for continually evaluating our systems and 
technologies used throughout Customer Service, to ensure that we have the right 
systems and tools in place to run the business efficiently and cost-effective, both 
now and in the future. We have a group dedicated to working with key 
stakeholders throughout the organization to identify "pain points" (what's not 
working or what's causing breakdowns in business processes, etc.), and to 
research and evaluate what technology is needed to improve our business 
processes across the organization. This group is strategic in their approach to 
ensure that the most cost-effective measures are taken, and that technologies are 
scalable for future growth. 

V. Practices & Procedures 

Customer Service develops its operating procedures with supporting input from the 
various departments with which the department has close interaction. These 
interacting departments include Meter Operations, Regulatory Compliance, Legal 
Department, Corporate Communications, Information Technology, Gas Operations, 
Meter Reading, Communication Strategy & Energy Efficiency, etc. 

Customer Service provides staff support for department-related projects that are 
developed on a corporate-wide basis. The conversion of our Customer Management 
System (CMS) is a good example of this. We also have a cross-fimctional Customer 
Satisfaction Council, focused solely on evaluating results of customer satisfaction 
and determining recommendations for improvement 

Operational guidelines are provided for use by the office and field work forces. 
Day-to-day operational decisions are made by the respective vice presidents/general 
managers/directors or senior vice presidents, as these decisions affect normal 
division operations. Unusual problems and events are discussed with the department 
senior vice president and affected vice president/general managers/directors. The 
vice president keeps the US Franchised Electric & Gas president informed of 
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significant events that could affect the overall operation of the department in a 
material way. 

Decision Making and Controls 

At monthly staff meetings held by the senior vice president with the vice 
presidents/general managers/directors, recent developments intemal and extemal to 
the department are discussed and reviewed. Where appropriate, decisions are made 
which will enhance overall department operations. 

The vice presidents/general managers/directors in turn have staff meetings with their 
employees as needed. Any decisions that affect the work force are discussed with 
the employees in small group meetings, and feedback is solicited and received. 

Day-to-day decisions, as they pertain to the various jobs in Customer Service, are 
normally rnade by the employees performing the jobs. Certain guidelines are in 
place to assist employees in decision making. These guidelines are communicated 
to employees through online or printed training manuals and departmental 
procedures. Each employee's work is monitored by supervision to make sure 
decisions are consistent with policies and procedures. 

Major decisions, such as the need to work overtime for a large number of 
employees, are made by supervisors, with the approval ofthe department manager. 
Information regarding especially significant decisions is forwarded to the senior vice 
president and the US Franchised Electric & Gas president in weekly or bi-weekly 
reports. 

Specifically, the need for overtime in the call center is evaluated by workforce 
management. The dollars needed for planned overtime are tracked on a weekly 
basis and compared to the budget dollars for overtime. Workforce management 
approves overtime up to the budget amount. If the need for overtime exceeds our 
budget dollars for the week, a manager must approve the overtime. 

The following are examples of controls that are in place to assist the department 
supervisory staff in their efforts of determining that the various systems and 
procedures are fiinctioning properly: 

• The Call Center telephone system has the capability of generating reports 
that enable management to tabulate each customer representative's activities 
on the telephone. In addition, supervisors of the Call Center are able to 
measure group productivity and effectiveness with this data; 

• Another example of a control is the level of authority that various employees 
have when making a monetary adjustment to a customer's account. An 
employee must have documented approval from his/her supervisor to make 
an adjustment that is beyond the employee's authority; 
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• Further intemal program controls exist involving certain biUing adjustments, 
which are processed in the Customer Management System (CMS). These 
controls consist ofthe blocking out of entries by unauthorized employees; 

• Customer and meter movement orders not processed within three working 
days from receipt in the Work Order group are given a high priority to 
follow-up; and 

• Service Delivery monitors response time for Gas and Electric Trouble calls 
to ensure that we are responding in the appropriate amount of time. In 
addition, they measure the number of tum-on and turn-offs taken and the 
number worked. If there are any discrepancies or red flags in any of these 
reports, the necessary action is taken to correct the situation. 

In addition, the installations of various internal electronic systems have enabled the 
department to develop better measurement of performance of our work force, as well 
as to utilize the system for training purposes in a more effective manner. 

As mentioned in an earlier section, when appropriate, participatory management is 
being used in decision making processes. Recommendations from teams generally 
include control provisions, which are implemented, if approved, by departmental 
management 

VII. Intemal and Extemal Communication 

Customer Service communicates intemally with employees through meetings, e-
mail, the Portal, This Week @ Duke Energy Newsletter, Duke Energy Ohio & 
Kentucky Weekly, and written procedures. In addition, bulletin boards are 
strategically located throughout the department Periodically the president and/or 
senior vice president and vice presidents/general managers/directors will hold 
employee meetings to give employees the opportunity to voice their concerns and 
opinions. Lines of communication exist through various project teams and the 
Business Standardization & Integration group, which is used to resolve problems 
and encourage teamwork and cooperation across departments. 

External communication occurs through a variety of channels including the 
following: 

Letters to customers; 
Bill messages; 
Bill inserts; 
Attendance at public hearings and meetings; 
Presentations at community meetings, agencies, rotary clubs, city council; 
Volunteer work in the community; 
Membership in professional and civic organizations; 
In-person at our customer service offices; 
E-Mail; 
Web site; 
Automated Phone Service; 

8-

768 



• Telephone contact; and 
• Contact with regulators and other agencies at our Ohio Collaborative 

meetings. 

VIII. Goal Attainment and Qualification 

Customer Service uses various statistical reports as a means of measuring 
operational effectiveness of the department Some of the reports s^ve the dual 
puipose of measuring goal attainment as well as being control devices. Many of our 
process improvement initiatives are driven by the results of our customer satisfaction 
sur\'eys as we anal3^e what customers are telling us in our various surveys: 

Residential Customer Contact Survey 
Customer Satisfaction is measured on a regular basis. Surveys are sent to residential 
customers that had a recent service contact. The surveys are mailed weekly by an 
independent research firm and measure satisfaction with 5 key processes. The 
surveys measure overall satisfaction using the following scale: Very Satisfied, 
Satisfied, Neither Satisfied nor Dissatisfied, Dissatisfied, and Very Dissatisfied. 

New Service Installation Survey 
Satisfaction with installation of new gas and eleclric service is measured on a 
regular basis at Duke Energy. Surveys are sent to builders, developers and/or 
customers that request new gas and/or electric service be installed. The surveys 
are mailed every week by an independent research firm and measure satisfaction 
with this key process for all customers. The surveys measure overall satisfaction 
using the following scale: Very Satisfied, Satisfied, Neither Satisfied nor 
Dissatisfied, Dissatisfied, Very Dissatisfied. 

Online Services Survey 
Duke Energy measures satisfaction of those customers that choose to conduct their 
business through the Company's Online Services. This web-based program allows 
customers to view and pay their energy bill online, enroll in Budget Billing, turn 
oa^off service, submit meter reads, obtain biUing and usage history. Overall 
customer satisfaction is measured using the following scale: Very Satisfied, 
Satisfied, Neither Satisfied nor Dissatisfied, Dissatisfied, and Very Dissatisfied. 

E-mail Survey 
The survey measures satisfaction for those customers that choose to contact Duke 
Energy through e-mail. Surveys are sent to residential customers that had a recent 
service contact A link to an online survey is included with the final communication 
from the call center representative to the customer. The survey measures overall 
satisfaction using the following scale: Very Satisfied, Satisfied, Neither Satisfied nor 
Dissatisfied, Dissatisfied, and Very Dissatisfied. 
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J.D. Power and Associates Studies 
J.D. Power and Associates, a firm well known for assessing the state of customer 
opinion and customer satisfaction in many key industries, performs armual studies 
of electric utilities' residential and business customer satisfaction. In addition, 
J.D. Power performs an annual study on gas distribution residential customer 
satisfaction. Duke Energy Ohio participates in each of these annual studies, and 
the satisfaction results indicate that Duke Energy Ohio is doing a very good job of 
consistently providing high-quality customer service. 

The J.D. Power residential electric customer study, established in 1999, calculates 
overall customer satisfaction based on six performance areas: (I) company 
image; (2) price and value; (3) power quality and reliability; (4) billing and 
payment; (5) customer service and added in 2006, 6) commuiucations. For the 
year 2006, the J.D. Power and Associates study measured customer satisfaction 
for the largest 76 electric utility holding companies in the nation, that serve over 
92.8 million residential customers. 

For 2006, the most recent residential customer study, Duke Energy Ohio 
outperformed the Midwest region average for customer service. 

The gas study, implemented in 2002 measures customer satisfaction based on six 
performance areas which are: 1) Company Image; 2) Price & Value; 3) Billing & 
Payment; 4) Customer Service; 5) Field Service; and added in 2006, 6) 
Communications . The 2006 study measured satisfaction from customers of the 
56 largest local gas distribution that serve between 49 million residential 
customers. 

In the five years that the J.D. Power residential gas study has been conducted, 
Duke Energy Ohio's scores in overall satisfaction have outperformed the scores 
of the Midwest region average on company image, price & value, billing & 
payment, and customer service. 

The following are some other examples of statistical reports within the department 
that are used to quantify the effectiveness of Customer Service activities: 

Residential Customer Contact Surveys; (attached Exhibit CUC-3) 
New Service Installation Surveys; (attached Exhibit CUC-4) 
Online Services Survey; (attached Exhibit CUC-5) 
E-Mail Survey; (attached Exhibit CUC-6) 
All Complaints & Inquiries Received by Customer Service Support 2006; 
(attached Exhibit CUC-7) 
Complaints Received from the PUCO 2006; (attached Exhibit CUC-8) 
Complaint Resolution Time 2006; (attached Exhibit CUC-9) 
Call Center Coaching Form; (attached Exhibit CUC-10) 
Midwest Contact Channels Report; (attached Exhibit CUC-11) 
New Service Contact Center Stats; (attached Exhibit CUC-12) 
Call Profile 'A Hour Report; (attached Exhibit CUC-13) 

10-
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• Availability Report; (attached Exhibit CUC-14) and 
• OSCAR Report (attached Exhibit CUC-15). 

The vice president of Customer Service meets with the respective general 
managers/directors on a monthly basis for the purposes of providing information 
and receiving input on the current status of progress toward obtaining the goals of 
the department. The general managers/directors hold similar meetings with their 
respective supervisors. 

11 -
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Exhibit CUC-1 
Page 1 of 4 

Senior Vice President Customer Service 

SVP Customer Service 
41161 - US FEGOCusl Svc&Calt 

Cen{er.s 
(984) 

Ej^ecultve î cftp »; Assi 

VP Call Center Op«ralions 
17630-Call Cental Ops 

. (656) 

Uir Bus Standards&lntegration 

41153 - Bus Standards & 
Integration 

(9) 

Dtr Energy Data ManagHtiient 
41164 - Energy Data Mgl 

(13) 

GM Revenue Services 
21286 - Revenue Cycle Services 

(2SS) 

Dir CustotnerSvc Support 
41165- Cust Service Supp 

(11) 

GM Cost A Rev Into Piatk)nn 
41166 - Cust & Reueruie 

tnfomiatron 
(30) 

General Manager Customer & Revenue Information Platform 

GM O J ^ & Rev M o Ratfomi 
41166 - C^st & Revenue Informatjon; 

(30) 

Mgr Contact Systems 
41700 - Contact Systems 

(3) 

Mgr Customer Access Strategy 
41609 - Cust Access Strategy 

(3) 

DP-Mgf AppI Business Support 
20158 -Business UserSuf^ 

(6) 

Mgr, Bus & Tech Strategies 

ES-Sr DirlT Business Cnsit 
41160 ^ Platform Design 

Supv Proj Mgmt Office 
41697 - Project Mgl: 

(1) 
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Exhibit CUC-1 
Page 2 of 4 

DUKE ENERGY CORPORATION MANAGEMENT STRUCTURE 

Vice President Call Center Operations 

VP Call Center Operattons 
17630 - CaB Center Ops 

(670) 

Mgr Voice Interaction Tech 
41698 - Cust Contact Channels 

(6) ' " 

DP" Spc Assign VI 
41075 - East Cust CcpntactOps 

(90) 

Mgr Regional Call Centers 
41021 - Midwest Call Centers 

(150) 

Mgr Regional Call Centers 
12340 - Cust Contact Services SE 

2 
(213) 

Mgr Call Caiter Integration 
41783 - Call Center Integration 

(11) 

Mgr Tratrting and Quality 
20811 - Training and Quality 

(24) 

Executive Admin Asst Mgr Region^ Ca^ Centers 
14815 - Cust Contact Sen/ices SE 

1 
(150) 

; . ,Mgr Workforce Mgmt: 
20808 - Workforce Management 

(17) 
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Exhibit CUC-1 
Page 3 of 4 

DUKE ENERGY CORPORATION MANAGEMENT STRUCTURE 

Director Customer Service Support 

Dir Cu^ixner Svc Support 
41165 - Cust Service Supp 

(11) 

Coord Program Strategic Bus Cnsl Analyst Strat Metric & Pnac Coord Program 
22631 - Ky/Ohio Complaint 

Resoli^on 

(n 

Analyst Strat Metric & Proc Admv Spc Spec Program Mgr Org Chg fteadiness & Jmpi 
41159 - OrgChg Rea(£ness&[mp 

(2) 
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Exhibit CUC-1 
Page 4 of 4 

DUKE ENERGY CORPORATION MANAGEMENT STRUCTURE 

General Manager Revenue Services 

Mgr Billing 
12665-Billing 

(100) 

Mgr Paynient Channels 
41701 - Pymnt Chan-South East & 

Mtdivesl 
(4/) 

6M Revenue Services 
21286 - Revenue C^te Services 

(258) 

Mgr Receivables 
19803-Receivables 

(51) 

AdriivSp^: 

Supv l ^ te & Tariff Standards 
41157-RateandTariff 

(8) 

Mgr Paynrent and Contrcrfs 
19804 - Payraeffiit and Controls 

(46) 
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m O u k e 
imEnergy, 

Exhibit CUC-3 

O H I O / K E N T U C K Y 

Dear DUKE ENERGY Customer 

Please help us provide you with (he best possible s^vicel Recently, 
you, or soinecme on your behalf, had contact widi DUKE ENERGY 
regarding a service issue. 

Please lake a few moments to complete this survey and let us know 
how we did. We value your input in DUKE ENERGY'S ongoing 
quality improvement process. The information you provide will help 
us to sexve you better in the timire. 

CI^^(&W^^^'+t>-
John Kappesser 
Customer Satisfaction Manager 

How satisf ied were you wi th the amouotiof.rtia'S 

yoQ h a d to wai t to apeak . to a r^resent^"tive'?:.i. I; ' 

Di^atiifie^ '• Dissatisfied Ncith^. ^$atisBed 
• Very 
Satined 

O 

Docs-K<H 

O 

Please indicate the reason you called D u k e Energy to r ^ ^ r t a serv ice failure: 

O Smel l of gas O R ^ l a c e a ftise/circuit b reaker O Tree l imb o r object on wi re 

O N o electrici ty in your h o u s e O Fl icker ing lights O D a m a g e d electr ic eqiufmient 

Q D o w n e d electric wi re O P o w e r surges O Other 

Overal l , h o w long w e r e you o n the 

p h o n e to descr ibe your service r eques t ' cohcem? 

O U n d e r 1 minu te 

O 3-4 .minutes O OVer 4 mimi tes 

O 2-3 minuies-

How satisfied were you with the length of time 
eded lo answer your service request/concern? 

. _.ow many phone calls did you make 
i to resolve your service reqiiest/concem? 

Vay 
Dissatisfied 

O 

O 1 

Dissatisfied 

O 

0 2 

Neither 

o 

0 3 

Satisfied 

O 

O 4 

Very 
Satisfied 

o 

or more 

Does HOI 
Apply 

O 1 
1 1 

Vciy 
Dissatisfied Dissatisfied Nfiilher 

j How satisfied were you with the numbereifcalls 
; it too t to resolve your service request/coDcem? 0 . 0 O •. 

Satisfied 

- 0 .; 

Very 
Satisfied 

0 

Does Not 
Apply 

0 _ 
If it took you more than oue csX\ to complete vour service request/conceni. please explain vihy. 

In the past 12 months, how many brief (5 minutes QF less) . . 
interruptions in your home electnc service Kav^ you experienced? O I O 2 - 3 

In the past 12 months, how many lengthy (greater than 5 minutes) 

;';^..^O.r4-5, o 6 or mote • 

interruptions in your home elecUic Service b«vc you expenenced? O 1 O 2-3 O 4 - 5 O 6 or more 

Please indicate if your contact was reported (linniyli an Automated Phone System or with a Custoiat^ Service Representative? 

O Automated Phone System 0 Customer Service Representative O Dob'tknow , " 

^rttBgli (he^ ^ ^ 
Thinking about the Duke Energy representative who w«' "'I'.v/ responsible for handling your questions/concerns, please indicate how satisfied you were 
thai he/she.-. v .̂ry Vary Does Not 

- f>ij> îiisfied Dissatisfied Neither Satisfied Satisfied Apply 
. . . w a s cour teous and fr iendly? O O O O O O 

. l i s tened t o you? 

unde r s tood your r eques t / concern? 

i d sufficient knowledge"? 

. t rea ted you wi th respec t? 

. . , s u m m a r i z e d a n y impor tan t in fomia t ion 
thai y o u n e e d e d to k n o w ? 

. . . e x p l a i n e d whe the r or n o t you needed t o be 

present for the service w o r k comple ted? 

. . .w i l l comple t e your se rv ice request as promised".' O 

Overal l h o w satisfied w e r e you wi th the 

Duke E n e r g y Represen ta t ive m o s t respons ib le 

'or h a n d h n g your reques t? 

O 

O 

o 

" A 

o 

o 

O: 

'•ft inking about Duke Energy's Automated Phone System, 

olease indicate how satisfied you were vvuh... Vay 
ChssatisSed 

-.the informaiiougiven? . 0 

.. the ease of finding the menu option you needed? 0 

)verall, how satisfied were you with Duke. 0 " 
•nergy's Automated Phone System? 

••Dissatisfied 

0 
o 
o 

Neither 

6 
0 

o 

Satisfied .-̂ m :̂. 
0 

.. ^j^;ep--.-

Veiy 
Satisfied 

,. o-:,. 
0 

. 0 

Docs Not 
Apply 

0 

;FME More on Back c ^ 
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Thinking about the Duke Energy service representative 
who visited your home to complete your service 
reuuest. how satisfied were you that he/she... Voy 

_ _ _ _ ^ _ _ Dissatisfied Dissatisfied Neither Satisfied 
Very 

Satisfied 
Does Not 

Apply 
1 ...arrived quickly? 

; '^ifedisplaypdaseiiseoftttgehcy? i -.: 
: ...was courteous? 

f ...wasknowledgeable? .. - ), % 

0 
. . , : 0 . 

0 
p 7 - : i : : • o ^ • 

0 
0 
0 
0 

0 
0 
0 
0 

0 
0 
0 
0 

0 
0 
0 
0 

o 
o 
o 
o 

. • .treated your property with respect? 

VLwas easily id^tified:as a llhike Eriet§i^^ ^ 
" Seryice Representative? ' '.••-'"-'V^'t-':.""' 

.. .successhilly resolved your problem? 

Qyerall'; hpwsatisfied Were ydu with;_^4|service 
*epresentativerwh{>:visited'yourhoniet-:t "̂ !̂, •'. 

0 

0 

0 : , 

0 

0 

o 

0 

o 
0 

0 

o 
0 

0 

0 

o 

0 

o 
0 

How long were you without service? 

O Under I hour O 1-2 hours O 2-3 hours O 3-4. houra O Over 4 hours O Does Not apply 

Very 
IMssatisfied Dissatisfied Sadsfied 

Very Does Nol 
Satined Apply 

How saU'sSed w ^ youwitM the lei^K^^i • 
.time if toGk'to'festoTp yofli: s « ^ c e ? v '̂.i?': O 
What information were you given r^arding your electric/gas outage? Please select the best choice. 

O Informed if outage was /was not reported 
O Duke Energy crew or outage status 

O Estimated restoration time O No information given O Does Not apply 
O Cause of outage O Ali ofthe above 

Very 
Dissatisfied 

HoiA" satisfied -w êre. you with the . ---i i . •' -
. information giiyen? • • • .^ ' ' - '^^ ' '^U:: ' ' '.-. 0 -

Dissatisfied 

0 
Did you receive a fo|Iow-up phone call verifying that your power was restored? 

Neither 

0 
O Yes 

Satisfied 

o 
o No 

V«y DoesNot 
Satisfied Apply 

0 o 
0 Does Not apply 

Very 
Dissatisfied 

What is your oyerall l<̂ 5{d of sa t i s fec t la l rv^ the 
way Duke Enei^y haadied'your service 
rcqiiest^oiieetri? ; ,7[ , . - , - . ^̂ , o ,: 

Dissatisfied 

0 

Neither 

: O 

Satisfied 

0 

Very 
Satisfied 

0 

Docs Not 
Aw>ly 

O 

jifi iiH niirflu' wli?ri"M"ft^ U [K iPi^^raWlt^^HnsfflTI^ n W i r ^ n w i ^ Hh" 

Would you like a Buke Energy Representative to contact you? O Yes 

Phone Number Name: _ _ _ _ _ _ 

,-M-.6iioiimiwiiw<iiiMnMariifhniBlii 

O -No 

Thinking about Duke Energy as a company, using a scale o f 1 to 10. w i t h a l being Unaccsptable. 5 being Average and 10 being Outstanding, how would 
you rate Duke Energy on. 

UiiacceplBble As^ragc Outstanding 
1 2 3 4 5 6 7 8 9 10 

. . . the overa l l p o w e r qua l i ty and re l iabi l i ty 
of your electr ic serv ice? O O O O O 
.. .the value of service f«^;;the amount of 
mQiaej^^jK)^,-^;^/ *•.;...-.• ^ , 

.. .the overall billing and payment process? 

•{K̂ ysbur &\^raU:H^stDmer ;semce expenedB^^i^^^ 

...their overall reputation as a utility 
company? 

^•.^jGvsr^t'feowf woiild yoii iiA^ Ti-okk^^S^^^-.'.^-
'a^ipra\Sier'^f^erviee&-fe your hein^^^fe-v:- r-

0 
- • ^ • - . - -

0 

0 
G 

0 
G 

0 
0 -

0 

.c> 

0 
0 : r • 

0 

.•^0'"•"^ 

O 

o. 

0 

o 

0 

o 

0 
Ot 

o 
0 

0 
0 

o 
o 

0 

o 

0 
0 

0 

o 

0 
0 

o 
o 

Finally, the following questions are fo r classification purposes only and will nol be used for any other purpose than to help Duke Energy continue to 
impro ve its customer service. Please select the category that best describes your situation. 

What is your age? 
O 18-34 O 35-49 O 50-59 60-64 O 65-74 O Over 74 

l iPl^se t h i ^ c i i ^ e ^ ^ W M * household i n i s ^ ^ 
O 5*5,000-$29,999 
O $75,000-$100,000 

O :/ $30i000 - $49,999 
O ' dyei-SlOO.OOO 

THANK YOU FOR YOUR RESPONSES! 

im 



^ D u k e 
LwEnergy 

O m o / K E N T U C K V 

D e a r D U K E E N E R G Y C u s t o m e r : 

Please h e l p u s p rov ide y o u w i t h the bes t p o s s i b l e s e rv i ce ' 

Recen t ly , y o u , or someone o n your behalf, had con tac t wi th 

D U K E E N E R G Y regard ing a service i ssue . 

Please take a few m o m e n t s to comple te this su rvey and let 

us k n o w h o w we d id . W e va lue your input in D U K E 

E N E R G Y ' S ongoing qua l i ty improvemen t p rocess . T h e 

informat ion you p rov ide will he lp us lo serve y o u bet ter in 

tbe future. 

John Kappesse r 

Cus tomer Sat isfact ion M a n a g e r 

Please select the one ca tegory that best de sc r ibe s your service request : (Choose on ly one) 

O Check the accuracy of your mete r or mete r reading O Light a pilM light O N o heat 

O Conduc i an inspection o f yo' jr service O Other 

Overal l , h o w long u e r e y o u o n t h e p h o n e t o m a k e y o u r service-request? 

G U n d e r 1 m m u t e O 1-2 minutes O 2-3 minutes O 3-4 minutes O D v e r + i m n u t e s 

H o w satisfied were you with the length o f 

t ime needed to a n s w e r your service reques t? 

Vciy 

Dissuttsfted 
O 

Dissatisfied 

o 
Nsitha 

O 

Satisfied 

O 

Very 

Salisfiad 

0 

Does Not 

AppJy 

O 

j t o w m a n y p h o n e calls d id y o u m a k e to con ip le te 

~ ^ j r serv ice request - 'concems? _ ^ ^ _ _ _ Q 1 0 2 0 3 O 4 OT m o r e 

H o w satisfied were you with the number o f 

calls it took to comple te your service reques t? 

Very 
Dissiilisfied 

o 
Dissatisfied 

o 
Neidier 

o 
Satisfied 

O 

Vay 

Satisfied 

O 

Does Not 

Apply 

O 
I f it l ook you m o r e than o n e call to c o n ^ l e t e your service reques t /concem, p l ea se exp l a in w i y : 

I-
H o w m a n y l imes were you transferred to ano ther 

Duke Energy representat ive? Q N o n e O 1 0 2 O 3 Or m o r e 

H o w satisfied were you wi th Ihe number o f 

t imes transferred ' ' 

Very 

DissatisflL-d 

o 
; Dissadsfied 

0 
Neither • 

6 
SaUsScd? 

Very 
Satisfied 

o 

illp^NQt 

Q 

^ M ^ t a t i v e 3? Thinking about !ht Duk., Energy r.^preseniative wlh 
that he/she .. 

.was cour teous and fi-ieiidly? 

. . . l i s tened to vou? 

.had sufficient knowledge? 

, t rea ted you wilh respect? 

. . . s ummar i zed auy important informat ion 
that you n e e d e d to know? 

vou /P^^^"*'^ whe the r or no t you n e e d e d to b e 
p r ; ^ e n t for the service work to be comple t ed? 

. . . wi l l comple t e yo ur serv ice request as promise^ 

Overa l l , h o w satisfied were you wi th the 

Duke Energy Representa t ive mos t respons ib le 

for hand l ing your service reques t? 

.SB • iimsl respan 
Very 

1 ll-.satisfied 

0 

0 

0 

\siblefor handling yo 

l^ssatisfted 

0 

0 

0 

ur questions/concerns, please 

Neither Satisfied 

Q 

0 

-O 

j . ; 4 ' . •-

0 

• " • % . - • 

indicate how 
Very 

Satisfied 

0 

o 
0 

^^^^m 
satisfied you were 

Does Not 
Apply 

0 

o 
o 

o 

o 

M S M E Moceoa Back*̂  
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Thinking about the Duke Energy service representative 
who visited your home to complete your service Very 
request, how satisfied were you that he/she... Dissatisfied IMssatisfied Satisfied 

Very 
Satisfied 

iairived on the a^eed updii date? 

, . . if necessary, notified you of any 
schedule changes or delays? 

O 

Very 
Dissatisfied 

How satisfied were you with this 
number of visits? 

Dissatisfied Neither 

o 

Satisfied 

O 

Does Not 
Apfrfy 

-/.was cour t^us? - :• -.' • ' 

...was knowledgeable? 

-. .took time to listen to your quesiions/coaGems? 

0 

0 

0 

0 

0 

0 

0 

o 
0 

0 

0 

o 

o 
0 

0 

0 

0 

o 
. ..treated your property with respect? 

...was easily identified as a Duke Energy 
Sieryice RepresCTitative? .- . ;.,-.':=''-:f::v-.":.,-̂  

Overall, how satisfied were you with the service 
representative who visited your home? 

How many visits.were required to comple^_^ v.;, .,. 
yo.ur service reqtiest? , -:.r.<i;v:'-'- •.-

0 

0 

0 

O 1 

0 

0 

0 

O 2 

0 

0 

o 

0 3 

O 

O 

o 

0 

0 

0 

0 

4 or tnore 

0 

0 

0 

Very Does Not 
Satisfied Apply 

From: .your scheduled appdiritmentdatewith..- Sameday Ncxtday ZDays 3 Days 4orraotedays 
Duke Energy, What w^sthe length of tiine ; O" O O O O 
for your'setviceTeqiiJSst to be completed? : •;.- ' . .'-

Gavi^a date that"was convenient to coraple^^'; 
yrdfij service request? '3 — 

How satisfied were you with the length of time 
it took to complete your service request? 

What is yoiif overalfievd of satisfactioff with 
the way DaiEe Energy handled your service 

Very 
DissaU!;fied 

0 

G 

O;:-' 

Dissatisfied 

O 

o 

0 

Neidier 

o 

o 

p 

Satisfied 

0 

o 

9 

Veiy 
Satisfied 

0 

O 

O 

Would you like a Duke Energy Representative to contact you? O Yes O No 

Phone Number: • - Name: _ 

Thinking about Duke Energy as a company, using a scale of! to 10, with a I being Unacceptable, 5 being Average and 10 being Outstanding, howwoutd 
you rale Duke Energy on... 

Unacceptable Average Outstanding 
Z 2 3 4 5 6 7 8 9 10 — 

...the overall power quality and reliability 
of your electric service? O o 
.̂ ;̂ ;*h6 value:of service fer the amoimt j0f-:̂ ^>: 

-;iib^eyiott:pay?'t .;; ^ G 
.the overall billing and payment process? O 
i^otir 0?^^li tjiastomeKservicc e;qjerifciiGe? O, O 

... their overall reputation as a utility 
Con^any? 

O 

.:;OveFafl;how. wtiuld-ydn rate DukeiEiiecgy 
a s a provider of services-to iraurhQrae?^ '̂  '••-

O 

Finally, the foUowing questions are for classification purposes only and wilt not be used for any other purpose than lo help Duke Energy continue to 
impro ve its customer service. Please select the category that l>est describes your situation 

What is your age? 

O 18-34 3 5 ^ 9 50-59 60-64 

0 e a s e indicate:ypur annual hotisehpld inet^ie. 

G^ :#deriiXOat ''-^ --' 
d i ' $50,00^ - $74^99 

. 0 $15,000-$29,999. 
O $75,000-1100.000 

65-74 O Over 74 

O $30,000 - $49,999 
b Over $100,000 

THANK YOU FOR YOUR RESPONSES! 
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m^Duke 
u0Energy, 

Ohio /Ken tucky 

Dear DUKE ENERGY Customer. 

Please help us provide you with the best possible stsvioe! 
Re«ntly, you, or someone on your Vehalf, had oMiiact with a 
DUKE ENERGY representative on the phone. 

Please take a few moments to complete this survey and let us know 
how we did. We value your input in DUKE ENERGY'S ongoing 
quality iiry)rovement process. The infonnation you provide will 
help us to serve you better in the tiiturc. 

John Kappesser 
Custoflier Satisfaction Manager 

Please select one tafegory that best describes the reason you called Duke Energy: (Choose only one) 

O lo discuss payment arrangements 
O Tna.sk about a high bill 

} 0 To discuss Budget Billing 
0 To discuss e-BiJl/eleclronic payment 

O To discuss an estimated bill 
O To reconnect service 
O To clarify information on the bill 
O Other 

O Moved/'changed address 
O To ask about due date/bill amount 
O Did not get a bill 

How many limes were you transferred to another 
Duke Energy representative? ONone O 1 0 2 O 3 or more 

How satisfied were you with the number 
of times transferred? 

Vtry 
Dis'i.nistjed Dissatisfied 

0 

Neither 

o 

Satisfied 

O 

Very 
Satisfied 

Does Not 
Apply 

Overall how long were you on die phone resolving viHir question/concern? 

Q Less than 1 minute O l-3jniiiutes O 4-6 minutes O 7-9 minutes O Over IQvintniites O Does nqt-apply 

\^.^y 
IJi..;.iis{ied 

DoesKot 
Apply 

How satisfied were you with the length 
' " A e phone call? 

Thinking about the Duke Energy representative who was t>i.-:j responsible for handling your call, please indicate how satisfied you were that he/she 
VL-IV Veiy Does Not 

_ _ ^ _ ^ . ^ _ _ _ _ . _ pis- .̂ii.>i|ied Dissatisfied Meidicr Satisfied Satisfied Apply 

... treated you with respect? O O 

.., offered choices/options that w ^ e usefijj tayou? O 

summarized information you needed to know? O 

... was sensitive to your situation? 

.wi l l complete youT service request as promised? O 

Overall, how satisfied were you with the 
Duke Energy representative who handled O 
your questions/conceras? 

O 

• _ 

How satisfied were you with die case of 
contacting Duke Energy by telephone? 

Very 

Dissatisfied 

0 
Dissatisfied 

0 
Neither 

0 
SadsEed 

O 

Very 

Satisfied 

O 

DoesNoi 

Apply 

O 

When you called Duke Energy, how long 
did you wait to speak to a representative? 

O 0-10 seconds 
0 31-60 seconds 

O U-20 seconds 
0 Over 60 seconds 

0 21-30 seconds 

How satisfied were you with the amount 
"*̂  time you had to wait? 

L 

Very 

Dissatisfied 

0 
Dissatisfied 

0 
NeithCT 

0 
SadsfiM 

0 

Very 

Satisfied 

G 

Does Mot 

Apply 

0 

How many phons calls did it take you to 
resolve youi question/concern? 

How satisfied were you with the number of 
calls it took to resolve your question/concerri? 

0 1 

V«y 

Disffiiti&fiBii 

O 

O 2 

Dissaiisfied 

0 

0 3 

Neither 

0 

0 4 

SaiLsfied . 

or more 

Very 

SErtisfied 

O 

BaesNot 

Appiy 

O 

If It took more than one call to resolve your question^concem, p ease explain why 

... was courteous and friendly? 

...listened to you? 

.. .had sufficient knowledge? 

0 

0 

0 

o 
0 

o 

O 

0 

o 

o 
0 

0 

0 

o 
o 

0 

0 

0 

BIME 
More on Back c3= 
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What is your overall level of satisfaction 
whh the way Duke Energy handled your 
queslion/concem? 

'*i;r^\i;AifrV^a'ff?iL»»).iH^^^^ 
Would you like a Duke Energy Representative to contact you? O Yes 

Phone Number: - - Name: 

i rurin.iris uuiittt mc uiUyou recclve each month 
from Duke Energy, how satisfied are you that... 

Very 
Dissatisfied Dissatisfied Satisfied 

Very 
Satisfied 

tf your bill was not easy to understand, please explain why: 

Does Not 
ARjly 

.: .your meter reader acts in a courteous-in^riner? 

-.. your meter reader makes a good effort to read 
your meter on a monthly basis? 

- ..your nieter reader treaKydur property' 
-tvith-resp&ct? •" ; . ' "••;:•;•., 

What is your overall level of satisfaction with 
your Duke Energy meter reader? 

.^,.:ihe.bill-t3a6eurate? , : - " . : • ^-;':#;:1;;.'''. . 

...the bill is easy to understand? 

O 

0 

O 

O 

o 
0 

O 

0 

0 

o 

o 
0 

O 

• o 

O 

o 

o 
O 

O 

o 

0 

o 

O 

G 

0 

O 

o 

0 

o 
o 

o 
0 

O 

O 

G 

0 

What 13 your o\ erall level of satisfactioitti« X 
With the format of your Duke EneigjiBi^^^ 

Veiy 
sausi Neither 

0 

"•.•;i::?.".:- ... 

Satisfied 

• . j D . : . . . . 

Very. 

Satisfied 

0 

0\er the past 12 months, whtch Duke Energy bill payment method do you prefer to use most often? 

O eBill/ordine bill payment O Mail in payment O Pay in person (Duke Payment Cenler) 

O Bank Draft (Automatic Payment Plan/Bill Payer 2000) 

Thinking about the payment method that you 
use most often how satisfied are you that... 

? ;^. Diikje-Energy offers convenient bill / '*• -L 
p a r e n t (^tions'' .-̂ =-

... your monthly payments are accurately 
apphed to your account? 
What is your^oyerall teyel of satisfecfioit^<>:0 , 
w p i the. payiiient method-that yon prefer i . 

Very 

Dissatisfied 

0 

o 

G 

Dissatisfied 

' 0 : 

0 

0 

Neither 

0 

0 

0 

Satisfied 

"• : • . 0 ' . 

0 

0 

Very 

Satisfied 

O 

G 

O 

Thinking aboiil Duke Energy as a company, using a scale of I to 10, with a I being Unacceptable, 5 being Average and 10 being Outstanding, how would 
you rate Duke Energy on. . 

Unacceptable Average Oulstandine 
1 2 3 4 5 6 7 8 9 10 

i'.̂ the OveraE power quality and reliabiU^^ 
-ofyour electric "service?.- ", •...-•"/•;::•--•,.; O O O O 
...the value ofservice for the amount of 
money you pay? 

•-.. -fhe oyeraiT^illiTig MdJ|j^yment jf^ , 

...your overall customer service expaience? 

...IheiroverallreDulationasautililv •: . 

.. .Overall how would you rate Duke Energy 
as a provider of services to your home? 

0 

O 

0 

o 

o 

0 

0 

o 
o 

O 

0 

0 

O 

0 

0 

0 

, o 
o 
O 

O 

0 

0 

O 

O 

O 

0 

0 : 

0 

0 

G 

0 

O 

O 

0 

G 

0 

O 

O 

O 

G 

0 

0 

0 

0 

G 

G 

0 

o 
G 

O 

Finally, the foUowing questions are for classification purposes only and wilt nol be used for any other purpose than to help Duke Energy continue la 
improve its customer service. Please select the category that best describes your situation. 

What IS your age? O 18-34 
G 60-64 

O 35-49 
O 65-74 

O 50-59 
G Over 74 

fKlease indicate your,anaual househo*lii^^^&. 

O .^earSl5.000 
O- 4 ^ ^ ~ $74,999 

O $15,000 V $29,999 
6 $75.000.. $100,001 

G $30,000 - $49,999 
O Ov<a-$i00,009 

THANK VOU FOR VOUR RESPONSES! 
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tf^Duke 
cWEnergy, 

Ohio/Kentucky 

Dear DUKE ENERGY Customer: 

Please help us (ffovide you with the best possiWe .•WJTace! 
Recently, you, or someone on your behalf, had contact with a 
DUKE ENERGY representative regarding the turn on, turn off 
or transfer ofservice. 

Please take a few moments to complete dus survey and let us 
know how we did. We value your input in DUKE ENERGY'S 
ongoing quality improvement process. Tlte infonnation you 
provide w l l help tis to serve you better in the fuhJire. 

John Kappesser 
Customer Satisfaction Manager 

To ensure your confideDtiality, all surveys are collected and procfessed by Horaa Data Services 

W h e n you called D u k e Ene rgy , h o w long die 

0 0 -10 seconds 0 11-20 seconds 

H o w satisfied were you with the omoui i t . -

of t ime you had to wai t? 

H o w m a n y p h o n e calls d id you m a k e to 

comple t e your service reques t /concern? 

H o w satisfied were you wi th the n u m b e r 

o f t h e p h o n e calls It t o o k to comple t e y o u r 

service requesty'concem? 

If it t ook you m o r e than o n e call to comple te 

you wait to speak to a representat ive? 

0 2 1 - 3 0 s e c o n d s 0 3 1 - 6 0 s e c o n d s 

• Vety 

Dissatisfied 

O 

O I 

• • • V a y ; - " 

ttssitisfied 

o 

DissMisficd 

0 

0 2 

lUss^s^ed 

G 

Neidier 

0 

O 3 

Neither 

0 
your se rv ice request /concern , p lease expla in w h y : 

:~Sa^iied. 

0 4 

Saus&cd 

o 

0 O v e r 6 0 s econds 

Vciy 

Satisfied 

or more 

Very 

Satisfied 

O 

* ' ^ 

H o w m a n y t imes were y o u transferred ,. 

to a n o t h e r D u k e Energy Representa t ive? 

H o w satisfied were you wi th the n u m b e r of 

t imes you were t ransferred? 

G r 

Veiy 

Dissaiisfied 

G 

G 2 

Dissatisfied 

o 
W h e n you cal led fXike E n e r g y , h o w long w e r € you o n thd 'phone t o makfe your 

0 1-3 minu tes O 4 - 6 minutes O 7-9 minu t e s 

H o w satisfied w e r e you wi th the length 

of t ime needed to answer ques t ions or 

comple t e your service request? 
Mi^^iEfied 

o 
Dissatisfied 

o 

O 3 

Neither 

0 
se rv ice roque- i t ' 

0 ' - 10-12 

NHih-^ 

0 

0 4 

Satisfied 

o 

m m u i c s 

Satisfied 

0 

o r m o i e , . 

Very 

Satisfied 

G 

O . C ^ r 

Very 

Satisfied 

G 

- • • • . ' - • ' - . ^ • ' . . 

Does Not 

Apply 

0 

l i ^npnu iB^ ^ - . 

Does Not 

Apply 

0 
^ ^ F F . ati¥e;>^;S^^:';"i:*, -

Thinking about the Duke Energy rcpre.saiitati Vi- uiiii i,v.Miuist responsible for handling your catl, p l ea se i 
Veiy 

DissadsSed Chssatisfied Neidier 

ndicate how satisfied yau were that he/she 
Very Does Nol 

Satisfied Satisfied Ap(dy 

-was courteous and friendly? O 

hstened to you? 

had sufficient knowledge? O J3 

O a 

• • ^ • v v ^ 

.treated you with respecl? 

offered choices/options that were useful to «,*.. 

..ummarized any imponant information thai 
you needed to know? 

.--explained whether or not you needed to^te 
present for the service work to be completed? 

...will complete your service request/concern 
as p romi sed? 

Overall, how satisfied were you with the. 
Duke Energy representative most responsible! 
for handling your service request/concern?-- ' 

Were you asked io speak with a representative to cuulinn your requeiU 
and offer other services? 

O Yes O No O Don't know 

Did you sign up for additional services? O Yes ^o;^^ 

Overall, how satisfied were you with the 
confirmation portion of this call? 

Veo" 
laiisl 

o 

Dissatisfied 

o 

Neilfao-

O 

Satisfied 

o 

Very 
Salistied 

Does Not 
Apply 

S v . l l " 

1 

0 

0 

0 

0 

0 

O 

0 

0 

1 

0 ; 

0 

" t > • • • ; • -

0 

o'^i-'" 

0 

0 

o 

0 

.o 

o 

0 

0 

O 

1 

0 -

O 

0 

• ' • ' ^ Q : ^ - ' 

0 

0 

' • ' • • • " • • ' 1 . r 

More on Back*^^ 
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Thinking about the Duke Energy service representative 
who visited y o u r home to complete your service ' 
request, how s a t i n e d were you that he/she.. 

Veiy 
Dissatisfid Ndther 

Vciy 
Satisfied 

Does Hot 

Apply 

.aniye<i^'%;ajereed^^ .:^^;r^fe © m 
...if necessary, notified you of any 
schedule changes or delays'* 

... was knowledgeable'' 
; tcfeilĉ tMnfe-to listen to your quciUons/concferos? O 
.treated your propcrtv with respecf O 
.vrtis e^ly-Jdaidfied as a Duke Energy '" O 

tive? 

o 
o 
0 
O 
0. 

0 
0 

o 
o 
o 

o 
o 
o 
o 
o 

Overall, how satisfiid weri. you with the service 
representative who visicd your home^ 

O O 

HQ^iQ^i:^\?^ts were required tu complete 
j^iiafesis^ce '̂request? O 1 O 7 O 3 'O 4 

How satisfied were you with this 
number of visits? 

Veiy 
Dissatisfied 

0 

Dissatisfied 

0 

Neidter 

0 

Satisfied 

o 

Very 
Satisfied 

0 

Does Not 
Apply 

0 

FtWm y^'Krheduled ap^otatofent date^mffi 
IX^^^e:^,-what was tfie Ssngdi of W e ^ ^ 
for your aerwieeiequest to be completed^*' " 

Same day 

o • 
Ncxtday 

0 
2D^y5 3 Da>a 4uri iKireda^ 

0 ,.-.-i~ 

Giay^:a;|ai^|^ was convenient to-ci>ij^lefe' 

How satisfied were you with the length of time 
It took to complete your service requesf 
WIfet IS y&m overall lewe4 of sabsf^ttgn m£k 
thewa5^5afce&iergyhaQdIetiyoiiSK;6ifcff' ' 

Very 
Dissatisfied 

G 

o 

0 

Dissatisfied 

0 

0 

. 0 

Neither 

'M 

o 

.. o . 

Sadsficd 

0 

• * 

Vay 
Satisfied 

o 

0 

• • ' ^ ^ ^ ^ 0 ^ • • • u V : • - • ^ ^ ' • " ^ • ' - - ' • 

Would you like a Dnke Energy Representative to coatact you? O Yes 

Phone Number: - -̂ Name: 

O No 

Thinking about Duke Ener^ as a company, using a scale of I lo 10. with a I being Unacceptable. 5 being Average and 10 being Outstanding, how would 
you rate Duke Energy on . 

Unacceptable Average Outstanding 

1 2 3 4 5 6 7 8 9 10 

...the overall power quality and reliability 
of your electric service? 

.the value ot service for tiie amounl of i 

the overall billing and payment process? 
...-your ovei-ftW iunt^axer.'s&^^i^K^idm^-
.. .their overall reputation as a utilitv 
Company? 

^^fclS^^^WS 

0 

0 
0 

o 
0 

<:o.2 

0 

0. 
0 

• • • . - . G - . : 

0 

v:̂ o---

o 

a 
0 

o 
0 

G 

0 

o 
G 
Q : 

O 

0 

o 
o 
o 
o 

•vo;-: 

o 

â -. 
0 

• : r i » ; -

o 

• ̂ m^L 

0 

0 
0 
0 
0 

0 

o 

0 
0 

o 
0 

o 

o 

: O 7 

0 
G ; . 

o 

:? o - -

0 

• ' O ' - X 

o 
O r 

o 

Q^ 

Finally, the following questions are for classification purposes only and will not be used fo r any other purpose than lo help Duke Energy continue to 
improve its customer service. Please select ike category that best describes your situation. 

What is your age? 

O 18-34 O 35-49 50-59 O 60-64 65-74 G Over 74 

E:^^i^(jSe^te your annn^ hoHsefaold^utct̂ tte. 

. ^ i | l ^ , $ 1 5 , G 0 O ~ \ ' O $15,000-$29,999 
g ^ $^0j3e - $74.999 - O T75,OQ0-- $100,000 

^^-$30,000-$49,999 
- :"0-» OverSIOQjOOO 

THANK YOU FOR VOUR RESPONSES! 
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gtkDuke 
iwEnergy, 

O H I O / K E N T U C K Y 

D e a r D U K E E N E R G Y Cus tomer : 

P l e a s e he lp u s i ^ov ide y o u w i t h t h e bes t p o s s i b l e se rv ice ! 

Recen t ly , you , or s o m e o n e o n your behalf , m a d e a p a y m e n t 

at a D U K E E N E R G Y p a j r o e n t center o r p a y s ta t ion. 

P l ease lake a few m o m e n t s to comple te th i s su rvey and let 

us k n o w h o w w e d id . W e va lue y o u r inpu t in D U K E 

E N E R G Y ' S o n g o i n g qua l i ty improvemen t p roces s . T h e 

in fonna t ion y o u p rov ide w l l help us to s e rve you be t te r in 

t h e future. 

J o h n K a p p e s s e r 

C u s t o m e r Sat isfact ion M a n a g e r 

Please select o n e or more o f t h e fol lowing s ta tements that explain why you chose to p a y y o u r b i l l at a D u k e Energy P a y m e n t Cente r o r p a y 
s ta t ion/pay agen t 

O Y o u prefer to do bubtness in pe rson O T o avoid laie payment charges 

O T o request reconnect ion or reestabl ish service O T o avoid postage costs 

O Loca t i on O Conven ience 

O T o avo id d isconnect 

O Othe r _ 

W h e n y o u vis i ted the D u k e Energy Payment Center , p lease indicale h o w you m a d e your p a y m e n t : 

O At the d r o p box O A l the counter O Dr ive di r i iugh w i n d o w 

w m a n y visi ts d id it t ake you t o comple te your p a y m e n t O 1 O 2 O 3 

H o w satisf ied were you w i t h the n u m b e r o f v i s i t s? 

Veiy 
Dissaiisfied 

O 

Dtssatisfied 
O 

Neither 

o 
Satisfied 

O 

Veiy 
Satisfied 

O 

EJoesNot 
AiJiJly 

t) 
W h a t t ime o f t h e d a y d i d y o u visit the p a y m e n t cen te r? 

O « a m - 1 0 a m O l O a m - H n o o n 

O 2 p m - 5 p m Q After 5pm 

O 12 noon- 2pr 

H o w m a n y t imes have you visited a D u k e E n e r g y Payincnt Cente r in the pas t 12 mon ths? 

0 \ -y O 4 - 6 • O 7-9 

O 10-12 o U o r M o r e 

H o w satisfied were you with the conven ience o f p a y i i ^ your bill at the D u k e Energy P a y m e n t Center? 

Vciy 
Dissatisfied Dissaij>jied 

O 

Neiihei 

O 

Satisfied 

o 

Veiy 
Satisfied 

Does Not 
Apply 

o 

H o w long w e r e you in the cen te r to pay your,bil l . ' 

O 4 o r m o r e 

O 5 minutes or less 

6-20 minu t e s 

O 6-10 minutes 

O t ) v c r 2 0 i n m u t e s 

O 11-15 minu t e s 

H o w satisf ied were you w i t h the amoun t o f t i m e ? 

Very 
Dissaiisfied Dissatisfied 

Thinking about the Duktr representative you worked 
with at our payment center please indicate how 
satisfied you were that he/she... Vciy 

Dî ^viilisfied 

-was cou r t eous and fiiendly? 

- l is tened to you? 

Ove ra l l , h o w satisfied were you wi th the 

D u k e E n e r g y P ayment Cen te r / PaystatioD/ 

F a y Agen t representa t ive w h o assisted you? 

Dissatisfied Satisfied 
Veiy Does Not 

Satisfied Apply 

O B P M E 

More on Back* 
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What is your overall level of satisfaction 
with the service you received at the Duke 
Energy Payment Center? 

Very 
Dissatisfied 

O 

Dissatisfied 

G 

Neither 

o 

Sausfied 

O 

Very 
Satisfied 

o 

Does Not 

Apply 

o 

NVonld you like a Duke Energy Representative to contact you? O Yes 

Phone Number: - - Name; 

O No 

Thinking about the bill you receive sack month 

from Duke Energy, how satisfied are you that. 
Very 

Dissatisfied Safisfied 
Very Does Not 

Safisfied Apply 

Over the past 12 months, which Duke Energy bill payment mettiod do you prefer to use most often? 

O eBill/online bill payment O Mail in payment O Pay in person (Duke Payment Cenler) 

O Bank Draft (Automatic Payment Plan/Bill Payer 2000) 

— your meter re'ader acts in a courteotis in^iner? 

-., your meter reader makes a good effort to read 
your meter on a monthly basis? 

..:;?ypur meter.readei^.treats:yQur prc^n^.':" t'. 
..'^itlitrespect?^; •'•'• v^=(%-

What is your overall level of satisfaction with 
your Duke Energy meter reader? 

-:vtthebill is accuTErte? ., :%-; ^ 

...the bill is easy to understand? 

o 
G 

0 

0 

o 
o 

G 

0 

O 

o 

o 

o 

o 
0 

0 

0 

0 

0 

o 
G 

0 

o 

o 
o 

o 
0 

o 

o 

o 
o 

0 

0 

o 

0 

G 

O 

If your bill was not easy to understand, please ex plain why: 

What i s your overall level of satisfacUo^^^;;'^ 
withnhe format of > our Dirice E n e r g y f i ^ ^ ' -

Y«y 
DissfUtsfied 

G 
Dissatisfied 

0 

Neither : ^Satisfied 

Very 

Satisfied 

0 

Thinking about the payment method that you 
use most often how satisfied are you that 

- S;$Duke Energy offers conyement bill ^ = ' 
I^^5anent options'' " y. ^ 

.. .your monthly payments are accurately 
applied to vour account'^ 

y0iat is your overall level of satisfaction-
with the payment method diat you prefer 
tQ iise most often'' 

Very 

Dissatisfied 

- G 

O 

0 

Dissaiisfied 

"•; • < > • " ^ 

o 

0 

Neither 

: ^ : G v - . , . 

0 

0 

Satisfied 

o 

0 

0 

Very 

Sausfied 

0 

o 

o 

Thinking about Duke Energy as a company, usmg a scale of I lo 10. with a I being Unacceptable, 5 being Average and 10 being Outstanding, how would 

you rate Duke Energy on... 
Unacceptable Average Outstand 

I 2 3 4 5 6 7 8 9 10 

... .the oyerali pojs^^^^quality and rehabiltty ": 

.. .the value ofservice for the amount of 
money you pay? 

; ! .4he overill5?itl&g and payment pcpe^s^;;. 

...your overall customer service experience? 

1 ...theiBo'verafi reputationa.<5 autility 
company? " .' • ; • . - ; ' 

...Overall how would you rate Duke Energy 
as a provider of sen-ices to your home? 

..-, Q , ... 

0 

0 

o 

o 

0 

o 

o 
o 
o 

0 

0 

0 , 

0 

o 
o 

o 

0 

G 

0 

o 
o 

0 

o 

G 

0 

o 
0 

G 

0 

.©-

o 
o 
o 

0 

G 

G 

G 

O 

0 

o 

0 

0 

O 

o 
G 

O 

0 

0 

0 

0 

0 

o 

0 

o 

0 

G 

G 

O 

G 

Finally, the foUowing questions a re for classificcUion purposes only and wilt not be used for any other purpose than to help Duke Energy continue to 
improve its customer service. Please select the category that best describes your situation. 

What is your age? O 18-34 
G 60-64 

O 35-49 
O 65-74 

G 50-59 
O Over 74 

T'lease inditatesyoiir îE^o^al household m^jae 

? - ' • • ' { • ' - / [ . • O U ^ r S l 5 ; 0 0 0 

• :r : • O $50 ,000 - $ 7 4 , 9 9 9 

G $ 1 5 , 0 0 0 - $ 2 9 , 9 9 9 

O $ 7 5 , 0 0 0 - $ 1 0 0 , 0 0 0 

THANK YOU FOR YOUR RESPONSES! 

O $30,000 - $49,999 
O Over$100,000 
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Exhibit CUC-4 

^ D u k e 
LwEnergy^ 

To Our Valued Customer; 

Installing new services for our customers is one ofthe most impc^tant things we do at Duke 
Energy. We recently completed a new service installaticn project for ymi, and we want your 
feedback. Our goal is to improve the new service installation process, and your input is 
extremely valuable. 

Please take a few minutes to complete this survey on your recent new service installation project 
wilh Duke Energy. The location ofthe new service we installed for you is printed beneath your 
name and address for your reference when completing the survey. A postage-paid envelope is 
enclosed for returning the survey. 

(If you are not the person most familiar with Duke Energy's performance on this project, please 
forward this survey to the appropriate individtml in your organization.) 

Thank you for completing the survey. Your <^inion3 are v ^ y i n ^ r t a n t to us-

If you have any questions about the survey, please contact Joiin Kappesser at (513) 287-1774. 

Sincerely, 

John Kappesser 

Customer Satisfaction Manager 
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