In the Matter of the Adoption of Chapter
4901-2 of the Ohio Administrative Code,
Confidential Personal Information, in
Accordance with Section 1347.15, Revised

Code.

BEFORE

THE PUBLIC UTILITIES COMMISSION OF OHIO

Case No. 10-820-AU-ORD
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The Commission finds:

1)

2

(3)

C))

(5)

Substitute House Bill 648, passed by the 127th Ohio General
Assembly, effective April 7, 2009, places limits on access to
confidential personal information (CPI) in personal information
systems maintained by State of Ohio agencies. As a result of the
bill's passage, Governor Ted Strickland issued a revised
Management Directive on April 6, 2009, regarding access to CPI
maintained by the state of Ohio. The revised directive sets forth the
process that all state executive agencies, boards, and commissions
are to follow to implement Section 1347.15, Revised Code.

Section 1347.15(A)(1), Revised Code, defines “confidential personal
information” to mean personal information that is not a public
record for purposes of Section 149.43, Revised Code.

Section 1347.15(B), Revised Code, requires that each state agency
adopt rules under Chapter 119 of the Revised Code to regulate
access t0 CPI that the agency keeps. The division lists several
requirements for the content of the rules.

Section 1347.15(C)(2), Revised Code, requires each state agency to
establish a training program for all employees who may access CPI
so that such employees are made aware of all applicable statutes,
rules, and policies governing their access to CFIL.

Section 1347.15(D), Revised Code, requires the Commission to
distribute the policies included in its CPI rules to all employees
who may access CPI and to require such employees to
acknowledge receipt of such polices. The Commission is also
required to post notice of these policies in a conspicuous place, on
the Commission’s internet web site, and in its employee handbook.
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(6)

(7)

Section 1347.15(G), Revised Code, provides that a person who is
harmed by a violation of a rule of a state agency described in
Section 1347.15(B), Revised Code, may bring an action in the court
of daims under Section 2743.02(F), Revised Code, against any
person who directly and proximately caused the harm. Section
1347.15(H), Revised Code, provides that no person shall knowingly
access CPI in violation of an agency rule or knowingly use or
disclose CPl in a manner prohibited by law. This section also
prohibits any state agency from employing a person who has been
convicted of, or pleaded guilty to, a violation of this section.

As noted above, Section 1347.15(B), Revised Code, requires the
Commission to adopt CPI rules pursuant to Chapter 119 of the
Revised Code rather than the usual Commission comment
procedure in reviewing proposed rules under Section 111.15,
Revised Code. The Chapter 119 rule-making process, as set forth in
Section 119.03, Revised Code, requires a state agency to give public
notice of its intention to adopt a rule in the Register of Ohio at least
30 days before a scheduled hearing on the proposed rule. The
notice should include a synopsis of the proposed rule, a statement
of the agency’s reason for proposing the rule, and the time and
place of the hearing. At least 65 days before adopting the rule, the
agency shall file the notice, the proposed rule, and a rule summary
and fiscal analysis (RSFA) of the proposed rule with the Secretary
of State, the Legislative Service Commission, and the Joint
Committee on Agency Rule Review, pursuant to Sections 119.03(H)
and 127.18, Revised Code. Proposed Chapter 119 rules, together
with their notices of intended adoption and RSFAs, are published
in the Register of Ohio. The agency must then hold a public
hearing on the proposed rule not earlier than 31, or later than 40,
days after its rules are filed with the Secretary of State, Legislative
Service Commission, and the Joint Committee on Agency Rule
Review.

At the hearing, a person affected by the proposed rule may present
positions, arguments, or contentions orally or in writing; offer and
examine witnesses; and present evidence showing that the
proposed rule, if adopted, will be unreasonable or unlawful, An
agency also may permit a person to present positions, arguments,
or contentions in writing for a reasonable period before, after, or
both before and after the hearing. Assuming no objections or
legislative invalidation, the agency may adopt the proposed rule 66
days after the initial filing and file it in final form, pursuant to
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Section 119.04, Revised Code. Pursuant to Section 119.03(E),
Revised Code, the agency must make a reasonable effort to inform
those affected by the rule of its adoption and to have copies of the
rule available for distribution to those requesting it. A rule
adopted pursuant to Chapter 119 of the Revised Code takes effect
as specified by the adopting agency, but not earlier than the 10 days
after being filed in final form, under Sections 119.03(D) and
119.04(A)(1), Revised Code.

(8) In accordance with Section 1347.15(B), Revised Code, the
Commission intends to adopt the attached CPI rules pursuant to
Chapter 119, Revised Code. Accordingly, the attached rules should
be initially filed with the Secretary of State, Legislative Service
Commission, and the Joint Committee on Agency Rule Review; and
the hearing on this matter will be scheduled for Monday, August 2,
2010, at 10:00 am., in Hearing Room C, at the offices of the
Commission. Interested persons may also file comments in this
case by August 2, 2010.

It is, therefore,

ORDERED, That the attached proposed rules be initially filed with the Secretary
of State, Legislative Service Commission, and the Joint Committee on Agency Rule
Review. It is, further,

ORDERED, That a hearing of this matter be conducted in accordance with
Section 119.03, Revised Code, on August 2, 2010, at 10:00 a.m., at the offices of the
Commission, 180 East Broad Street, 11th Floor, Hearing Room C, Columbus, Ohio. Itis,
further,
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ORDERED, That notice of this entry be served upon all regulated entities via the
Commission’s agendas and industry electronic mail lists.

THE PUBLIC S COMMISSION OF CHIO

“Alan R. Schnber, Chairman

%z }{ﬁz ‘

Paul A. Centolella Valerie A, Lemmie

StevenD Lesser Cheryl L. Roberto

RMB/dah

Entered in the Journal
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4901-2-04 Confidentiality status.

The public utilities commission does not request social security numbers from persons

doing business with the agency. If the commission becomes aware that someone has
submitted a social security number with a filing, the ¢ ission will, pursuan
U.S.C. 5523, 1 from the filing and keep confidential the social s it er.
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4501-2-05 Restricting and logging access to confidential personal information
in computerized personal information systems.

For personal information systems that are computer s and contain confidenti
personal information. the agency shall do the following:

{A) Access restrictions. Access to_confidential personal information that is kept
electronically shail require a password or other authentication measure.

{B) Acquisition of a new computer systern. When the agency acquires a new computer
system that stores. manages or contains confidential personal information, the
agency shall include a mechanism for recording specific access by employees of the
apency to confidential personal information in the system.

{C) Upgrading existing computer systemns. When the agency modifies an existing
computer system that stores, manages or contains confidential personal information.

the agency shall make a determination whether the modification constitutes an

upgrade. Any upgrades to a computer system shall include a mechapism for
recording specific access by employees of the agency to confidential personal
information in the system.

D) Logging requircments regarding confidential personal information In _existin
computer systems.

(1) The agency shall require employees of the agency who access confidential

personal information within computer systems to maintain a log that records that
ACCesS,

{2) Access to confidential information is not required to be entered into the log under
the following circumstances:

a} The employee of the agency is accessing confidenti sonal informatio;
for_official apen urposes, inclugding re. h. and the acces
specifically directed toward a specifically named individual or a group of

specifically named individuals.

lovee of the agency is accessing confidential information

for routine office procedures and the access is not specifically directed

toward a_specifically named individual or a group of specifically named
individuals.

¢) The employee of the agency comes into incidental contact with confidentia
personal information and the access of the information is mot specifically

directed toward a specifically named individual or a group of specifically
named individuals.




