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5005.7.3.1 eBusiness Customer Accounts

Custormner accounts used for external eBusiness applications must have an access account management
methodology. “IT 5006.2 User Access Management” defines the preferred account management controls,
howsver, the following less siringent controls may be used for extemal eBusiness customer applications, i.e.

online bill payment. 1n all cases, the highast level of security requirements within the environment will dictaie the
acceptable security controls.

a)

b)

d)

€)

Accaunt Management - An External Customer Application account that has remained inactive for a
period of 220 days must be removed from service.

Privileges - External Customer Applications accounts must only be authorized {o access customer
information specific to that customer and must not be authorized to access other infarmation with a
security classification higher than "Public”. For more information, see “IT 5002 Asset Management”.

Account Lockout - {0 tockout must ocour after ten consecutive unsuccessful login attempts. The
lockout period must be at least 30 minutes. When the customer is informed of the lockout, enticement
information must not be given to reveal the lockout period. Any account lockout must be reporied to
the Information Custodian.

Password Management - Password distribution controls musl be implemented that will ensure that
only the authorized individual knows their password. The following conditions apply:

« End Users must be instructed on the acceptable use of passwords as determined by the
Application Owner.

« Passwords must not be transmitted in clear text such as e-mail or hilp.

e Cuslomers may change their passwords via the exiranet applicationS that provide the following
controls:

» A minimum of two password hints must be provided priar to resetting the password.

*  Password hints must nat contain the password.

Password Use — The following conditions apply to the tse of passwords:

. Syntax — External customer application 1D’s must have passwords that are a minimum of eight
characters in length and contain a mixture of letiers and numbers.

. Aging - Password aging is not required for External Customer Application passwords.
. Re-use - Re-use is permissible for External Customer Applications ID passwords.

. Canfidentiality - eBusiness customer passwords are not to be shared with or used by the Duke
Energy workforce. This does not apply to members of the workforca who subscribe to & Duke
provided eBusiness application.
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5005.8 Manitoring

injormation systems must be monitored for unauthorized processing achvily or aclivity thal indicates an informaltion
asset is atrisk. The level and type of monitoring must be commensurate with the asset value and the associaled risk

of compromise.

5005.8.1 Monitoring Process

Monitoting processes must address event identification, response management and audit logging. Monitoring
processes must include;

a) Event Identification — Monitoring of key aclivities lo indicate an information asset is al risk as well as

source identification.

b) Response Management — A process for generaling and responding to event alarms that consists of:

Prioritizing the poltential impact of moniiored events.
Process to ensure timely discovery of evenls.

Response requirements to include event reporting, i.e. CIRT nofification, see "IT 5008 information
Security Incident Management”.

Process for archiving security events.

¢} Audit Logging ~ Monitored events must be saved © a jog. The log information must be protected against
loss, tampering, and unauthorized access.

The frequency of log review or archiving must be establishad to prevent the lass of data due 1o
‘roliover’ or lock log fites when full’ configurations.

Log file retention periods must be established to meet operational and legal requirements and
must be complaint with company records retention policies.

Logs containing security events involved in an investigation must be archived and retained for at
least one year.

Archival of log files must include recovery procedures to ensure the data can be retrieved.
Procedures must include guidance on maintaining data confidentiality and integrity and also must
provide for changes In technology that may affect data availability.

Only appropriate members of the Legal Department, Audit Services, Corporate IT Strategy and
Compliance, or individuals specifically authorized by these departments may access logs.

Note: Individuals or groups authorized by Corporate IT Sirategy and Compliance must have the ability to
obtain, at a minimum, read-only access to all information assels.
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5005.8.1.1 System Log Monitoring

System Administrators must establish a process for monitoring informatian system [ogs to detect suspicious securily
activity as defined above. System Administrators must ensure that logs are activated and that appropriate manitoring

scftware is enabled. Al a minimum, the following events must he monitored:
a)  Session activity to inciude:

= Account identification
=  Log-in success

s+ leg-infailure

« Log-in dateffime

+  Log-out date/lime

b)  System start-ups and shutdowns
c) Relevant security events, such as:

» Users switching user ID's or system identily during an on-ine session
» Password guessing activities

» User privilege escalation attempts and or successes

+ Modifications to system security configurations

«» Privileged access activity

s Changes o system jogs ar logging configurations

5.8.1.2 IDS Monitoring

A centralized intrusion detection pragram must be implemented 1o provide the ability to detect and ideniify suspicious
network traffic and server, or host, activilies. This program must be centrally managed, must meet the requirements

defined above for a monitoring pracess, and must include the following elements:

a) Only authorized individuals will have access to the sensors, the policies, or the logs.

by Only authorized and approved policies are allowed.

c)  AnID3 policy management process that defines the requirements for the development, test, appraval, and

authorization of policies.

d) Ensure network sensors are placed 1o ensure alt network raffic that fraverses the corporate network perimeter

is monitored. Al & minimum, network sensors must be piaced as defined below:
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: : -
Connection Type Network Conflguratmn : IDS Monitoring points ;
Category I ' Per:meters - . Between the Internet and the oufer most N g
DMZs : firewalil. ;
Dial-in services, ° = Between the DMZ and the Internal network. :
FTP, VPN, Telnet =  Between the Internat network and the msude
’ firewall.
Single access ~ »  Network Sensors on internal side of
points for out ; screening device.

Category II -

bound only traffic :

Inter-Business o Al traffic between Business Units and
Unit Paint of Entry: Carporate Networks where the Business Unit |
' traffic is identifiabie. i
= Al traffic between Business Partners and §
Corporate Networks. §

f) Ensure that host-based sensors are installed on servers that provide a service or function
which if compromised can resuit in negative impact to Duke Energy. At a minimum, host-
based sensors must be placed as follows:

Connection Type

Server Function/ Type At Risk Services

Category I External Servers . = External facing servers accessible via the§

internet. ‘
« Servers that reside in the DMZ or other‘
external networks. {i.e. Web Presentation Dr
Application Servers)
s Servers providing remote access services such
as FiP. :

Category Il ‘Business Critical ~ + Business Units are responsible for deciding

whether to imptement Host Based IDS. §

« Business units will coordinate with EITS to
implement the Host Based IDS which shaould
be placed on servers that support business
critical applications based on:

o Availability
o Attack Likelihood
o Security Classification

IT 5065 -~ Communications and Operations Managamant
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Applicability.  Enterprise
Originator: Corporate |T Strategy and Compliance
Approval: Information Technology Management Team (ITMT)

Approval Date: 05/01/2006
Revision Date:
Revision No:

Statement of Purpose

This standard establishes the reguirements for logical controls associaled with access accounts and access points.
iLogical access must be authorized, managed and removed or retired when no longer needed.

IT 5006.1 Security Business Requirement for Access Control

Access to Duke Energy information assets will only be allowed in support of business needs. Access conlrols must
be used to prevent accidental or malicious modification, destruction, or disclosure, and for user identification.

IT 5006.1.1 Access Controf

Access accounts must be used to control individual and system access to Duke Energy information assets and to
control the privilege levels. Access accounts must uniquely identify a single person or system. The access account
and password combination, or other authentication mechanism, will be used to validate the identity of the account
cwner and fo manage access privileges. Every access account must be assigned to an individual owner who is
exclusively responsible for the activily associated with that account.

iT 5006.2 User Access Management

User Access Management provides for the life cycle management of access accounts. The life cycle of an access
account consisls of the following: registration (creation of the account), the privileges assigned lo the account,
password management, review of access rights, and account termination. For more information, see "IT 5006-01 User
Accounts”.

IT 5006.2.1 User Registration

User Regisiration, or the creation of an access account, requires a validated business need and information
access authorization. A single individual is not aliowed to request and then also authorize or enable an access
account. This process requires two individuals: one to request, and the other to approve and authorize or enable
an account Business needs must be wvalidated by management. The access must be authorized by the
Information Owner. Access accounts must be requested through an approved enrofiment process. See “T 5008-
01 User Accounts” for details. Fallowing are the different types of access accounts:

a) General Account - General accounts are commonty referred to as a user account and are used for task-
ariented or functional access to an informatian asset.

b) Privileged Account - Privileged accounts are typically associated with operatianal or support functions.

1T 5008 Access Conirol 340758
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c) Special Account - Special accounts are used to address specific needs or situations. Typically, Special
accounts are process, shared or emergency use accounis. For additional information, see “iT 5006-01 User
Accounts”.

d) Customer Account - Customer accounts are used for external eBusiness applications. The application owner
is responsible for developing and maintaining a "User Access Management” methodology as defined in this
standard. For additional information, see “IT 5005.7 Electronic Commerce Services".

IT 5006.2.2 Privilege Management

Privilege Management i5 the allocation and use of privileges or access rights. Privileges must be assigned o an
access accound based on ithe lowest level of access necessary. A single individual is notl allowed to request and
then also autharize or modify access account privileges. This process requires two individuals: one to request, and
the other to approve and authorize or modify an account. Business needs must be validated by management. The
Information Owner must aulhorize the access. Modification to access account privileges must be requested
through the Duke Energy enrollment process, see “iIT 5006-01 User Accounts™ for details. It is the responsibility of
the account owner to adhere to the conirols associated with the highast privilege level assigned lo an account. The
following conditions apply:

a} General Access - General Access provides limited access for performing a specific task or action. it is
assigned to an access account that is used lo interact with an application at a functional level and is
unable to effect a change to the operations of the system or application.

b} Privileged Access - Privileged access is typically used for an operational or support function, and is
assigned to accounts required {o effect a change to the privileges of an access account or to the
configuration or operations of an infrastructure asset or an application. Privileged access must be
documented to idenlify the individual, or system(s), assigned o the account and the applications or
syslems they support.

IT 5006.2.3 Access Account Management

Accounts must be disabled when no longer neaded or if unauthorized use is suspected. For additional information,
see [T 5003.3 Termination or Change of Employment”, The following conditions warrant account deactivation:

a)} Account Inaclivity - Accounts that have remained inactive for sixty days must be inactivated. The account
musl remain inaclive untit manually reset by the appropriate IT support group.

b) Account Lockout - Accounts must be locked out of the resource in which they are attempting to gain
access upon len consecutive authentication failures. The account must remain locked until manually reset
by the appropriate IT support group.

IT 5006.2.4 Password Management

Password controls must be implemented to ensure that only authorized individuals know an account password.
The following conditions apaly:

a) Duke Energy credentials must not be used to access Non-Duke Energy systems, i.e. Duke Energy issued
username and passwords are not to be used for banking, ¥Yahoo, or other non-work related access.

b} The identity of the receiving individual must be verified before issuing a password.

IT 5006 Access Controb 350858
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c) Initial passwords must be temporary and be changed upon first use.

d) Passwords must remain confidential and be changed immediately if compromised.

e)

Passwords must be encrypted or protected when in transit and storage, using approved methods and

technologies, as delermined by Corporate {T Strategy and Compliance.

fy Passwords being provided to external parties must be sent securely. If encryption is used, the password to
open the file must be communicated separately from the file containing the password infarmation.

1T 5006.2.4.1 Password Use

The following password controls must be used for all accounts unless otherwise specified:

a)
b)

c)

d)
e)

f)

9)

General Account Syntax - passwords must be complex and have a minimum of eight characters.
Privileged Account Syntax- passwords must be complex and have a minimuwm of nine characters,

Inilial Passwords - passwords must be changed after initial use, must conform to this standard and must
not be easily associated with the company or the user, i.e., sodal security number, user-account,
employee number, employee address, numerical equivalent of name, etc.

Aging - Users must be forced to change passwords at least every sixty days.

Reuse - Users must not use cyclical or patterned passwords. For example, when changing passwords,
users must not add a number at the end of the password in sequence.

Systems must use password history controls to maintain a password history of users and disaltow the
user from reusing one of the passwords in their password history file.

The history file must contain, at a minimum, the last 10 passwords of users, sfored in hashed or
encrypted form.

Mote: Complex Passwords have at least three of the following four characteristics:

1.

2
3.
4

Uppercase letters (A-Z)
Lowercase letters (a-z)
Numbers (0-3)

Specizl characters, ie. ", @, #, 5, %, ", &, %, and +

Note: For MV5/Mainframe, only the following symbols are allowed: “@, #, and $°

IT 5006.2.5 Vendor Default Accounts

Vendar default accounts, when not required, must be remaoved or deactivaled at the lime of eguipment of system
installation or conversion. When default accounts are required, the following conditions apply:

a)

b}

c}

The account must be renamed.

The passwords must be changed to meet the password requirement defined in “IT 5006.2.4 Password
Management”.

Only authorized personne!l may have access to the default account password.
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d) The defautt account is not to be used by individuals.

IT 5006.2.6 Review of User Access Rights

Information Owners and IT Asset Managers are responsible for maintaining access control lists for the information
assets in their areas and must conduct annua! reviews of access rights to ensure authorizations are current and
valid.

IT 5006.3 User Responsibilities

Users of Duke Energy information systems must be magle aware of and accept certain responsibilities for the security
of Duke Energy information assets.

IT 5006.3.1 Unattended User Equipment

Unattended equipment must be secured to prevent unauthorized individuals from using another user's credentials
or equipment. The foliowing conditions apply:

a) User Action
Users must do the following when leaving workstations unaltended:
»  Enable Windows security lock (Press: CTRL + ALT + DELETE), or log off.

+  Physically secure the workstation.

» Common area workstations must be logged off at the end of each user session,

b) Equipment Confiquration

The following conditions apply ta equipmeni configuration:

»  Workstations and servers, not located in a processing faciiity, must be configured with a passi-vord
protected screen saver.

» The screen saver must require the entry of a password after ten minules of inactivity.

«  Workstations and servers that cannot ufilize screen savers must automatically tog users off after 10
minutes of inactivity.

+« Worksiations and servers must be configured to ensure that palches, antivirus, and other updates can
be maintained at current levels.

IT 5006.4 Network Access Control

To protect Duke Energy information assels, approved authentication techniques, isolated networks, and restricted
user access controls must be implemented.

1T 5006 Access Contro! 370f58
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IT 5006.4.1 Use of Network

The use of Duke Energy’s networks requires a valid business need and authorization, and must be restricted to
only those assels necessary to meet the business need.

IT 5006.4.2 User Authentication for External Connections

Extemnal connections must be authenticated at the perimeter prior to accessing Duke Energy networks, using at
least two of the three authentication faclors below:

1. Samething known; Password or PIN number.
2. In possession of: Smartcard or key fob.

3. Physical altribute: fingerprint or retina pattern.

IT 5006.4.3 Equipment ldentification in Networks

Information assets accessible by external parties must not reveal unnecessary information about the operating
systems, applications, access controls, or IP addresses. For example, an Internet user connecling to a server must
not be able to identify the 1P address, aperating system used or its version number.

Equipment names must not contain enticement information, i.e., don't have “tax’ in the host name of a server
centaining tax information.

IT 5006.4.4 Network Isolation

Networks must be physically or logically isolated to protect Duke Energy's assets from internal and external
threats. Corporate IT Strategy and Compliance must conduct a risk assessment on all networks before they can be
connected to the Duke common network. Networks that are not configured and maintained exclusively for Duke
Energy are considered extemal or third pany nefworks and must be isclated from Duke Energy networks.
Computers must not be connected to more than one isolated network simultaneously. The following conditions
apply:

a) Internal Network isclation - Network owners are responsible for maintaining their network risk profile and
notifying Corporate IT Strategy and Compliance prior to making changes that could impact the common
network. Corporate IT Strategy and Compliance may require intemal networks that present a higher risk
profile than the common network, as measured against the IT 5000 Series, to be physically or logically
isolated. For more information, see ‘1T 5006.5.1 Screening or Filtering Devices”.

b} Perimgter Networks — Perimeter networks must only be used for business aclivities and must use a
screened subnet architecture approved by Corporate {1 Sirategy and Compliance. Perimeter devices must
be physically secured, with access limited to groups supporting the devices. Logical access to network
devices must be limiled fo approved individuals.

¢} External Network Isclation - Corporate IT Strategy and Compliance must review proposed connections 1o
external sources prior to implementation, Screening ar filtering devices must be maintained beiween Duke
Energy networks and connections with external sources.
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d) Third Party Neiworks - information assets owned and administered by external enfities aver public, i.e.,
Internet or private networks that are located on a Duke Energy Network must reside in a perimetar subnet
and must be isclated from Duke Energy assets.

e) Trust Relationships — must not be eslablished between Duke Energy information assets and those owned
or managed, in whole or in part, by a third parly. Trust relationships are prohibited between inlernal
information assets and assets located on a perimeter network.

IT 5006.5 Network Connection Control

Connections between isolated networks musl be configured and managed 1o ensure the integnity of the nsk profile of
the common network.

IT 5006.5.1 Screening or Filtering Devices

Screening routers or firewalls must be used to isolate networks and must be configured and maintained by
individuals or groups authorized by Corporate IT Strategy and Compliance. Screening routers or firewalls must be
configured as follows:

a) Block all but authorized protocols and services.
b) Block unautharized communicalions.
¢) Block external connections that appear to be coming from internal addresses.

d} Configure permeater devices to prohibit the expasure of internal network addresses or topclogy.

IT 5006.5.2 Remote Access Software

Remaote access software, i.e., Microsoft Terminal Server, NetOps, XWindows, and PC Anywhere v8 or greater, to
company networks must utilize an authentication mechanism. This authentication mechanism must be approved
by Corporate IT Strategy and Compliance.

IT 5006.5.3 Outbound Connections

Ouibound connections are cannections that begin inside a Duke Energy network and terminate in or beyond Duke
Energy's perimeter network.

IT 5006.5.3.1 internet Connections

Internel connections are those points where conneclivity exists between a Duke Energy network and the
Internet. The following conditicns apply to internet connections:

a) Connection points must terminate in the perimeter natwork.

b} QOuthound VPN connections to Non-Duke Energy entities are not allowed from inside a Duke Energy
network.
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c) In cases where business needs require intemel access from the internat network using Non-Duke
Energy equipmeni, an isolated connection point can be requested. At a minimum, the following
conditions apply to isolated internet connecticns:

» The connection must isolate and prevent access to Duke Energy Information assets, other than
those required to complete the connaction.

« Isolated connections must be implemented by individuals or groups authorized by IT Sirategy
and Comgliance.

« The Duke Energy Sponsor must ensure that there is no simultaneous connectivity between the
Duke Energy intemal netwerk and the isolated connection by wireless or network cabling
mechanisms,

IT 5006.5.4 Inbound Connections

An Inbound conneclion is a conneclion that begins outside of the Duke Energy network and terminates inside of
the perimeter network. The foliowing conditicns apply to inbound connections:

IT 5006.5.4.1 internat Connections

Internet connections are intended 1o provide public access to Duke Energy information such as the Duke Energy
web pages. See "IT 5006-02 Electronic Commerce Services” for additional information.

IT 5006.5.4.2 Inbound VPN

VPN connections must terminate in a subnet on the perimeter network configured for handling VPN traffic.
a) Employee - Employee VPN connectivity 1o the Duke Energy netwark:

+ Is only allowed using Duke Energy owned equipment with an approved VPN client and sofiware
firewall.

+ Must be authorized through the Duke Energy Enrollment Process. Use the "Employee Remole
Access Request’ form located in the Electronic Forms Repository {o initiale the enroliment
process.

b} Site-to-Site - VPN gateway-to-gateway connections may be used between Duke Energy offices. These
connections must be configured by individuals or groups authorized by IT Strategy and Compliance.

IT 5006.54.3 Dial-In

Dial-in access to company infarmation assets must be restricted to a centrally administered infrastructure that
musi terminate in the perimeter network is ba configured for handling and monitoring dial-in traffic. The following
conditions apply:

a) Employce - Employee dial-in connectivity to Duke Energy networks is only allowed through the controls
established in Remote Access Services. Employee dial-in access must be authorized through the Duke
Energy enrcliment process. Direct modem connections that allow approved employee access to an
individual information asset for maintenance must only be active during the maintenance session. When
the session is complete, the line or madem must be disabled. For additional infarmation, see “IT 5500,
Network Connections”™
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b} System Support - Dial-in access 1o networking devices with directly connected modems in remote
locations must be restricted to personnel who support such devices directly. These devices must be
secured in the following manner:

¢« A modem password must be enabled.

+ A password or authentication mechanism must be enabled to log in to the router and read, write,
change, or delete infarmation.

s A password or authentication mechanism must be enabled to change router configuration
paramelers and iraffic filters.

IT 5006.6 Network Routing Control

Network routing controls must be implemented to ensure information assets are not compromised. At a minimum, the
following conditions apply:

+ Only approved protocols and services needed for legiimate and authorized business purposes are allowed
» Network addresses and address schemas must be hidden from external sources
» Network traffic must be restricted to support approved business and must be monitored.

* Anonymous connections to information systems are not allowed.

IT 5006.7 Operating System Access Control

Computer operaling systems must be configured to restrict access to authorized users, must restrict access rights
based on user privileges. System security event logs must be maintained and monitored, see “IT 5005.8 Monitoring”.

IT 5006.71 Secure Logon Procedures

The identification of a Duke Energy network, location, information system, application, ar host-specific information
must not appear untit after a successful log in.

IT 5006.7.2 User [dentification and Authentication

An account used for operating system access must uniquely identify the account owner and meet the requiremenis
for privileged access.

IT 5006.8 Mcobile Computing and Teleworking

Compuiting resources used outside of the physical and logical perimeters of Duke Energy are at much higher risk than
those used internally. Systems connecling to Duke Energy's networks from external locations must enforce access
security controls in order to mitigate the risks associated with remole access.

IT5006.8.1 Mobile Computing and Communications

Confidential information contained on porlable devices must be secured. Users must be aware of their
environment and be cognitive of sensitive information while working in a public area. They must take precautions
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to avoid the viewing of sensitive information by unauthiorized individuals, and must refrain from working with non-
public information in a public area.

A Duke Energy approved personal firewall must be enabled while Duke Energy owned equipment is connected to
a Non-Duke Energy network, or a network outside of a Duke Energy facility. See section “IT 5006.4 Network
Access Control” for additional mformation.
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Approval: Information Technology Management Team {ITMT)

Appraval Date: 05/01/2006
Revision Date:
Revision No:

Statement of Purpose

This standard establishes the information security requirermnents for system acquisition, development and maintenance.
This standard applies to both in-house and purchased Duke Energy information systems.

IT 5007.1 Security Requirements of Information Systems

Information Security must be an inlegral component of the purchase, design, development, and implementation
process for any new information system or existing systems undergoing a major upgrade. When creating the business
case security requirements must be documented and modified as needed throughout the System Development Life
Cycle (SDLC).

1T 5007.1.1 Security Requirements Analysis and Specification

Information System Owners must conduct a risk assessment to establish the scope and magnitude of risks
associated with any new information system ar exisling system undergoing a major upgrade. A security
representative (Corporate IT Strategy and Compliance, BUISF or 1SC) must be consulted to evaluate the system
securily architecture, review the risk assessment, and consult an the security design. The information System
Owner must develop steps reguired to eliminate, mitigate, or accept any identified security risks and obtain the
appropriate approval signatures prior to sysiem irnplementation

IT 5007.1.1.1 Secure Application Development

Applications must adhere o the requirements defined in the Enterprise Wide Technology Architecture (EWTA)
and be coded in a network-aware manner to secure the access and transmission of information. “IT 5007-01
Application Development Security” defines the minimum reguirements for secure application development.

IT 5007.1.1.2 Externally Facing Applications

Applications with externally facing components or services (those that generate or receive network traffic from or
to Non-Duke Energy networks), must reside in a DMZ, and must adhere to the requirements defined in sections
"5007.1.1.1 Secure Application Development”, and “5005.7 Electronic Commerce Services”. Examples include
the Internet, Application Service Providers (ASP’s), etc. The following conditions apply:

a) Communications through a DMZ must be secured to ensure infarmation confidentiahity and integrity.

k) Apgplications must not reveal operational or infrastructure information to the end user,

—
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IT 5007.2 Correct Processing in Applications

Controls must be designed inlo applications to protect information assets from mistakes, errors, and unauthotized
activities. For additional information. see *|T 5007-01 IT Application Development Security™.

IT 5007.2.1 Authentication and Authorization

Applications must incorporate approved controls that provide for secure authentication and valid authorization.
Controls include:

a) Authentication performed at the outermost user interface (i.e., presentation layer) and prior to the
execution of business logic.
b) Maintaining password confidentiaiity.

c) Role-based authorization.

IT 5007.2.2 Input Data Validation

input contrals must be incorporated that can validate dala, prevent uncesirable resulis, and warn of unauthorized
activity.

IT 5007.3 Cryptographic Controls

Cryptographic controls are used to prolect the confidentiality and integrity of information and systems. The use of
strong key managemenlt technigues enhances the security of cryptographic controls,

IT 5007.3.1 Use of Cryptographic Controls

Information with a securily ciassification of confidential must not be transmittad over public networks unless
protected by encryption. For information about the proper handling of e-mail communications, see "IT 5002 Assel
Management: Acceptable Use of Assets-Mail”. Corporate [T Strategy and Compliance must approve enctyption
methads employed by Duke Energy. Encryption levels must be established at a minirmum of 123 bits.

IT 50074 Security of System Files
Unauthorized access to system files and application source code must be prevenied. System files and software must
be thoroughly tested from the development and quality assurance stages into the production environment. Praduction
information used in test or development environmenis must have the same level of control applied as in production.

IT 5007.4.1 Access Control to Program Source Code

Deploying the source code and scftware development kit (SDK) to the client is prohibited, i.e., do not include Java

source code in JAR files—only deploy the executable files and libraries. Deploying source code to servers is
permissible, i.e., ASP files for web servers.
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IT 5007.5 Security in Development and Support Processes

The development, test, and suppant environments must be strictly controlled and application managers must be
responsible for the security of these environmenis and the review of proposed system changes.

IT 5007.5.1 Change Control Procedures

The Business Unit must ensure changes to information syslems are managed through an enterprise or BUISF
approved change management process. For change control requirements see “IT 5005.1.2 Change Management”.

IT 5007.5.2 Purchased Software

Purchased software, commercial off the shelf or proprietary, must comply with the requirements of the IT 5000
Series. Purchasing agreements or contracts must define security requirements and compliance expectations. For
mere information, see “IT 5005.2 Third Party Service Delivery Management™.

T 5007.6 Technical Vulnerability Management

Technical Vulnerahility Management processes must be implemented to ensure adequate confrols are in place to
protect against published threat mechanisms. The following conditions apply:

IT 5007.6.1 Control of Technical Vulnerabilities

The Information Sponsor is responsible for ensuring that information systems have a process for controlling
technical vulnerabilities. Information systems nol covered by an Enterprise Infrastructure Vulnerability
Management process must be covered by a locally developed and managed process, in either case, the
processes must conlain the following components:

a} A currentinventory of information systems in accordance with 1T 5002 Asset Management”.

b} Subscriptions 1o vulnerability alert services for vulnerability notification and general risk assessment.

c) A methodology far assessing and ranking the risk to Duke Energy based on applicability and severity. For
additional information, see “IT 500702 Vulnerability Alert Ranking".

d) Remedialion processes must include:
=  nofification of key personnel
» aclions required to remediate
» remediation timeline
= remediation tracking

e) History of vulnerability alerts to include remediation strategy and results. Retention period must be

cormphant wilth Records Management Palicy.
1T 5007.6.2 Enterprise Infrastructure Vulnerability Management

An enterprise infrastructure vulnerabilily management process must be centrally managed to ensure a consistent
approach to vulnerabilities. Remediation actions are the responsibly of the personnel who support the information
assel. Corporate IT Security Operations must assign targel remediation dates for aleris assigned high or critical
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rankings. The management of personnel supporting the information syslems must assign targel remediation dates
for alerts assigned medium and low rankings.

1T 5007.6.2.1 Corporate IT Security Operations Responsibilities

a) Maintain subscriplions to security vulnerability alert services for key infrastructure elements including but
nat limited to:
o UNiIX {i.e. Linux, AlX, Solaris)
= Windows (i.e. 2000, 2003, XP)
«  Web services {i.e. IS, Websphere)
« Network Devices {i.e. routers, firewalls)
¢+ Databases (i.e. Oracle, SQL Server)

b) Conduct a Duke Energy specific vulnerability risk assessment, assign an impacl ranking, and develop a
remediation strategy.

c) Nofify information system adminisirators about pertinent vulnerability alerts, impact ranking, and
remediation strateqy.

d} Track remediation progress an key vuinerabitiies.
e} Maintain history.

iT 5007.6.2.2 Support Personnel Responsibilities

a} When notified of vulnerability, support personnel must assess lheir operating environments {0 determine
if there is an impact, and if there is, must comply with remediation strategy as defined by Security
Operations.

b) IT personnel supporting appiications and systems are responsible for monitoring vendor sites for
security alerts and updates for those applications and operating systems they supporl.  Alerts not
previously distributed by Corporate IT Security Operations must be evaluated for applicability and
ranked by severity, using the guidelines in "IT 5007-02 Vulnerability Alert Rankings”. Corporate IT
Security Operations must be nolified via the CIRT maii-in database of any alerts ranked either High or
Cniical, including justification for the ranking.

¢) Report implementation progress to Corporate T Securily Operations.
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Applicability:  Enterprise
Originator: Corporate IT Strategy and Compliance
Approval: Information Technclogy Management Team (ITMT)

Appraval Date: 05/01/2006
Ravision Date:
Revision No:

Statement of Purpose

This standard establishes the requirements for reporting, responding to, investigating, and prosecuting information
security incidents or events.

{T 5008.1 Reporting Information Security Events and Weaknesses
The workforce must be made aware of their responsibilities to report information security weaknesses, incidents, and
suspicious activities. Proper channels and procedures must be defined to ensure quick recognition and resolution of
security issues.
iT 5008.11 Reporting Information Security Events
Suspicious information security activity must be reported to the Compuler incident Response Team (CIRT). Users
are to contact the Help Desk at 704-382-7762 {704-382 SPOC) and open a Remedy ticket o the ATINTRUSION
group whenever an information security event is suspecied.
IT 5008.1.2 Reporting Information Security Weaknesses

When a security weakness is suspected or discovered, Users are to contact one of the following:

a) Manager

b} IT Support

¢} Business Unit CIRT Coordinators {See IT Security Page on Portal for contact information)
d} Help Desk at 704-382-7762 {704-382 SPOC)

IT 5008.2 Management of Information Security Incidents and Improvements

An enterprise “Computer Incident Response Team” (CIRT) must be maintained to facilitate a coordinaled response to
security events. The CIRT Team has the authority o investigate all security events or suspicious aclivity that may
impact an information asset.

IT 5008.2.1 Responsibilities and Procedures
Corporate IT Security Operations is responsible for the management and maintenance of the CIRT process and

associated procedures. The CIRT team must be centrally managed and consist of personne! from the Business
Units for local support.
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The CIRT procedure must identify an individual to serve as the CIRT Head responsible for coordinating enterprise
securily incident investigations and post-incident reporting. Local CIRT Leaders or Coordinators must be assigned
within the Business Units to manage localized incidents and to coordinate enterprise incidents. In addition subject
matter experts (SME's) must be available to provide technical expertise and remedial actions. The CIRT Team
must be positicned to respond 24 howrs a day. For detailed procedures, see “IT 5008-01 Computer Incident
Response”.

The CIRT procedure must define methodologies for:

a) Formal ircident reporting

b) Response and escalation

c} Restaration

d) Paostlbncident analysis and reporting

e} Lessons learned and process improvement
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Applicability:  Enterprise
Qriginatar: Corporate IT Strategy and Compliance
Approvai: Information Technology Management Team (ITMT)

Approval Date: 05/01/2006
Revision Date:
Revision No:

Statement of Purpose

The purpose of this standard is to establish that departmenial Business Continuity Plan's (BCP's) must address
Information Security.

See also: Enterprise Policies/Risk Management/Business Continuity Crisis Management Policy.
IT 5009.1 Information Security Aspects

in the event of major system failures, significant business intarruplions, or catastrophic events information security
controls may not be effective or may be circumvented. Restoration of sacurity controls must be an integral component
in the design and implementation of Disaster Recovery or Business Continuity plans.

iT 5009.2 Responsibilities of Business Units
Business Unit BCP's must address the following:

a) Role definition and responsibilities of security personnel.

b) Contingencies for continued operations in the event thal a CIRT event makes information resources
unavailable.

c) Risk assessment
d) Planning framework
8) Testing, maintaining, and re-assessing continuity plans.

f} The structure processes, and accountabilities needed to mitigate the impact of workforce stoppage.
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Applicability:  Enterprise
Originator: Corparate 1T Strategy and Compliance
Approval: Information Technolegy Management Team (ITMT)

Approval Date: 05/01/2006
Revision Date:
Revision No:

Statement of Purpose

This standard establishes the design, monitoring, and enforcement requirements for information security compliance
as it relates to federal, state, local, and regulatory laws and company information security policies.

5010.1 Compliance with Legal Requirements

The Duke Energy workforce must adhere to the requirements specified by federal, state, local, and reguiatory laws,
and company palicies.

5010.1.1 Applicable Legislation

The Information Sponsor must ensure that the information and information systems within their area of
responsibility are compliant with the following and for estabfishing compliance processes when enterprise
compliance processes are not applicable.

a) Laws - federal, state, and local Jaws are dependant on the location and type of business. The Informaticn
Sponsor is responsible for establishing a knowledge center of applicable laws that impact their information
systems

b) Regulatory - Corporate IT Strategy and Compliance must maintain a list of applicable federal and industry
related information security reguiations. The Information Sponsor is responsible for ensuring there are
standards and procedures for meeting and maintaining compliance to these requirements.

¢} IT 5000 Series — Corporate IT Strategy and Compliance is responsible for maintaining the 1T 5000 Series
documents and for communicating requirements, maintaining and executing an enterprise compliance
pragram, and facilitating the enforcement processes.

d) Information System Coniracts — contracts for information system services or products must be reviewed to
ensure that security concerns have been addressed. For more informaltion, see “IT 5005.2.1.1 Application
Service Providers™.
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IT 5010.1.2 Intellectual Property Rights {IPR)

For specific infermalion about Inteileciual Property and Brand Managemenlt, see the “Code of Business Ethics”,

IT 5010.1.3 Informatiaon Protection and Privacy of Personal Information
See Enterprise Policies \ Law Department \ Personal Information Privacy Policy for details.
IT 5010.1.4 Prevention of Misuse of Information Processing Facilities

The use of Duke Energy information or infarmation assets is only allowed for authorized activities. Duke Energy
must have, al a minimum, read-anly access to any information on a workstation or servar and reserves the right to
monitor, restrict, prevent, or revoke the use of its information or information assets. The unauthorized access, use,
or modification of information ar an information asset is subject to criminal penalties and civil liability.

IT 5010.1.4.1 Employee Monitoring

Requests to investigate suspected inappropriate employee activity must be coordinated through HR, Legal,
and/or Corporate Compliance. To support requests to perform investigations, the investigalive teams must be
able to obtain read access to information on workstations andfor servers. Security operations must coordinate
with the IT Security representative for the Business Unit to obtain the necessary access on an ongoing or as-
nseded basis.

IT 5010.1.4.2 Employee Notification

Servers and worksiations must be configured in a way that ensures Users acknowledge their permitted access
and the potential for monitoring. During the initial configuration a login banner is required that includes the
following:

a) Only authorized users may use the information system.

b) By conlinuing to use the information system, the user agrees they are an authorized user.

c) Use of the information system conslitutes consent to monitoring.

IT 5010.2 Compliance with Policies and Standards and Technical Compliance

The Information Sponsor has the accountability for ensuring information systems within their area of responsibility are
compliant with the federal, state, local, and regulatory laws and company policies. Enforcement or lack of enforcement,
by Corporate {1 Strategy and Compliance or other governing body, is not an indication of acceptance of a non-
compliance practice.

IT 5010.2.1 Compliance with Policies and Standards

The IT Compliance Program must address the roles, responsibilities, and processes for assessing, documeanting,
and measuring compliance. The program must define how to measure compliance and how lo track, note, and
solve gaps. All members of the workforce are required 1o support the compliance program by allocafing the
necessary resources o participate as requested.

Informaltion Sponsors are responsible for ensuring non-compliant issues are resolved.
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T 5010.2.2 Security Standards Exception

An IT Security Standards Exception Request form must be processed for exceptions to IT 5000 Standards and
Procaedures This form is located in the Electronic Form$ Repository. For specific pracess details, see "IT 5010-01
Standards Exception Procedure”.

The Duke Energy Policy Exception and Risk Acceptance procedure defines the authorization process for
requesling exceptions to an IT Security Policy,

IT 5019.2.3 Technical Compliance Checking

Corporate 1T Strategy and Compliance must conduct technical reviews of Duke Energy's security portfolio.
Deficiencies are to be reported to the appropnate Managers. WManagers io submit remediation plans as
determined by the compliance program. The results of the technical review and the remadiation steps are not to be
shared with anyone one that does not have a nead-lo-know status.

a) MNetwork Penelration Testing{Assessment - Corporate 1T Strategy and Compliance must conduct an annual
penelration test to assess the wulnerability of the company’s network penimeder devices,

b} Server Scans/Vulngrability Testing/Assaessment - Corporate IT Strategy and Compliance must conduct an
annual server scanfvulnerability test on each server {0 assess the server's angoing security patch readiness
and security configuration.

1T 5010.3 Information Systems Audit Considerations

Auditing information systems must be effective and thorough but minimally impact systems operalions. Controls must
be in place to ensure that only authorized resources use system audit tools and that they use them properly.
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A
Access Account —an identifier (ID} and password, or other authentication mechanism, combination.

Access Control — mechanisms to protect information from accidental or malicious modification, destruction, or
disclosure. Some typical access controls are permissions such as:

No Access - overrides other access privilege

List — view the contents of a foider

Read — view a file

Add — copy a new file to a folder

Change — modify the contents or overwriie a file

Full Control — change plus modify permissions or auditing on a file or folder

Access Control List (ACL) - a list of users with access to information and their rights to manipulale it, i.e., list, read,
add, change, efc.

Application Software — a computer program, or set of programs, designed to carry out a specialized taskis).

Attack - the act af trying to bypass security gontrols on a system or a method of breaking the integrity of encrypted
information. An attack may be aclive, resulting in the alteration of information; or passive, resulting in the release of
information.

Authentication — verifying the identity, and establishing the eligibility of a warkstation, originator, or individual fo
access specific information. It is providing assurance regarding the identity of a subject or objecl, for example,
ensuring that a particular user is who he ar she ¢laims to be.

Authorization — the privilege granted to an individual to access information based on the individual's clearance and
need-to-know; the granting ta a user, program, or process, the right of access.

B

Backup - copying information to a secand media as a precaution against information loss in case the first media
fails.

Backup Media — the material used o store backup information, i.e., CD-ROM, Magnetic Tape, Floppy Disk, elc.

Broadband — a high speed transmission method that uses DSL {Digital Subscriber Line) or cable modem to provide
Internet connectivity.

Business Unit Information Security Function {BUISF) — in a Business Unit, an individual who or group that
provides Business Unit coordination with Corporate T Strategy and Compliance on issues concerning functional
implementation of the IT 5000 Series documents.

Business Partner — an individual or company wha is involved with Duke Energy for the purpose of achieving a
business objeclive.

C

Chief Information Officer (C10) - senior stralegic-level management position that oversees all information
technology systems and personnel.

Classification (Information Protection} — a determination that information requires a specific degree of protection
against unauthorized disclosure cambined with a designation that signifies such a determination has been made.
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Commercial off the Shelf (COTS) — Cemmercially manufactured Information systems or software; this includes
hoth plug and play and customizable products.

Common Network — Networks or subnets configured and maintained by Duke Energy where all devices are
maintained using a commen set of security practices.

Complex Passwords — passwords that have at least three of the following four characteristics:
« Uopercase letters (A-Z)
= lowercase lelters (a-2)
s  Numbers {0-9)
»  Special characters,ie. ", @, # 5, %, * &, * and +"

Note: For MVS/Mainframe, only the following symbols are allowed: "@, #, and 3"

Computer Incident Response Team (CIRT) — a selected group of people whose purpose is lo promptly respond to
an information security incident so that it can be quickly contained, investigated, and recovered from. This term is
also used to describe the procedures and processes used by this team.

Controlied Environment - an area where special processing {(such as fingerprinting, background checks, elc.) is
required to gain authorization for access. Controlled environments have additional physical security features
protecling them.

Custodian - Subject Matter Expert (SME) in a particular area.
b

Data - textua! or numeric, human-readable information.
Degaussing — the action or process of destraying information so it cannot be recreated, propagated, or reused.

Digital Certificate — an electronic document that links a user or computer with a public and private key pair that can
be used for encryption, authentication, non-repudiation, etc

Digital Signature ~ information that is encrypted with an entity private key, and appended o a message thai
identifies and authenticates the sender and the integrity of the information.

Direct Modem Connection — a modem connected directly to a server or workstation therefore bypassing the
centrally administered modem banks.

DMZ (Demilitarized Zone) — 5 subnet that provides a means of securely hosting computing services accessible to
external entities, utilizing screening devices, firewalls, and other security controls.

E
Encryption - the process of transforming information to an unintelligible form for secure transmission.

Enterprise — the lotal collection of ail businesses or endeavors operating under the ownership or control of Duke
Energy.

Extranet — an Internet technology used ta connect two or more computers together. See also: Infranat.
External Networks -Networks or subnets that are not configured and maintained by Duke Energy.
F

File Transfer Protocol (FTP} — a means 1o exchange files across a network.
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Firewall - a specialized computer or software designed to protect networks by filtering and blocking access.
I8 |

Hypertext Transfer Protocol (HTTP) — the native profocol of the Web, used to transfer hypertext documents on the
internet.

I

1D (or login account) - in general, an informalion asset logon identifier or account. Specific kinds include:
information — data that is electronically processed, stared, or transmitted.

{nformation Attributes - the value, sensitivity, fegal, regulatary, or retention requirements, and risk of loss or
compromise, etc. that the company places an informalion.

Information Asset - Information or Information technology that provides value to Duke Energy.

Information Owner — a Duke Energy employee in a management position, responsible for securing designated
information for the purposes of protecting confidentiality, integrity, and availabiiity.

Information Sponsor — a Duke Energy vice presidant ar Business Unit manager responsible for maintaining the
confidentiality, integrity, and availability of company information within their Business Unit.

Information System — an Information Asset or combination of information Assels designed {o address a business
requirement.

Information Technology — Any equipment or subsystem of equipment or electronic medium, that is used to siore,
process, ransmit, or present informalion. Computers, electronic storage, software, or data communication networks
are considerad information technologies.

Information Technology Manager - A Duke Energy employee in 2 management pasition rasponsible for the
functicnal operation of a specific information technolagy. The Infermation Technolagy Manager may or may not have
fiscal responsibilities for the asset.

Instant Messaging — a computer conference using the keyboard, or voice {a keyboard chat) between two or mare
people.

Internet — an insecure, worldwide public collection of networks that use TCPAP protocol suite for communication.

Internal Network — a general term that defines networks that are supported and maintained by Duke Energy which
are jsolated from Non-Duke networks.

Intranet — a network within an organization for secure communications between employees, or other intranets
outside of the organization. it is a private, TCP/IP-based network that uses Intemet technology, but is not accessible
to the public.

L

Labeling — a wvisible sign designating the classification of the information,

Logically Isolated System — a computerized system that is physically connected however, traffic hetween networks
must pass through screening or filtering equipment that restricts the flow of information across the boundary of the
isolated systems.

M

Major upgrades - significant enhancements or modifications to an information system in terms of scope, impact and
costs that require Business Units to use discretion when determining which upgrades are major and which are not.
IT Security should be consulted if there is any doubt.
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Maticious Code — hardware, software, or firmware that is intentionally included in a system for the purpose of
causing loss or harm.

Manager - Organizational position with job responsibilities that require a level of experience and accountability that
identifies them as Subject Matter Experts (SME’s) in a particular area and; may include administrative or operational
management of people.

Monitoring Software - Software that monitars an information system and records activities or alamns.

Multifactor Authentication - the use of two or more factors to authenlicate that someone 1s who they dlaim to be.
The three faclors are: something known, i.e., passwords, PIN; something in possession of, i.e., tokens, smartcards;
of a physical atiribute of the person (biometric), i.e., fingerprints, retinal scan.

N

Need-to-know — a principle that allows for the comparimentalization of information in order {o resinct access. An
individual is provided with the information that is nacessary lo complete a given task and nothing more.

Network - two or more information assets configured to share resources.

Network connection — an access point to an information asset.
O

Operating System — the principal system software thal manages the hardware, program files, and other system
resources and provides a systematic and consislenl means for controlling the computer.

Owner — an individual who has the responsibility for controlling the production, develapment, maintenance, use, and
security of an information asset.

P

Packet — a unit of information sent across a network.
Peer to Peer - file sharing network that permits direct access to multipie user resources.

Perimeter Asset — information Asset or System that contributes to the transportation of information between internal
and external sources. These consist of applications, servers, workstations, and network infrastructure devices such
as firawalls, routers, dial-in servers, intrusion defection devices, and VPN gateways.

Perimeter Network — screened subnet architecture approved by Corparate [T Security. Utitizes physically secured
devices, with access limited to groups supperting the devices. Logical access is limited ta approved individuals anly.

Processing Facilities — data centers, server or teilecammunication rooms, or closets containing wiring or
communications equipment.

Physically Isolated System — a computerized system that is not physically connected to the Duke Engrgy computer
network, the Internet, or another third parly netwaork. Physical connection includes computer networks, modems, or
an interface to a telephone system. The use of broadcast wireless technology (radio, infrared, or any means of
electromagnelic frequency) precludes a system from meeting this definition.

Palicy - high-level statement of enterprise beliefs, goals, or courses of action adopted in support of principles and
objectives. Pclicies provide a statement of position or intent in a specific subject area.

Portable Device — an information asset that is used for mobile compuling. The device is typically smalt and easily
transportable, i.e., PDA, faptop computers, pocket computers, smart phones, and storage media.

Procedure — the specific actions required to be compliant with the IT Security Standards. They are documented,
step-by-step instructions for a particular area and may exist at any level of the organization.

- it -
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R
Records — information on a particular subject collected and preserved.
Recovery —the pracess of restoring information from backup.

Remote Control Software — software that facilitates the remote contral or remote access to another computer
system.

Risk - the likelihood thal vuinerability may be exploiied or that a threat may become harmful. The probability that an
undesirable event may occur that results in financial or other loss, or otherwise creates a problem.

Router - a device that interconnects networks.
S

Screening Router — a router that is configured to implement part of the firewall security by permiiting or denying
traffic at a network level.

Security Event — an anomaly or indicator of a potential security problem.

Security Incident - a security event or events that have been evalualed and require action.
Security Weakness — a deficiency that could be exploited.

Senior Management - management at the vice president level and above.

Separation of Duties - a conlrol that prevents an individual from having total control of information entry and
validation, which would enable that person to enter or conceal an error that is intended to defraud the company.

Server - lypically a more powerful computer than a PC that is dedicated to providing services such as file and print
sharing, etc.

Server/Telecommunications Room - a room containing several servers and/or ielecommunicaltions equipment.
The room is not manned and environmental and fire suppression controls may or may not be in place.

Simple Network Management Protocol {SNMP) - a standard network management protocol enabling
communication and contral with SNMP agents within netwarked devices.

Software - instruclions lhat tell a computer what to do. Unless otherwise stated, Software comprises the entire set
of programs, procedures, and routines {Operating System, application sofiware, and middleware) associated with
the cperation of an information system.

Sponsor — an individual who is responsible for the activities or work efforis provided by a vendor, contractor, or
consultant; or, an individual responsible for the implementation or management of a specific business need.
Generally, a Sponsor is a Duke Energy employee.

Standard — mandatory rules or requlations that define the minimally acceptatle practices for achieving the
objectives of the IT Security Policy.

T

Telnet — standard intemet protocot for accessing remote systems.
Third Party — someone other than the principal partias who are involved in a transagtion.

Threat — a circumstance or event with the potential to cause harm to a system in the form of destruction, disclostre,
modification of information, denial of service, or any combination thereof.

Trust Relationships — relationship between two systems or domains where an authenticated user on one system is
automatically authenticated to the other.
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Two-tactor Authentication — authentication that uses at least two of the three Multifactor Authentication
mechanisms.

U

User ID — assigned 1o a specific individual who is accountable for its use; sometimes refered toasaLANID ina
Windows domain.

V

Virus — a computer program that replicates by attaching copies to existing programs. Computer programs that can
infect, replicate, and spread among computer systems. A virus requires human involvement to propagate.

Virtual Private Network {VPN) — a network used for highly confidential information transmission. It is an encrypted
IP connection between two sites over the Internet.

Vulnerability — a weakness in computer information systems that could be expioited by gaining unauthorized access
to information, disrupting critical processing, or violating a system security policy.

W

Woarkforce ldentification Process {WIP) — establishes the Human Resources Management System as the
Enterprise system of record for establishing and maintaining employee identity.

Workforce — company employees, joint ventures, parnerships, subsidiaries, contractors, vendors, and agents.

Workstation — a computer with a primary purpose to provide acceass 1o networks and applications directly to the
end-user.
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{T 6000 Series — SCADA Cyber Security Standards

This governance document is comprised of the 1T 6000 Cyber Security Policy and supporting Standards and
Procedures. This document is assodiated with Duke Energy Information Technology Security Policy and Standards,
{the “IT 5000 Series™). This document incorporates integrated information security practices established as a resull of
the merger of Duke Energy and Cinergy..

The format of this document is based on and aligns with NERC CIP Cyber Securily Standards'--however it contains
two additional scope-defining sections not found in the NERC format:

1. Enterprise - the “Enterprise” section denoles associated requirements that are applicable to any and all SCADA
systems, irregardless of additional Business Unit or more specific regulatory requirements. This section
specifies the minimum security controls that the entire company will meet to protect its SCADA systems.
Enterprise requirements are denoted in bold and designated by an “R9.9.9" format (as established by NERC CIP
format). Requirements that address material beyond the scope of the NERC format, but still applicable to Duke
Energy are designaled by a “DR" prefix. Enterprise requirements for “Critical Infrastructure” systems are shadad,
and are not required for "Operational” systems.

2. Business Unit - the “Business Unit" section describes any additional security controls that may apply 1o a
particular subset of SCADA systems. These additional controls are mandated by the Business Unit for any
number of reasons, but primarily to refiect any regulatory requirements on a specific operational pari of the
Company, but not the Company as a whole. For exampie, NERC may regulate electric process systems bul not
gas distribution systems.

{Note: There is no seclion “6001", as would be logically assumed based on the first section (6000} and the next
section (6002). Section 6001, as “6001” is currently used by NERC for a non-cyber-based standard and therafore was
excluded from this document. )

The IT 8000 Series documents are the property of Duke Energy. Reproduction, distribution, or unautharized use is
strictly prohibited without the expressed written consent of Duke Energy. Duke Energy does not assume any liability for
unautharized use of these documents.

© Copyright 2006 Duke Energy Corparation. All rights reserved.

! http:/fwww.nerc.com/~filez/standards/Cyber-Security-Permanent. html
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Applicability:  Enterprise
Qriginator: Corporate 1T Strategy and Compliance
Approval: Information Technology Management Team (ITMT)

Approval Date:
Revision Dafe:

Reavision No:

Statement of Purpase

The purpose of this policy is to establish guidelines for the protection of information, applications, and systems used,
operated, or maintained by Duke Energy that are subject or related 1o Supervisory Control and Data Acquisition
(SCADA), Process Control, or other operational processes that include real-time or similar systems involved in the
operation, control, or monitoring of physical assets. These systems will genericaily be referred to as "SCADA™ or
"SCADA Systems”, and include ali of the systems described in this document.

Policy Expectation

Thus policy applies to the entire Duke Energy workforce, including but not fimited to, employees, joint ventures,
partnerships, subsidiaries, contractors, vendors, agents and third parties involved in the maintenance or operation of
SCADA assets. It is the responsibility of every Duke Energy subsidiary and Business Unit to-manage security risks
iocally and to maintain the security of Enterprise SCADA systems.

This policy applies to all curreni operational systems and must be applied as part of system requirements to newly
purchased or developed systems. All systems must comply to either these policies or with the Information Security
Governance Standards, “IT 5000 Series” policy series.

6000.1 Supervisory Control and Data Acquisition {SCADA)

SCADA {Supenvisory Control and Data Acquisition) systems are compuier sysiems used lo manage industrial
production, transmission or distribution processes. SCADA systems are used, for example, {¢ supervise a reaclar
funclioning in a nuclear power plant, to monitor electricily distribution through a high voltage transmission grid, and to
controf natural gas flow through a pipeline.

e ...___________________________________________________________________________________________]
IT 6000 Cyber Sacurity Policy
5 of 64
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6000.2 General SCADA Requirements

General SCACA requirements are defined as follows:

a)

o)

¢)

d

f)

a)

h)

k)

The protection of SCADA systems is the responsibility of all Company employees, joint ventures, partnerships,
and subsidiaries, as well as conlractors, vendors, agents, and third parties.

Unless otherwise stated in a Duke Energy privacy statement {or policy) or, unless otherwise prohibited by iocal
law, the Company reserves the right to access, view, copy, change, delete and disclose any information
maonitered andfor stored by any SCADA system.

Ta the extent required by law, personally |dentifiable information held by the Company, such as Social
Security Numbers, will be kept confidential in accordance with “Personal Informalion Privacy Policy — DE
7000C".

Access ta SCADA systems will be determined by business need.
Access to SCADA data will bs determined on a “need-to-know” basis.

SCADA systems are valuable Company assels and their accessibility, integrity and availability must be
protected in accordance with “IT 6103 SCADA System and Information Classification”.

All systems must be classified commensurate with their value and in accordance with "IT 6002.1 SCADA
System Protection Classification”.

The integnity, availability, and security of all Company SCADA systems must be maintained through the
application of appropriate security, monitoring, quality and access controls, legal and retention requirements,
and recovery processes.

The CIO has the final autherity on all enterprise SCADA cyber securily policy and standards.

Legislative, regulatory requirements or other legal cbligations will supersede any SCADA cyber security policy,
and subsequent standards, and procedures, excepl in cases where Company policy, standards, or procedures
require a higher level of security.

Personnel accountable for SCADA system protective contrals ouffined in Company poficy, standards, or
procedures may be subject to disciplinary actions up to and including termination of employment or contract
(Carrective Action - HR 1060) if they are deemed to be non-compliant.

6000.3 Examgples of a SCADA System

SCADA systems include, but are not limited to:

a)
b)
c)
d)

Plant Control Systems, i.e., Distributed Control Systems (DCS)
Energy Management Systems

Environmental Monitoring Systems

Metering and Physical Status Reporting Systems

IT 6000

- Cyber Security Policy
6 of 64
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6000.3.1 Typical components of SCADA systems:

a)  Network (routers, cabling, switches, firewalls, or olher telecommunication infrastructure)

b}  Servers/SCADA host computers
¢}  Historical and Real Time Databases
d HMIs (dedicated and general-purpose)

)
e} Measurement workstations
f} Data Consolidators or Concentrators
g) Data Gathering and Device Control Equipment, i.e., Field Equipment, /O, RTUs, PLCs.
h) P Addressable remole devices
i) Calibralion, Testing and Diagnostic Equipment

i) Standalane controllers

6000.3.2 Functions of SCADA systems include:

a)  Monitoring or polling

b) Metering/measurement

c)  Conirolling equipment

d)  Human machine interface (HMI))
&) Alarming and/or event notification

fy Event logging, hislory

6000.4 Roles and Responsibilities

a) Chief Information Officer - The CIO (or designated body) has been assigned the responsibility for the approval of
SCADA Cyber Security standards. This office may delegate this responsibility to the Information Technology
Management Team (ITMT, or NewCo equivalent).

p) SCADA Cyber Security Council (SCSC) - The SCADA Cyber Security Coungil is composed of representatives
from muliple Business Units with operational interests in SCADA Cyber security. This council will be
responsible for:

1. The collaborative maintenance of the Enlerprise (or “Comorate”) SCADA Cyber Security standards,
including review of the SCADA security sirategies and architecture,

Endorsement of enhanced and additional SCADA securiiy standards,
Support of SCADA security initiatives, and
Support of SCADA security awareness.,

IT 6000 -- Cyher Security Policy
7 of 64
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The SCSC will endorse the standards for final approval. The individual representing a Business Unit on the
SCSC must also belong to the Business Unit SCADA Cyber Security Function.

¢) Business Units - Each Business Unit of Duke Energy will be responsible for compliance with SCADA Cyber
Security policy, standards, and procedures. Business Units will designate local resources far accountability
where required.

d) Business Unit SCADA Cyber Security Funclion - Each Business Unit will define a BUSCSF. The Business Unit
SCADA Security Function is defined as follows:

The primary approval body for Business Unit specific SCADA Cyber Security standards, procedures and
processes, which includes the "Business Unil” section of the Enterprise SCADA Cyber Standards.

Responsible for providing communications, awareness, and compliance with SCADA Cyber Security
standards in the Business Unit.

Responsible for identifying requirements and defining Business Unit SCADA Cyber Secwrily standards and
procedures.

Responsible for reviewing exceplions to SCADA Cyber security standards generated from the Business
Unit.

Responsible for reviewing SCADA system architecture as il pertains 1o cyber security.

e} SCADA System Owner (May be technical andfor business)

A SCADA System Owner is a manager or designee(s) responsible for specific SCADA, Systems cyber security.
A SCADA System Owner has responsibility for securing the designated SCADA Syslem assel{s) for the
purposes of protecting accessibility, integrity, and availability. The SCADA System QOwner is responsible for:

1.

S

Ensuring their use and access to the SCADA system complies with enterprise and Business Unit SCADA
Cyber Securily Standards and procedures, and all governmental and regulatory laws and requirements.

Data Ownership for the data produced by the SCADA system.
Identifying all SCADA assets and components that are under the System Owner's responsibility.
Ensuring a change cantrol praocess for SCADA security is implemented.

Reviewing and understanding current Duke Energy enterpriseé SCADA standards, government regulations
and industry standards relating to SCADA System security.

Ensuring that security standards and information protection practices employed comply with government
and regulatory laws and requirements, and Company policies and standards.

Classify, periodically review, and protect the SCADA assels in accordance with *IT 60021 SCADA System
Protection Classification”.

Review, document, and control access requests in accordance with *IT 6002.1 SCADA System Protection
Clagsification™.

IT 6000 — Cyher Security Policy
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f)

a)

h)

9. Controlling and menitoring physical and cyber access to the SCADA system. This includes ensuring
approprnate security controls and processes are in place.

10. Delegating, as necessary, SCADA Development and Support Personnet to assist with ownership
responsibilities.

11. Determining SCADA System back-up and recovery requirements.

12. Reporting breeches of security as scon as passible to the appropriate CIRT {(see "“IT 5008 Computer
Incident Response™) and any Business Unit specific procedures.

SCADA Development or Support Personnel

The SCADA Development or Suppart Personnel develops or installs, and configures the SCADA application and
infrastructure software and hardware. From a cyber secwity point of view, this role indludes the following
responsibilities:

1. Ensure SCADA software and infrastructure meets or exceeds the Cyber Security Policy, standards and
procedures.

2. Ensure SCADA software and infrastructure meets or exceeds regulatory requirements (including abiding
by any local laws having jurisdiction on the system)

3. Ensure that changes to production systems are made only by authorized individuals or groups following
the approved change process.

4. Never allow an unauthorized individual access to the SCADA system.

SCADA Systermn User

The SCADA System User interfaces with the production SCADA system, i.e., control room operator or dispaicher.,
This role includes these responsibilities:

1. Using or accessing SCADA systems for authorized purposes and via approved methods only.

2. Ensuring unauthorized individuals da not interact with the SCADA system.

Audit Services

Audit Services will review business activities to confirm compliance as parl of their normal corporale role and
report the results to the ITMT and the responsible Business Unit management.

Corporate IT Strategy and Compliance

Corporate IT Stralegy and Compliance is responsible for oversight and administration of the Duke Energy
information Security Program.

T 6000 — Cyber Security Policy
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Applicability:  Enterprise
Qriginator: Corporate IT Strategy and Compliance
Approval: Information Technology Management Team (ITMT)

Approvat Date:
Revision Date:

Revision No:

Staternent of Purpose

This purpese of this standard is to define criteria for the identification and protection of SCADA Systems and to
establish the requirements for SCADA system classification. Specifically, this standard addresses the criticality and
vulnerability of SCADA assets, and the risks to which they are exposed. All SCADA systems must be classified so
they are protected at a level commensurate with their value. This includes raw data, infrastructure, and applications.
Additional Business Unil SCADA classifications must be approved by Corparate IT Strateqy and Compliance. These
classifications can supplement, but not supersede, the enterprise standard.

6002.1 SCADA System Protection Classifications

SCADA syslems must be classified based on the system’s value to Duke Energy, sensitivily, regulatory requirernents,
and risk of loss or compromise. Components of a SCADA system can have different classifications, for example, a
control room may be classified as "Critical Infrastructure” whereas, a remote field device may be classified as "low risk”
if appropriate isolation between the system and the ‘“low risk” device is provided. For all SCADA system
classifications, confidentiality or saensitivity of the SCADA system to failure should be a cansideration when applying
cyber security controls, The following conditions apply:

a) Critical Infrastructure - The system should be classified as “Critical Infrastructure” if the incapacitation or
destruction of the SCADA syslem would have a debilitating impact on national security, national economic
security, public health or safety, or any combination of these matters, (Examples: nudlear safely SCADA
systems, significant gas and petroleumn transportation pipeline SCADA systems, sour gas processing or
transporiation SCADA systems, and electric grid systems.) Any system designated at this level would
encompass the atiributes of systems at all other levels. Any system controlling physical access and/or physical
monitoring of any facility containing SCADA systerms meeting this definition is also designated as “Critical
Infrastructure”. (For example, physical security systems for nuclear plants, large energy storage facilities, dams
are “crifical infrastruclure™.) Any system designated by NERC definition as a “Critical Cyber Asset” must-be in
this classification.

L. _____________________________________ ]
IT 6002 Assols 10 of 64
Duka Energy Propristary and Confidential: Intessal use only.

636



Duke Exhibit IT-5
PlEnergy.. Xt

Duke Energy SCADA Cyber Security Standard

IT 6002 - Assets

b} Operational - Gther SCADA systems critical to the operation and profitability of the company Examples of critical
systems might include: steam or hydro generation plants, gas processing plants, gas transmission compressor
stations.

6002.2 Enterprise Requirements

All SCADA System Owners must comply with the following requirements:

R1. The SCADA System Owner shall identify and document a risk-based assessment methodology to use to
classify ali SCADA systems.

R1.1. The SCADA System Owner or Business Unit SCADA Security Function shall maintain documentation
describing their risk-based assessment methodology that includes procedures and evaluation criteria.

R1.2. The risk-based assessment shall consider the following:

R1.2.1. Control centers, control rooms, computer rooms, or control complexes (and backup/redundant
control centers and compiexes) performing the functions of the SCADA system.

R1.2.2. Ouilying facilities that support the reliable operation of the SCADA system, i.e., substations,
redundant start-up power sources, etc.

R1.2.3. Energy supplies or raw-material scurces must be factored, such as generation planis or
inbound/outbound pipelines that support the reliable operation of the SCADA system.

R1.2.4. Systems and facilities critical to system restoration, including resocurcas used for inifial system
restoration.

R1.2.5. Systems and faciliies critical to automatic safely sub-systems or system reliability sub-
syslems, for example, pressure relief valves or load-shedding assets.

R1.2.6. This requirement is not applicable.

R1.2.7. Any additicnal assets that support the reliable operation of the SCADA system that the System
Owner deems appropriate to include in their assessment.

R2. SCADA System inventory - The SCADA System Owner or Business Unit SCADA Security Function shali
develop a list of their SCADA system(s). The SCADA System QOwner or Business Unit SCADA Security
Function shall review this list at ieast annually, and update it as necessary. This inventory list shall include at a
minimum: Name of System, iocation(s), purpase, and key contact people.

SCADA System Owners must maintain and periodically review asset {component) inventories of each SCADA
system, including the identification and classificalion of critical assets of the system. The level of detail and
period of review should be determined by the criticality of the overall syslem.

R3. SCADA System Classification - Using the invenlary (of systems and assets) dewveloped pursuani to
Requirement R2, the SCADA Sysiem Owner or Business Unit SCADA Security Function shall assess sach
systemy's classification, through a risk-based assessment methodology required in R1. After significand
changes to a system the risk-base assessmeni for classification shall be repeated. The SCADA Syslem
Owner or Business Unit SCADA Security Function shall review this list at least annually, and update it as
necessary.

L e
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R4,

DR5.

R3.1. This requirement is nol applicable
R3.2. This requirement is not applicable
R3.3. This requirement is not applicable

Annual Approval -A senicr manager of delegate(s) shall approve annually the inventory list of SCADA
Systems classified as “Critical Infrastructure”. Based on Requirements R1, R2, and R3 the SCADA System
Owner or Business Unit SCADA Security Function may determine that it has no “Crilical Infrastruciure”
SCADA Systems. The SCADA System Owner or Business Unit SCADA Security Funclion shall keep a signed
and dated record of the senior manager or delegate{s)'s appraval of the list of “Critical infrastructure® SCADA
Systems, even if such lists are null.

SCADA System Proprietary Devices Exclusion;

PLCs, RTUs, and other field equipment that run a proprietary operating system {as opposed to generic
operating systems, that includes Windows, VMS, or any common flavor of Unix (including Linux)), and thai do
not use IP-based networking are excluded on any corporate SCADA Cyber Security Standards and
requirements except those related to physicat security, unless otherwise speacified.

6002.3 Business Unit Requirements

6002.3.1 Business Units Regulated by NERC

CIP-002 requirements are presented in this section. Some requirements will be met by compliance to Corporate
Requirements listed in 8002.2 and are noted with “See Enterprise Requirements”.

R1.

Critical Asset ldentification_Method - The Responsible Entity shall identify and document a risk-based
assessment methodology to use to ideniify its Critical Assels.

R1.1. The Responsible Entity shall maintain documentation describing its risk-based assessment
methodelogy that incitdes pracedures and evaluation criteria.

R1.2. The risk-based assessment shall consider the following assets:

R1.2.1. Control centers and backup coniro! centers performing the functions of the entities listed in
the Applicability section of this standard.

R1.2.2. Transmission substations that support the reliable operation of the Buik Electric System.
R1.2.3. Generation resources that suppart the reliable cperation of the Bulk Elactriic System.

R1.24. Systems and facilities critical to system restoration, including blackstart generators and
substations in the elecirical path of transmission lines used for initial system restoration.

R1.2.5. Systems and facilities critical to automatic load shedding under a common control system
capable of shedding 300 MW or more.

R1.2.6. Special Protection Systemns that support the reliable operation of the Bulk Electric System.

- - "~ ]
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R2.

R3.

R4.

R1.2.7. Any additional assets that support the rsliable operation of the Buik Electric Syslem that the
Responsible Entity deems appropriate to include in its assessment.

Critical Asset Identification - the Responsible Entity must devetop a list of Criticat Assets specific to their area,
which must be defermined through an annual application of the risk-based assessment methodology required
in R1. The Responsible Entity shall review this list atieast annually, and update it as necessary.

Critical Cyber Asset Identification - using the list of Critical Assets developed pursuant to Requirement R2, the
Respansible Entity shall develop a list of associated Critical Cyber Assets essential to the operation of the
Cnrtical Asset. Examples at control centers and backup control centers include systems and facilities at master
and remote sites that provide monitoring and control, automatic generation control, real-time power system
modeling, and realtime inter-utility data exchange. The Responsible Enfity shall review this list at jeast
annually, and update it as necessary. For the purpose of Standard CIP-002, Critical Cyber Assets are further
qualified to be those having at least one of the following characteristics:

R3.1. The Cyber Asset uses a routable pratocal to communicate cutside the Electronic
Security Perimeter; or,

R3.2. The Cyber Asset uses a routable profocol within a Control Center; ar,

R3.3. The Cyber Assel is dial-up accessible.

Annual Approval - A senior manager or delegate(s) shall approve annually the list of Critical Assets and the list
of Critical Cyber Assets. Based on Raquirements R1, R2, and R3 the Responsible Enlity may determine that it
has no Critical Assets cor Critical Cyber Assets. The Responsible Entity shall keep a signed and dated record
of the senior manager or delegate(s)’s approval of the list of Critical Assels and the list of Critical Cyber
Assets, even if such lists are null.

6002.3.2 Business Units Regulated by NRC

See NSD-804

s
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Applicability:  Enterprise
Originator: Corporate IT Strategy and Compliance
Approval: Information Technology Management Team (ITMT)

Approval Date:
Revision Date: ‘ )

Revision No:

Statement of Purpose

The purpose of this standard is to define the minimum contrals required to protect Duke Energy SCADA assets.
This standard applies to members of the warkforce associated with SCADA assets, including, but not limited to,
employees, joint ventures, partnerships, and subsidiaries, contractors, vendors, agents and third parties. This
standard identifies those persons responsible for establishing compliance measures in their areas of
responsibility in advance of enterprise compliance rules which are administered by Corporate IT Sirategy and
Compliance.

6003.1 Enterprise Requirements

R1. Cyber Security Policy - Corporate IT Strategy and Compliance and the SCSC shall document and
implement a SCADA cyber security policy that represents management's commitment and ability to
secure its SCADA systems. Corporate IT Strategy and Compliance and the SCSC shall, at minimum,
ensure the following:

R1.1. The SCADA cyber security policy addresses the minimum industry best practices, inciuding
provision for energy sector specific situations.

R1.2. The SCADA cyber security policy is readily available to all personnel who have access to, or are
responsible for, SCADA systems. Company communications that contain non-restricted
information on SCADA cyber security training, policy updates, or alerts must be posied on the
Corporate |T Strategy and Compliance Website or other public displays to ensure that all users
have access to the information.

R1.3. Annual review and approval of the SCADA cyber security policy by Carporate IT Strategy and
Compliance and the SCSC must be performed.

L. ]
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R2.

Leadership/Compliance - Corparate IT Strategy and Compliance has overall responsibility for leading and
managing a Standards Compliance Program o ensure enterprise implamentation and adherence to the
Cyber Security standards.

R2.1. This requirement is not applicable.
R2.2. This requirement is not applicable.

R2.3. The Business Unit SCADA Cyber Security Function and Carporate IT Strategy and Compliance
must authorize and document any exception from the requirements of the cyber security policy.

DR2.4. All Business Unit SCADA Cyber Security Function or SCADA System Owners are responsible {o
respond to requests for information from the compliance grogram.

DR2.5. It is the responsibility of Corporate IT Strategy and Compliance to execule this compliance
program on an ongoing basis and at least annually.

DR2.5.1. This process must create metrics that measure success against meeling the SCADA
cyber securnity standards, gather and validate data from SCADA asset owners, and
pravide reports to execulive management on the resulis.

DR2.6. Business Unit SCADA Cyber Security Functions or SCADA System Owners are responsible for
resolving all identifiad issues around non-compliance for their responsible systems.

R3. Exceptions - A Standards Exception Request form must be submilied for alt exceptions to SCADA
Cyber Security Standards and Procedures. For more information, see “IT 5010-01 Standards Exception
Procedure”, which describes the process for submitting an exception to the [T Secuwrity Standards. This

P

rocedure must alse be foliowed for SCADA Cyber Security Standards exceplions. Excaptions must be filed

for all systems incapable of meeting requirements. Exception forms must be routed to the Business Unit
SCADA Cyber Security Function prior to the final review by Corporate IT Strategy and Compliance. When
formally executed, the following requirements document the exception process:

R31. Once iniial reporting or identification of a non-compliance issue occurs, the SCADA System
Owner must identify a course of aclion {exception or remediation) within 30 days. The SCADA
System Owner must file the exception form or file a remediation plan within 30 additional days.

R3.2. Documented exceptions 10 the SCADA cyber security policy must include an explanation as to
why the exception is necessary and any compensating measures, or a statement accepling risk.

R3.3. Authorized exceptions to the cyber security policy must be reviewed and approved annually to
ensure the exceptions are sill required and valid. Such review and approval shall be documented.

4
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R4.

R5.

[nformation Protection - SCADA System Owners shall ldentify, classify, and protect information

processed by and associated with SCADA systems. For SCADA systems classified as “Crilical
Infrastructure”, the additional requirements apply:

R4.1.

R4.2.

R4.3.

The information to be protected shall include, al a minimum and regardless of media type,
operational procedures, lists as reguired in SCADA Cyber Security Standard 6002, network
topology or similar diagrams, floor plans of computing centers that contain such systems,

equipment layouts, disaster recovery plans, incident respanse plans, and security configurafion
information.

The information should be classified according to IT 5002.5.2 “Secuwrity Classifications” (Public,
Internal, and Confidential).

The Business Unit SCADA Cyber Security Function shall, at least annually, assess adherence
to its information protection program, document the assessment results, and implemeant an
action plan to remediale deficiencies identified during the assessment. The level of detail of this
assessment is defined by the Business Unit SCADA Cyber Security Function.

Controling Access o Prolected #nformation - The SCADA Syslem Owner or Business Unit SCADA

Cyber Security Function shall document and implement a program for managing access to SCADA
systemn protected information.

The reguirements define balow are for SCADA systems classified as “Critical Infrastructure”.

R5.1.

R5.2.

RS.3.

DR5.4.

The SCADA System Owner or Businass Unit SCADA Cybar Security Function shall maintain a
list of designated personnel who are responsible for authorizing electronic or physical access to
SCADA system protected infarmation. .

R5.1.1. Personnel shall be identified by name, title, business phone and the information for
which they are responsible for authorizing access.

R5.1.2. The list of personnel responsible for authorizing access io SCADA protected
information shall be verified at least annually.

The SCADA System Owner or Business Unit SCADA Cyber Security Function shall review at
least annually the access privileges SCADA system protected information to confirm that
access privileges are comect and correspond with the operational needs and appropriate
persannel roles and responsibilities.

The SCADA System Owner or Business Unit SCADA Cyber Security Function shall assess and
document at least annually the processes for controliing access privileges to protected SCADA
gystem information.

All SCADA roles must be aware of the regulatory and governmental requirements regarding the
release of SCADA information to government agencies, 1.e., Department of Homeland Security
6 CFR Parl 29, Procedures for Handling Crtical Infrastructure Information; interim Rude”,

.
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regulatians stemming from the Freedom of Information Act (FOIA).  Cantact the Legal
Department in your area for information and guidance for SCADA information release.

R6. Change Control and Configuration Management - The SCADA System Owner or Business Unit SCADA
Cyber Security Function shall establish and document a process of change control and configuration
management for adding, modifying, replacing, or removing SCADA system hardware or sofiware, and
implement supporting configuration management activilies to identify, contral and document all entity or
vendor related changes to hardware and software components of Critical Cyber Assets pursuant to the
change control process.

As such, any software or hardware changes with potential impact to SCADA system cyber security must
be managed through a Business Unit SCADA Cyber Secunty Function approved change management
process,

The change process must convey at a minimum:

=y

Reason for the change

2. Appropriate authorization

3. Appropriate change notificalion {communication of the change)
4. Change back-out pian

It is the responsibility of the SCADA System Owner to maintain the change management process
history per the Business Unit document retention policy.

6003.2 Business Unit Requirements

6003.2.1 Business Units Reguiated by NERC

CIP-003 requirements are presented in this section. Some requirements will be met by compliance to Corporate
Requirsments listed in 6003.2 and are noted with “See Enterprise Requirements”.

R1. See Enterprise Requirement
R1.1. See Enterprise Requirement
R1.2. See Enterprise Requirement
R1.3. See Enlerprise Requirement
R2. See Enterprise Requirement

-
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R21. The senior manager shall be identified by name, title, business phone, business address, and
date of designation.

R2.2. Changes to the senior manager must be documented within thirty calendar days of the effeclive
date.

R2.3. The senior manager or delegale(s) must authorize and document any exception from the
requirements of the cyber security policy.

R3. See Enterprise Requirement
R3.1. See Enlerprise Requirement
R3.2. See Enterprise Requirement
R3.3. See Enterprise Requirement
R4. See Enterprise Requiremenit
R4.1. See Enterprise Requiremant
R4.2. See Enterprise Requirement
R4.3. See Enterprise Requirement
R5. Ses Enterprise Reguirement
R5.1. See Enterprise Requirement
R5.1.1. See Enterprise Requirement
RS5.1.2. See Enterprise Requirement
R5.2. See Enterptise Requirement
R5.3. See Enterprise Requirement

R6. See Enterprise Requirement

6003.2.2 Business Units Regulated by NRC

Sec NSD-804

L
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Applicability:  Enterprise
Originator: Carporate IT Strategy and Compliance
Approval: Information Technology Management Team (ITMT)

Approval Date:
Revision Date:
Revision No:

Statement of Purpose

This standard establishes the requirements for granting and monitoring electronic access, or unescorted
physical access to SCADA systems; and establishes guidelines for determining appropriate levels of personnel
risk assessment, training, and security awarenass. This standard applies {o all members of the Duke workiorce,
including third pariies, confractors and vendors.

6004.1 Enterprise Requirements

R1. Awareness - Business Unit SCADA Cyber Security Funclion areas are responsible for promoting SCADA
cyber security awareness 1o all users. Corporate IT Strategy and Compliance will provide items that meet
this awareness program. Security Awareness responsibilities include:

1. The Business Unit SCABDA Cyber Security Function is responsible for ensuring that Business
Unit management is informed of the awareness training requirements.

Business Unit management is respansible for employee participation.

Corporate T Security, working with the Business Unil SCADA Cyber Security Function Area, is
responsibie for defining and documenting the overall SCADA Cyber Security Awareness
Program and supporting the efiorts of Business Units.

4. The awareness program shall include security awareness reinforcement on at least a quarierly
basis using mechanisms such as:

] Direct communications, i.e., emails, memos, computer based training, elc.

L ]
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¢ Indirect communications, i.e., posters, intranet, brochures, etc.

+« Management support and reinforcement, i.e., preseniations, meetings, etc.

DR1. Training and Personnel Risk Assessment requirements outlined in this standard must be met before
individuals are given access to SCADA systems.

DR1.1. Measurement - The SCADA Cyber Security Awareness Program must define the crteria and
approach with which to measure the SCADA cyber securily awareness level. The measurement
approach must be executed by Caorporate IT Strategy & Compliance an a periodic basis.

DR1.2. Communication - Company communications that contzin information on SCADA cyber security
training, policy update alerts, or other security or public displays to alerts must be posted on the
Corporate IT Strategy and Compliance website or otherwise ensure that all users have access to
the information.

R2. Training - The SCADA Cyber Security Awareness Program must consist of annual awareness training
which should be reviewed annually and update as necessary. Securily awareness training and employee
acknowledgement should be a prionly of Business Unit management. Training may vary according to
needs and can be customized by Comporate IT Strategy and Compliance andfor Business Units and review
the program annually updaling as necessary.

R2.1. Training implementation

All workforce employees (including vendors, contractors, and Third Pariies) that have logical or physical
access to SCADA systems must be direcled to the Corporate IT Strategy and Campliance website to
view the Policy, Standards, and Procedures or be provided a copy of the applicable policies and
standards.

All employees with efectronic or physical access to Company SCADA systems will recelve training on
elements of security awareness and periodic secunity awareness brefings

Non-disclosure agreements to protect training materials must be contained in the contract for each
coniractar or third party member.

]
1T G000 Cyber Security Policy
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R3.

R4.

R2.2. Training shall cover the policies, access conirols, and procedures as developed for SCADA systems
covered by this standard, and include, at a minimum, the following required items appropriate to
perscnnel roles and responsibilities:

R2.2.1. The praoper use of SCADA systems
R2.2.2. Physical and electronic access controls to SCADA systems
R2.2.3. The proper handling of SCADA, sysiemn information; and

R2.2.4. Aclion pians and procedures to recover or re-establish SCADA systems and access to
following a Cyber Security Incident, as applicable.

R2.3. The Business Unit SCADA Cyber Security Function shalt document that training is conduciad at least
annually, including the date the training was completed and attendance records.

Parsonnel Risk Assessment - For SCADA systems classified as “Critical Infrastructure” personnel risk
assessments on individuals must be conducted as defined by the Business Unit. SCADA systems dlassified
as QOperational must screen individuals in accordance with Human Resources (HR) policies.

R3.1. This requirement is not applicable.

R3.2. This requirement is not applicable
R3.3. This requirement is not applicable

Access (Electronic and Physical) - The Businass Unit SCADA Cyber Security Function or System Owner
shall maintain access list{s) for all electronic and unescorted physical access to SCADA Systems. Access lo
SCADA systems (including their specific electronic and physical access rights to SCADA systems) will be
determined by business need.

R4.1. The Business Unit SCADA Cyber Security Function or System Owner shall review the access lisi(s)
at least annually. All SCADA system acoess must be removed within 7 calendar days of the effactive
date of a user transfer. Extensions must be approved and documented by the appropriate Business
Unit SCADA Cyber Security Function or SCADA System Owner.

R4.2. All access (physical and electronic} must be disabled within 24 hours of the effeclive dale of a user
termination, and within 7 calendar days of the individual no longer requiring access o the SCADA
system.

DR4.3 SCADA System Owners must comply with all regulatory requirements (including FERC
2004 Affiliate Code Ruling} with regard to granting access to SCADA systems.

DR4.4 Unless otherwise specified, SCADA systern data falls under the “Confidential” classification
as outlined in "IT 5002.5.2 Security Classifications”.

. ]
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DRS. Appropriate Use of SCADA Systems —

DR5.1 Non-business use of SCADA systems is not allowed. General purpose software (non-
SCADA software} must not be loaded or used from dedicated SCADA equipment unless
approved by Business Unit SCADA Cyber Security Function. (General purpose software |s any
software not required far the operation or support of the SCADA systam. Examples of general
purpose software include: e-mail, instant messaging, productivity software, games, etc.

DR3.2 To reduce legal liability and to ensure that software is used in an appropriate manner,
employees and contractors must abide by software licensing agreements {Scliware License
Management - IT 2010).

DR5.3 Al software found that is nol licensed or approved must be remediated through proper
licensing or approval, or is subject to immediate removal in accordance with “IT 5002.4.1
Acceptable Use of Assets: Software”.

DR5.4 Unverified system updales, including those from the Intemet, must never be instalfed,
nor should any downloads be accepted that were not expressly requested or previously planned
{such as anti-virus signatures). For example, new versions of Internet Explorer must not be
automatically downloaded. The SCADA System Owner is responsible for defining
verificationfvalidation plans for system updates.

DR5.5 The use of software for performing network reconnaissance and network support
functions is strictly prohibited unless a specific business need exists and the Business Unit
SCADA Cyber Security Function approval has been obtained.

6004.2 Business Unit Requirements

6004.2.1 Business Units Regulated by NERC

CIP-004 requirements are presented in this section. Some requirements will be met by compliance to Corporate
Requirements listed in 6003.2 and are noted with “See Enterprise Requirements”.

R1. See Enterprise Requirement

R2. See Enterprise Requirement

R2.1. See Enterprise Requirement

R2.2. See Enterprise Requirement

R2.2.1. See Enterprise Requirement

R2.2.2. See Enterprise Requirement

s
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R2.2 3. See Enterprise Requirement
R2.2 4. See Enterprise Requirement
R2.3. See Enterprise Requirement

R3. Personnei Risk Assessment - The Responsible Entity shalt have a documented personnet risk
assessment program, in accordance with federal, state, provincial, and local laws, and subject to
existing colleclive bargaining unit agreements, for personnel having authorized cyber or authorized
unescorted physical access. For more information, see "8004 DR1". The Risk Assessment program,
at a minimum must include:

R3.1. The Responsible Entity shall ensure that each assessment conducted includes, at a minimum,
identity verification, i.e., Social Security Number verification in the U.5., and a seven year
criminal check. The Responsible Entity may conduct mare detailed reviews, as permitted by
law and subject to existing collective bargaining unit agreements, depending upon the
criticality of the position.

R3.2. The Responsible Entity shall update each personnel risk assessment at least every seven
years after the initial personnel risk assessment or for cause.

R3.3. The Responsible Entity shall affirm and document the results of personnel risk assessments
of personnel with authorized cyber or autherized unescoried physical access fo Crilical Cyber
Assets and also for contraclor and service vendor personnel with similar access. Al
personnel risk assessments must be conducted in accordance with Standard CIP-004.

R4. See Enterprise Requirement
R4.1. See Enterprise Requirement

R4.2. See Enterprise Requirement

6004.2.2 Business Units Regulated by NRC
See NSD-804

See also:

SCADA Cyber Security Standards and Procedures, “iT 5010-01 Standards Exception Procedure”, and
“IT 5002 .5.2 Security Classifications”.

L ___________________________________________
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Applicability:  Enterprise
Originator: Corporate IT Strategy and Compliance
Appraval: Information Technalagy Management Team (ITMT)

Approval Date:
Revision Date;

Revision No:

Statement of Purpose

The purpose of this standard is o establish requirements for identifying, isolating, and protecting SCADA
systems, and for documenting the perimeter network(s) in which they reside (Electronic Security Petimeters).
The minimum requirements for isclating SCADA systems and networks from general business |7 systems, and
other networks, are defined as follows:

6005.1 Corporate Requirements

DR1. Internet Conneclivity - Iniernel connections are those points where connecfivity exists between Duke
Energy's netwark and the Internet.  SCADA systems are aliowed to transmit data indirectly to or from the
Internat through the Duke Business network. Data produced by SCADA and used by another application is
subject ta Ihe narmal data classification standards established in "{T 5002.5.2" Security Classifications”.

Specific requirements are as follows:
DR1.1. SCADA systems must not direclly connect to the Internet. This restriction includes HMIs.
DR1.2. Indirect data transport required to and from the Internet must be sent via the business netwark.
DR1.3. All SCADA data, including control commands sent via the intemet, must be encrypted.
DR1.4. Non-business use of the Internet from SCADA systems is prohibited.

e —
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R1.

Electronic Security Perimeter -

SCADA

Internet.

defined

systemns must appropriately mitigate security risks regarding data transmissions to and from the
The SCADA System Owner shall ensure that every SCADA System asset resides within a
Electronic Security Perimeter. The SCADA System Owner shall identify and document the

electronic secunty perimeter and all access points to it

R1.1.

Rt.2.

For Electronic Security Perimeters, all connections to other networks must be via a screening
device {router or firewall) designed to strictly limit traffic 1o and from the other networks. Access
points to the electronic security perimeter shall include any externally connected communication
end point (for example, dial-up modems) terminating at any device within the network. Screening
devices must not accepl external connections that are from or that appear to be coming from
Internal addresses (provide anti-spoofing function).

Far more information about the placement of intrusion delection systems, see seclion 6007 R.4.1.

The SCADA System Owner or Business Unit SCADA Cyber Security Function shall maintain a
procedure for securing dial-up access 1o the electronic securily perimeter.

Dial-in access lo SCADA equipmént must be restricted to personnel or vendors that directly
support the equipment and bs documented as part of an Electronic Securily Perimeler. Dialin
access to all Company SCADA assets must be controlled. Modem access must be appraved by
Business Unit SCADA Cyber Security Function. Records must be kept, including current lists of
all telephone numbers connected to modems and all vendors that have been supplied a dial-in
number. The following conditions apply:

+ For dial-out, the modem must be set to originate (dial-out) only.

s+ The default-state of the modem must be inaccessible. It should be made accessible only
when access is nesded, and must be returned to an inaccessible state immediately after
the connection ends.

The dial-in modems must be secured at all imes by at least one of the following:
« A modem password is enabled, Strong passwords are required.

+ The modem disabled when not in use and enabled only on request.

L
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R13.

R1.4.

« The modem is normally disabled when not in use

« Dial-back is enahlad

Non-secure Network binks - data connections such as spread spectrum radio, private band radio,
microwave, satellite, and the public or leased telephone or data networks, are typically used to
connact SCADA hosis o field equipment and to connect field equipment to ancther piece of field
equipment, i.e., from one RTU o another RTU. These data connections cannot relibly be
secured. SCADA Syslem Cwners must consider and document the means to miligate this risk.
For example, fail-safe shutdown processes for end nodes that cannot authenticate a shuidown
command came from an authorized host. End points of these communication links within the
Electronic Security Perimeter(s) shall be considered access points to the Electronic Security
Perimeter(s).

iP-capable field devices that cannot maintain simitar physical access contral as the haost, i.e., from
field HMI to SCADA hast, must:

« require authentication

e pass through network screening that only allows nefwork traffic for required functions, i.e.,
a firewall

These contrels may not be required if approved and documented by the SCADA Cyber Security
Business Function or SCADA System Owner and:

+« When apprapriate mitigation procedures are implemented for remote locations, (i.e., an
alarmed remote location with appropriate alarm response procedures.)

= For Non-IP field devices, i.e., those devicaes using serial connections

Only devices dedicated to the operation or support of the SCADA system are allowed within an
electronic security perimeter. All devices within a electronic security perimeter shall be idenlified
and protected pursuant to the requirements of this standard. All devices within the liectronic
security perimeler rmust be within the same type of physical access control boundary

DR1.4. Only SCADA and sysiem management, i.e., anti-virus, system backup applcations are allowed

R1.5.

o connect outside the isolated SCADA network. No general use applications, i.e., Intemet
browsing, drive mapping, and e-mail are allowed to connect outside the isolated SCADA
network unless an application proxy such as Terminal Server is used.

Electronic access to SCADA network equipment, including the network screeningf/isolation
devices (routersffirewalls/etc.) must be trealed the same as the electronic access to the SCADA
equipment itself.

L]
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R1.6. The electronic perimeters including all access points of SCADA systems must be clearly defined,
documented, and approved by the SCADA Business Unit Cyber Security Function. Diagrams,
including drawings. access lists, and firewall rules must be included. The access/screening
devices configurations must adhere ta corporate change managemant standards and must also
include either a SCADA System owner or SCADA Business Unit Cyber Security Function
approval.

R2. Electronic Access Controls -The SCADA System Owner or Business Unit SCADA Cyber Security Function
shall implement and document the organizational processes and lechnical and procedural mechanisms

for control of electronic access at all screening devices protecting isoiated SCADA networks.

All

communicaticn allowed across the screening device must be stricly limited. Access through the
screening device must be strictly limited to only those lacations and functions required for operation and

support.

R2.1. All access must be denied by default. Only explicitly authorized network traffic will be allowed.
The screening device must block all non-IP protocols used within the logically isolated network.

R2.2. Access must be documentad {in 2 document external to the screening device itself} and meet the
following minimums:

=  Aliow communication by specific machine-to-machine or limited address ranges.
« Aliowing access from remote machines only as required by business purposes.
+ Al ports must be closed unless specifically required.

A DMZ must be provided_ to the electronic security perimeter when devices are accessed by
externally initiated connections. All such devices must be located in the DMZ, for example, a
terminal services server. Access from the DMZ to the electronic security perimeter must be
limited to only those locations and functions required for operation and support.

DR2.2.1 For Critical Infrastructure SCADA Systems, System Owners must provide means lo
disconnect SCADA networks from other computer interconnactions, especially those
to the IT business network. In the case of a CIRT event, SCADA syslems can then
be temporarily disconnecied from other networks. Network disconneclion procedures
shall be developed, and periodically reviewed, and table-top tested.

R2.3. See requirement R1.2 above.

R2.4. Where external inferactive access info the isolated SCADA Network has been enabled; the
SCADA System Owner or Business Unit SCADA Cyber Security Function shali implement strong
procedural or technical controls at the access points lo ensure authenticity of the accessing party.
The following controls must be implemented

a) Access with SCADA Control (Control indicates the ability {o make system changes or
manipulate devices)

L
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Any external devices with control access to the SCADA network must be dedicated
to the SCADA funclion. These devices must be physically controlled per the
SCADA system classification.

Also, these devices must be network tunneied (encrypted) to the SCADA network.

b} Access from an HMI, No Coniral (viewing or monitor only)

HMI access to the SCADA netwark must be dedicated to the SCADA function,
where possible. Access by non-dedicated devices must be controlled, where
possible. Examples: connection via an internal terminal services server tunneling.

¢) ' Machine-to-Machine

Connection to external infrastructure, such as a mainframe, must be iniliated from
the electronic security perimeter, unless the devices being accessed by externally
initizted connections are located in a DMZ, or otherwise specifically protected by IP-
to-IP firewall rules. Example: a terminal services server must be located in a DMZ.

DR2.4.1. Remote Access io SCADA Hosis —~ This section describes access to systems by

remote users crossing any network secunty penmeters.

= Remote connections to SCADA networks must terminate in a DMZ. This
includes access from the Duke Business nelwork to the SCADA network, as
well as external access. Access via modem/dial-in is covered in R1.2.

+ Remote access, i.e.. network or VPN, to a SCADA system must be approved
by the Business Unit SCADA Security Function.

+ Remote access tools to SCADA system classified as “Crifical Infrastructure”
must utilize a two-factor authentication mechanism. The authentication method
must be approved by the SCADA Business Unit SCADA Security Funclion.

« Remote access must be encrypted if tha connection is over ihe Internet.

Appropriate physical controls must be placed on the accessing (remote) device. It
must not be feft unattended and must be physically secured at all imes. Portable
devices must not be checked as luggage when traveling or left in open view when
left in an unattended vehicle. Examples of acceptable physical security methods are
a locked trunk, cable lack, locked room or desk.

« \Vendor IDs must only be authorized to the specific resaurces needed to
achieve the business requirement of their connection. Vendor User 1D's must
be deactivated hy default and activated only when required.

L
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DR2.4.2, "Read-only" or “view-only” access of SCADA data must be accomplished by one of
the following methods:

1.

The data is physically copied outside of the SCADA network 1o a separate
shared data source (preferred).

QOr, access to the SCADA data is allowed only via an authenticated process,
i.e., Terminal Services Server, into the SCADA neiwork DMZ (a separate
firewall segment).

Or, access to the SCADA dala is allowed via an authenticated application
interface into the SCADA network DMZ.

DR2.4.3. Employees must access SCADA systems only from company-owned compulers.
Vendors must access SCADA systems only from company-owned or vendor-owned
computers. No personal or *home™ computers are allowed access.

Vendor access must be used only for specific vendor support or monitoring. A written
stalement signed by the vendor supporting this adherence to the following controls
must be obtained prior io conneciing to the SCADA equipment or network. All
aclivities performed from this connection are subject to monitoring and logging.

Note: Duke Energy is not liable for software inappropriately licensed on non-
Company computers.

Vendors, contractors or consultanis must adhere to the following requirements when
connected:

-

Active and current virus protection on their maching

Patches and mainienance levels for the operating system must be current with
Duke Energy standards on their machine

Connections to other networks, including the Intemet, will not be allowed while
also connecled to Duke Energy resources

Qutbound VPN connections will not be established

Sniffing software is not allowed, unless approved by the Business Unit SCADA
Cyber Security Function

Broadcast request services, such as DHCP server, are not allowed.

L]
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R2.5. The required electronic access documenlation (as specified in R.2, above) shall, at least, identify
and describe:

R2.5.1. The processes for access request and authorization.
R2.5.2. The authentication methods.
R2.5.3 See 60041 R4

R2.5.4. The controls used to secure dial-up accessible connections.

R2.6. Appropriate Use Banner - Business Unit SCADA system owners are responsible for documenting
the content of and irnplementing a logon banner. A login banner must include the following:

1. The informalion system is to be used only by authorized users.
2. By continuing {o use the information system, the user agrees they are an authorized user.

3. Use of the information system constitutes consent to monitoring in accordance with SCADA
Cyber Security Policy, introduction, Terms and Roles — IT 6000.

The identification of any Company network, location, information system, application or host
specific information must not appear until a successful login has occurred. A logon hanner is
not required if:

1. The system/device/component vendor does not support a logon banner
2. Or alegon banner interferes with the intended function of the SCADA system

R3. Monitoring Electronic Access — A process must be implemented for the monitoring and logging of electronic
access to SCADA networks, which must be conducted 24 hours a day, 7 days a week.

R3.1. For dial-up accessible {modem) access points, a monitoring and logging mechanism must be
enabled.

R3.2. All access at the electronic access points must be monitored 24 hours a day 7 days a week.
Unauthorized attempis must be alerted to appropriate personnel.  For mare information, see
6007 R4.1

L ]
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R4. Cyber Vulnerability Assessment - The SCADA System owner or Business Unit SCADA Cyber Security
Function (or shall delegate to Comporate IT Security) to perform a cyber vuinerability assessment of the
electronic access points 1o the isolated SCADA network at least annually. The vulnerability assessment
shall include, at a minimum, the following:

R4.1. A document identifying the vuinerability assessment process;

R4.2. A review to verify that only ports and services required for operations at these access points are
enabled:

R4.3. The discovery of all access points to the SCADA network;

R4.4. A review of controls for default accounts, passwords, and network management community
strings:

R4.5. Documentation of the results of the assessment, the action plan to remediate or mitigate
vulnerabilities identified in the assessment, and the execution status of that action plan.

RS5. Documentation Review and Maintenance - The SCADA System owner or Business Unit SCADA Cyber
Security Function shall review, updale, and maintain all documentation io support compliance with the
requirements of this standard (6005).

RS5.1. The Busines Unit SCADA Cyber Security Function or SCADA System owner shall ensure that all
documentation required by this standard reflects current configurations and processes and shall
review the documents and procedures referenced by this standard at least annually.

R5.2. The Business Unit SCADA Cyber Security Function or SCADA System Owner shall update the
documentalion to reflect the modification of the netwark or cantrols within ninety calendar days of
the change.

R5.3. The Busiress Unit SCADA Cyber Security Function or SCADA System Owner shall retain
electronic access lags for at least ninety calendar days. Logs related to security incidents shafl be
kept in accordance with the requirements of Standard 6003,

6005.2 Business Unit Requirements

6005.2.1 Business Units Regulated by NERC

CIP-005 requirements are presented in this section. Some requirements will be met by compliance to Corporate
Requirements listed in 6005.2 and are noted with “See Enterprise Requirement”.

R1. See Enlerprise Reguirement
R1.1. See Enterprise Requirement

L . .
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R1.2. See Enterprise Requirement
R1.3. See Enterprise Requirement
R1.4. See Enterprise Requirement

R1.5. Cyber Assets used in the access control and monitoring of the Electronic Security Perimeter(s)
shall be afforded the protective measures as & specified in Standard GiIP-003, Standard CiP-004
Requirement R3, Standard CiP-005 Requirements R2 and R3, Standard CIP-006 Requirements R2 and
R3, Standard CIP-007, Requirements R1 and R3 through R9, Standard CIP-008, and Standard CiP-
009.

R1.6. See Enterprise Requirement
R2. See Enterprise Requirement
R2.1. See Enterprise Requirement
R2.2. See Enierprise Requirement
R2.3. See Enterprise Requiremeant
R2.4. See Enterprise Requirement
R2.5. See Enterprise Requirement
R2.5.1. Ses Enterprise Requirement
R2.5.2. See Enterprise Requirement
R2.5.1. See Enterprise Requirement
R2.5.4. See Enterprise Requirement
R2.6. See Enterprise Requirement
R3. See Enterprise Requirement
R3.1. See Enterprise Requirement
R3.2. See Enterprise Requirement
R4, See Enterprise Requirement
R4.1. See Enterprise Requirement
R4.2. See Enterprise Requirement
R4.3. Ses Enterprise Requirement
R4.4. See Enterprise Requirement
R4.5. See Enterprise Requirement
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R5. See Enterprise Requiremenl
R5.1. See Enterprise Requiremeant
R5.2. See Enterprise Requiremeni
R5.3. See Enterprise Requirement

6004.2.2 Business Units Regulated by NRC

See NSD-804

See Also:

SCADA Cyber Security Standards and Procedures, “IT 5010-01 Standards Exceplion Procedure”, and
“IT 5002.5.2 Security Classifications”.
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Applicability:  Enterprise
Originator: Corporate |T Strategy and Campiiance
Approval: Infarmation Technology Management Team (I TMT)

Approval Date:
Revision Date:

Revision Na:

Statement of Purpose

The purpose of this standard is to deline the physical securily requirements for Duke Energy facilities containing
SCADA systems or facilities used in support of SCADA systems.

6006.1 Enterprise Requirements

R1. Physical Securily Plan - Facilities housing Duke Energy SCADA system equipment are restricled to Duke
Energy employees, business partners, contractors and vendors who support Duke Energy resources. No
provision shall be made to allow the sharing of these facilities or allow routine access not in suppori of Duke
Energy business.

Each SCADA System Owner must define and implemant a physical security plan, approved by a senior
manager or designee that includes the level of access management and manitaring controls that must be in
place for each SCADA system or asset, which shall address, at a minimum, the following:

R1.1. Processes that ensure the perimeter of the physical security provided o a SCADA system is
clearly defined, documented, and reviewed by the Business Unit SCADA Cyber Securily Function.
The physical security perimeter shall contain all Cyber Assels which are within the Electronic
Security Perimeter.

R1.2. Processes to identify all access points through each Physical Security Perimeter and measures to
conlrol entry al those access painls.

R1.3. Processes, lools, and procedures to monitor physical access to the perimeter(s).

C
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R2.

R1.4. Procedures for the appropriate use of physical access controls. This includes visitor pass
management, response to loss, and inappropriate use of physical access controls.

R1.5. Procedures for reviewing access authorization requests and revocation of access authorization
must conform to 6004 R4.

R1.6. Procedures for ascorted access within the physical security perimeter of personnel not authorized
for unescorted access.

R1.7. Processes for updating the physical security plan within ninety {20) calendar days of any physical
security sysiem redesign or reconfiguraiion, including, but not limited to; the addition or removal of
access paints through the physical security perimeler, physical access controls, monitoring
controls, or logging conirols.

R1.8. Processes to ensure that electronic systems used in the access control and monitoring of the
Physical Security Perimeter(s) of SCADA systems shall be afforded at a minimum the protective
measures specified in the 6000 standards for protecting the SCADA systems themselves.

R1.9. Processes for ensuring that the physical security plan is reviewed at least annually.

Physical Access Conlrols -The SCADA System Owner or Business Unit SCADA Cyber Securily
Function shall document and implement the operational and procedural controls o manage physical
access to the Physical Security Perimeter(s) defined for SCADA systems twenty-four hours a day,
seven days a week. Buildings or other facilities that house Company computers and communications
systems must be controlled with physical security measures that prevent unautharized individuals from
gaining access. Physical sccess to all Company computer, andfar control rooms, closets, areas,

.cabinets, or other rooms containing wiring of communications equipment must be limited to authorized

personnel. Physical securily of SCADA systems may be inherited from lhe physical security of the
facility.

Access authorization to SCADA equipment must be based on a legitimate business need.

DR2.1 Sysltems providing physical access control must be protected to the same level as the SCADA
edqulipment they protect.

DR2.2 Systems praviding physical access must utilize a process for approving and documenting
changes. If applicable, a centralized corporate process is preferred. This process must include
gither a SCADA System owner or SCADA Business Unit Cyber Security Function approval.

The SCADA Systern Owner or Business Unit SCADA Cyber Security Function must implement one of
the following physical access methods for systems dlassified as Critical Infrastructure:

R2.1. Card Key - A means of electronic access where the access rights of the card holder are
predefined in a computer database. Access rights may differ from one perimeter to another.

R2.2. Special Locks - These include, but are not limited to, locks with “restiicted key® systems,
magnetic locks that can be operated remoiely, and “man-trap” systems.

IT 6006 —

Physical Security
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R2.3. Security Personnel_ - Personnel responsible for controlling physical access who may reside on-
site or at a monitoring station.

Rz.4. Other Authentication Devices - Biometric, keypad, token, or other equivalent devices that
contral physical access to the Critical Cyber Assets.

DR2.5 For SCADA syétems classified as Operational, the SCADA Systemn Qwner or Business Unit
SCADA Cyber Security Function shall implement at least one physical barrier, 1.e., locked door
or cahingl.

DR2.6 Authorized personngl must not allow unknown or unauthorized individuals into areas containing
SCADA equipment. Any unautharized or unescorted personnel must be identified and escorted
from the area. Company security must be natified of these aclions.

DR2.7 Physical access to SCADA storage media, i.e., compact disks, diskettes, magnetic lape, hard
drives, internal computer slorage, printouts, or hard copy documentation libraries must be
resiricted to authorized personnel only.

DR2.8. SCADA equipment must not be left unattended with a privileged account logged in, unless that
equipment is located in a physically secured area. Otherwise, users must log out of any
privileged accounts or lock the system before leaving a non-secured work area. !f possible,
SCADA equipment must be configured with a password protected "scraen saver”, unless the
equipment is located in a physically secured area. If used, the screen saver must require the
entry of a password afler no more than ten minutes of inactivity.

DR2.9. The use of scripts for the purpose of unattended logins will be allowed only if required for the
operation or support of SCADA systems.

DR2.10. Any electronic devices or digital media not specifically used for the operation or support of a
SCADA system musl not be connected fo any SCADA system. Examples include CBDs, floppy
drives, USB drives, external speakers, etc.

R3. Monitoring Physical Access - For SCADA Systems or assets classified as “Critical Infrastructure’, the
SCADA System Owner or Business Unit SCADA Cyber Security Function shall document and implement
the technical and procedural controls for monitoring physical access at all access points to the Physical
Security Perimeter(s) twenty-four hours a day, seven days a week. Unauthorized access attempts shall be
reviewed immediately and handled in accordance with physical security processes. One (1} ar more of the
following monitoring methods shall be used:

R3.1. Alarm Systems - Systems that alarm 1o indicate a door, gate or window has been opened without
autharization. These alarms must provide for immediate notification to personnel responsible for
response.

R3.2. Human Observation of Access Points - Monitoring of physical access points by authorized
personnel as specified in Requirement R2.3.

DR3.3 For SCADA systems classified as “Operational®, monitaring of physical access to these sysiems
must include the means to identify all personnel with access (0 the area.

. __________________________________]
T 6006 — Physical Security

36 of 64

Dhuke Energy Proprictary and Confidential: internal use anly.



Exhibit {T-5

Duke
& Energy.

Duke Energy SCADA Cyber Security Standard

IT 6006 — Physical Security

R4. Logging Physical Access - For SCADA Sysiems classified as “Critical Infrastructure”, logging shall record
sufficient information to uniquely identify individuals and the time of access twenty-four hours a day, seven
days a week. The SCADA System Owner ar Business Unit SCADA Cyber Security Function shall implement
and document the technicai and procedural mechanisms for logging physical entry at alt access points to
the Physical Security Perimeler{s) using one or more of the following logging methods or their equivalent:

R4.1. Computerized Logging - Electronic logs produced by the SCADA System Gwner or Business Unit
SCADA Cyber Security Function’s selected access control and monitoring method.

R4.2. Video Recording - Electronic capture of video images of sufficient quality to determine identity.

R4.3. Manual Logging - A fog book or sign-in sheet, or other record of physical access maintained by
security or other personnel autharized to control and monitor physical access as specified in
Requirement R2.3,

DR4.3 For SCADA systems classified as “Operational”, logging of physical access to these systems
must include the means to identify tampering, i.e., use of meter seals.

R5. Access Log Retention - The SCADA System Owner or Business Unit SCADA Cyber Security Function shall
retain physical access logs for at least ninety catendar days. Lag retention for reportable incidents is defined
in 6008 R2.

R6. Maintenance _and Testing of Physical Access Systems - For SCADA Systems defined as "Critical
Infrastructure”, Business Unit SCADA Cyber Security Function or SCADA System Owners are responsible
far:

R6.1. Testing and maintenance of all physical security mechanisms on a cycle no longer than three
years.

R6.2. The retention of testing and maintenance records for the cycle of 6.1.

R6.3. Retention of outage records regarding access controls, logging, and monitoring for a minimum of
one calendar year.

6006.2 Business Unit Requirements

60062.1 Business Units Regulated by NERC

C1P-006 requirements are presented in this section. Some requirements will be met by compliance to Corporate
Requirements listed in 6002.2 and are noted with *See Enterprise Requirement”.

R1. See Enterprise Requirement
R1.1. See Enterprise Reqguirement
R1.2. See Enterprise Requirement

. _________________________________________________]
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R1.3. See Enterprise Requiremant
R1.4. Sze Enterprise Requirement
R1.5. Sze Enterprise Requirement
R1.6. Sae Enterprise Requirement
R1.7. See Enterprise Requirernent
R1.8. See Enterprise Requirement
R1.9. See Enterprise Requirement
R2. See Enterprise Requirement
R2.1. See Enterprise Requirement
R2.2. See Enterprise Requirement
R2.3. See Enterprise Requirement
R2.4. See Enterprise Requirement
R3. See Enterprise Requirement
R3.1. See Enterprise Requirement
R3.2. See Enterprise Requirement
R4. See Enterprise Requirement
R4.1 See Enterprise Requirement
R4.2. See Enterprise Reguirement
R4.3. See Enterprise Requirement
R5. See Enterprise Reguirement
R6. See Enterprise Requireament
R6.1. See Enterprise Requirement
R6.2. Sea Enterprise Requirement
R6.3. See Enterprise Requirement

6004.2.2 Business Units Regulated by NRC

See NSD-804

. ]
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See Also:

SCADA Cyber Security Standards and Procedures, see “IT 5010-01 Standards Exception Procedure”, and
“IT 5002.5.2 Security Classifications”.

A
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Applicability:  Enterprise
Originator: Corporate IT Strategy and Compliance
Approval Information Technology Management Team {ITMT)

Approval Date:
Revision Date:

Revision Mo:

Statement of Purpose

This standard defines the requirements for developing methods, processes, and proceduras to secure Duke
Energy SCADA systems.

6007.1 Corporate Requirements

DR1. Test Procedures - The The SCADA System owner or Business Unil SCADA Cyber Security Function
shall ensure that new SCADA systems and significant changes are tested prior 0 implementation. Testing
of SCADA systems must not compromise the production systems.

For example, a test system should not be connected {o production systems, and measures should be taken
to insure test systams are physically and logically marked and at least logically isofated from production
systems. A significant change shall, at a minimum, include implementation of security palches, cumulative
service packs, vendor releases, and version upgrades of operating systems, applications, database
platforms, or other third-party software or firmware where applicable.

R1. Test Procedures — The SCADA Syslem Owner shall ensure that new SCADA systems and significant
changes to existing SCADA systems within an Electronic Security Perimeter do not adversely affeci existing
cyber security controls. A significant change shall, at a minimum, include implementation of securily
patches, cumulative service packs, vendor releases, and version upgrades of operaling systems,
applications, database platforms, or other third-party software or firmware.

s
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R1.1. The SCADA System Owner or Business Unit Cyber Security Function shall create, implement,
and mairdain cyber security test procedures in a manner that minimizes adverse effects on the
production system or its operation.

R1.2. This requirement is not applicable.

R1.3. The SCADA System Owner or Businass Unit Cyber Security Function shall document results from
tests of cyber security controls.

R2. Ports and Services - Oniy those network protocols, services and applications required lo support the
SCADA function are to be enabled. Ports and Services must be configured to ensure maximum
appropriate protection of the SCADA system and network. Relfer to Business Unit specific procedures for
guidelines on configuring ports and services.

R2.1. The SCADA System Dwner or Business Unit Cyher Security Function shall enable only those
ports and services required for normal and emergency operations, per 6005 R2.2.

R2.2. The SCADA System QOwner or Business Unit Cyber Security Function shall disable other poris
and services, including those used for tesling purposes, prior to praduction use of all isolated
SCADA networks.

R2.3. Services and protocols that are enabled musi be subjected to a risk assessment process. This
assessment is to identify the security risks associated with enabling the service and identify any
countermeasures required to secure the service. Risk assessment methodology must follow
generally accepted practices and must be commensurate with the significance of the device,
component or system

DR2 4. Defaull SCADA system configuration settings that could potentially compromise SCADA system
security must be changed prior {o use

R3. Security Patch Management - To ensure configuration changes are tracked and properly managed,
including tracking, evaluating, testing, and instaliation; Business Unit SCADA Cyber Security Function
must document and adhere to a Palch and Vulnerability Management process.

R3.1. Corporate IT OQperations shall document the assessment of security patches and securily
upgrades for applicability within three (3) calendar days of availability of the patches or upgrades.
SCADA Systern Owners shall document the assessment of security patches and security
upgrades for applicability within three (3) calendar days of availability of the patches or upgrades
from SCADA. or third party vendors, {nat to exceed thirty (30) calendar days from the initial
availability of the paich).

R3.2. SCADA System Owners shall document the implementation of security patches. In any case
where the patch is not installed or will be installed at a date later than prescribed by Corparate IT
Security, the SCADA System Owner shall documant compensating meaasure(s) applied lo mitigate
risk exposure or an acceptance of risk.

S
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R4. Malicious Software Prevention - Anti-virus software must be placed on all SCADA systems and kept

updated and running at all times.  SCADA systems must comply with T Security Standard Virus
Protection - 52033 where virus protection is possibie. “Personal Firewall” software products are preferred
for all computers on SCADA systems classified as “Critical Infrastructure”, but are required on laptops,
pursuant to IT 5006.5.3.2.

R4.1.

Corporate T Operations shall document and provide anti-virus prevention tools generally

available for SCADA systems. For Critical Infrastructure SCADA systems, intrusion detection systems
must be installed to menitor the SCADA network.

R4.2.

" RS.

R5.1.

R5.2.

Service level agreements with Corporate 1T Operations for monitoring 1DS sensors may be set
up for specific SCADA requirements.

IDS must be strategically placed to ensure all network traffic that traverses electronic security
perimeter of the SCADA network is monitored.

IDS systems should be configured for fail-safe operations as required by the SCADA system.
For mare information about the configuration and management of intrusion deteclion sensors,
see “IT 5005.8.1.2 1DS Monitoring”.

Carporate IT Operations must document and implemant a process for the update of anti-virus and
IDS “signatures” SCADA System Owners must create and follow an update process that
addresses testing and installing the signatures, if different from the corporate process.

Account Management - The SCADA System Owner is responsible for ensuring that procedural
controls are established and implemented that enforce access authentication of, and
accountability for, all user activity, and that minimize the risk of unauthorized system access.

The SCADA System Owner shall ensure that individual and shared system accounts and
authorized access permissions are based on a legitimate business need.

R5.1.1. This requirement does not apply.

R5.1.2. Logs that create historical audit trails of individual user account access activity must be
created and reviewed. See RE below.

R5.1.3. SCADA syslem access must be reviewed on a periodic basis, at least annually.
SCADA System Owners are responsible for removing all privileges no longer required
by users per 6004 R4.

The SCADA System Owner shaill implement a policy to minimize and manage the scope and
acceptable use of administrator, shared, and other generic account privileges including factory
default accounts.

R5.2.1. Default SCADA accounts must be renamed, deactivated, or removead, prior to initial use,
at the time of equipment or sysiem installation or canversion. If possible, all default IDs
must have a complax password defined to it pror to the change or deactivation.

N
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R5.2.2,

R5.2.3.

DR5.2.4,

R5.3.

Passwords for default iDs must be limited to key staff. These User IDs must not be
used unless accesses via personal {Ds fail, or use of default 1Ds are required by the
SCADA system.

The Responsible Entily shall identify those individuals with access to shared aceounts.
Each Company computer and communication system User |D must uniquely identify
only one user. Generic (shared or group) User 1Ds are not permitted, except as noted
in R5.2.3. Users are also not allowed o share or otherwise expose their unique
password.

Generic (shared) IDs may be used for SCADA systems only if access o the system is
physically controlied and the system has an electronic security perimeter,. Generic IDs
are also known as shared or group 1Ds, meaning the account password is known by
more than one person. For Critical infrastructure systems, generic {Ds cannot be used
remotely unless the account privileges are “view only”.

Generic 1D passwords must be changed when personnel who have access to the
password are re-assigned or terminated, or the password is compromised--otherwise
passwords must be changed every 60 days or less.

Business Unit SCADA Security Function must approve a password change procedure
for changing and communicating the password.

Privileged 1D _Usage and Controls — Privileged users are users with system
administration or “super-user” privileges. Privileged users must have their access rights
reviewed periodically by the SCADA System QOwner to ensure access to SCADA
information is appropriate. Privileged 1Ds must be used in lieu of default IDs, where
possible. Privileged 1D's must not be used for standard operations, unless technically
required by the SCADA system.

DR5.2.5. Account Lockauts - Where possible, upon three consecutive authentication failures,

users will be locked out of the resource in which they are attampting to gain access.
The account will remain locked until manually reset by Corporate IT Operations, or
the appropriate support group. This is not required for electronic security perimeéters
that are also physically protected systems classified as Critical Infrastructure, and
where the account cannot be accessed from outside the physical control area {used
for remote control/access).) When possible, the lockout counter for consecutive
authentication failures will be reset afier 30 minutes, i.e. Windows 2000, NT
environments.

At a minimum, password security to SCADA systems must be used uniass:

1. The SCADA system is nol capable of supporting password security.

2. Operational processes do not support the use of passwords.

L
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If not used, other risk mitigation, such as physical access protection, must be in place.
Password construction is subject to the following, whenever passible:

R5.2.1. Each password shall be a minimum of eight characters.

R5.3.2. Each password shall consist of a combination of alpha, numerc, and "special’
characlers.

R5.3.3. Each password shall be changed at least every 60 days, where possible.

DR5.3.4. SCADA System accounts with control privilege, syslem administrators, and other
support personnel using privileged IDs must have passwords that are a minimum of
nine characters in length and contain a mixture of letters, numbers, and at least two
embedded special characters.

DR5.35. Al 1Ds for devices, ie., routers, swiiches and firewalls must have complax
passwords. If possible, they should adhere to the password guidelines defined above
for privileged 1Ds.

DRS5.3.6. Inilial passwords must also conform o this slandard and nol be easlly associated with
the Company or the user, i.e. social secunity number, User 1D, employee number,
address, numerical equivalent of name, etc. {nitial passwords must be changed upon
first use.

DRS5.3.7. Users must not use cyclical or patterned passwords. For example, when changing
passwords, users cannot add a number at the end of the password in sequence.
Where possible, sysiems must use password history controls to maintain a password
history of users. Users must not be allowed to re-use one of the passwords in their
password history file. The history file must contain, at a minimurn, the last 10
passwords of users and store them in hashed or encrypted form.

DR5.4. Passwords to SCADA devices and systems must be protected at all imes. All passwords must
remain confidential except in critical business situations.

DR5.5. Default SCADA passwords must be changed upon initial login where possible

DR5.6. SCADA password files must be encrypted where possible and access must be limited to those
with SCADA system administrator privileges. If this is not possible, the Business Unit SCADA
system owner must maintain control processes to protect password files. SCADA passwords
that travel over the network must be encrypted, where possible, using a method approved by
Corporate IT Security. Passwords and other sensilive data may be transmilied within a
physically isclated network without encryption. User 1Ds and passwords being provided lo
external parties must be sent in an encrypted file. The password to open the file must be
communicated separately from the file containing the User ID and password data.

A U
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R6. Security Status Monitoring - SCADA System Owners must ensure that logs are activated and/or manitoring

software is in place in order to capture suspicious activity and to monitor system events that are related lo

cyber security.

R6.1. The SCADA Systern Owner shall implement and document the organizational processes and
technical and procedural mechanisms for monitoring for security events on all isolated SCADA
Systems.

R6.2. The secuwity monitoring controls shalt issue automated or manual alerts for detected Cyber
Security Incidents.

R6.3. The SCADA System Owner must maintain logs of system events, which must record the following
data at a minimum:

1.

8.

2
3
4.
!
B
7

User session activity including:
User IDs

Log-in success for initial login
Log-in failure

Log-in dateltime

Log-aut datefime

User privilege modifications

System start-ups and shutdowns

Other recommended logging includes Application(s) invoked by user.

SCADA systems must log all security relevant events, where possible. Examples of security
relevant events include:

1.
2.
3.
4.

Users swilching User IDs or system identity during an on-line session
Password guessing activities, attempts to escalate privileges
Modifications to system software

Changes to system logs or logging configuralions

R6.4. Log files should be retained for 90 days, under normal circumslances, Log file archivat processes
should be approved and periodically reviewed by the SCADA System Owner.

Logs containing suspicious security events must be retained per 6008, R2.

R6.5. SCADA System Owners must review systems logs for suspicious security events periodically, if
not automaticalty notified. Any suspicicus security events found in system logs musti be promptly
reported to CIRT (IT Computer Incident Response - IT 5301.01). Daily or weekly reviews of

L]
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security logs using an automated too! are required for SCADA systems classified as "Critical
infrastructure”. The SCADA System Owner should document all log reviews.

DR6.6. Access to systemn logs is given only on a need-to-know basis,

DR6.7. Only authorized individuals, with approval Business Unit SCADA Cyber Security Funclion, are
allowed to use network monitoring software or hardware.

R7. Disposal or Redeployment - The SCADA System Owner or Business Unit SCADA, Cyber Security Funciion
shall establish formal methods, processes, and procedures for disposal or redeployment of computer assets
used by SCADA systems.

R7.1. Prior 1o the disposal of such assets, electronic storage media containing SCADA system
information that contains data classified above “Public” {see {T 5200) musl be disposed of through
degaussing for magnetic madia (e.g. floppy disks or tapes) or physical destruction for other media
i.e., compact disks or recordable media. The tool must perform at leasl a single pass over the
hard drive writing nulls on all writable areas.

R7.2. Frior to redeployment of such assets, to ensure data is not disclosed, it must be erased to the
point that it is not accessible by any means  This includes if any of the following changes to
SCADA equipment ocour:

* equipment is surplused

= equipment lcase is terminated

» Disk drive is upgraded in an existing machine

= Transfer of equipment occurs which invokes affiliate “code of conduct’ issues

DR7.2. SCADA system information that contains dala classified above “Public” in hard copy form must
be disposed of through either shredding or incineration. it is the responsibility of the user in
possession of the hard copy information to ensure proper disposal. For more information about
data classifications, see "T 5002.5.2 Security Classifications”.

R7.3. This requirement is not applicable.
R8. This requirement is not applicable.

R8.1. This requirement is not applicable.

R8.2. This requirement is not applicable.

R8.3. This requirement is not applicable.

REB.4. This requirement is not applicable.

R%. Documentation Review and Maintenance - The SCADA System Owner is responsible for reviewing the
actions and associated documentation required in this section annually for critical cyber infrastructure

L ________________________________________________________________________
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systems. Changes resulting from modifications to the systems or controls shall be documented within
ninety calendar days of the change.

6007.2 Business Unit Requirements

6007.2.1 Business Units Regulated by NERC

CIP-007 requirements are presented in this section. Some requirements will be met by compliance to Corporate
Reguiremenis listed in 6002.2 and are noled with “See Enterprise Requirament”.

R1. See Enterprise Requirement
R1.1. See Enterprise Requirement

R1.2. The Responsible Entily shall document that tesling is performed in a manner that reflects the
production environmeant.

R1.3. See Enterprise Requirement
R2. See Enterprise Requirement

R2.1. See Enterprise Requirement

R2.2. See Enterprise Requirement

R2.3. See Enterprise Requirement
R3. See Enlerprise Requirement

R3.1. See Enterprise Requirement

R3.2. See Enterprise Requirement
R4. See Enterprise Requirement

R4.1. The Responsible Entity shall document and implement anti-virus and malware prevention fools. In
the case where anli-virus software and malware prevention tools are not inslalled, the
Responsible Entily shall document compensating measure(s) applied io mitigate risk exposure or
an acceptance of risk.

R4.2. See Enterprise Requirement
R5. See Enterprise Requirement
R5.1. See Enterprise Requirerment -
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R5.1.1. The Responsible Entity shall ensure that user accounts are implementad as approved
by designated personnel. Refer to Standard CIP-003 Requirement R5.

R5.1.2. Ses Enterprise Requirement
R5.1.3. See Enierprise Requirement
R5.2. See Enterprise Requirement
RS.2.1. See Enterprise Requirement
R5.2.2. See Enterprise Requirement
R5.2.3. See Enterprise Requirement
R5.3. See Enterprise Requirement
R5.3.1. See Enterprise Requiremeant
R45.3.2. See Entarmprise Requirement
R5.3.3. See Enterprise Requirement
R6. See Enterprise Requirement,
R6.1. See Enterprise Requirement
R6.2. See Enterprise Requirement
R6.3. See Enterprise Requirement.
R6.4. See Enterprise Requirement
R6.5. See Enterprise Requirement
R7. See Enterprise Requirement
R7.1. See Enterprise Requirement
R7.2. See Enlerprise Requirement

R7.3. The Responsible Entity shall maintain records that such assets were disposed of or redeployed in
accordance with documented procedures.

R8. Cyber Vulnerability Assessment - The Responsible Entity shalt perform a cyber vulnerability.assessment of
all Cyber Assets within the Eleclronic Securily Perimeter at least annually. The vuinerability assessment
shall include, at a minimum, the following:

R8.1. A document ideniifying the vulnerability assessment process;

R8.2. A review to verify that only ports and services required for operation of the Cyber Assets within the
Electronic Security Perimeter are enabled;

-
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R8.3. A review of conlrols for default accounts; and,

R8.4. Documentation of the results of the assessment, the action plan to remediate or mitigate
vuinerabilities identified in the assessment, and the execution status of that action plan.

R9. See Enterprise Requirement

6004.2.2 Business Units Regulated by NRC
See NSD-804

See Also

SCADA Cyber Security Standards and Procedures, “IT 5010-01 Standards Exception Procedure”, and
‘IT 5002.5.2 Security Classifications”.
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Applicability:  Enterprise
Originator: Comorate IT Strategy and Compliance
Approval: information Technology Management Team (ITMT)

Approval Date:
Revision Date:

Revision No:

Statement of Purpose

This purpose of this standard is to define the requirements for discavery, classification, response, and reporting
of Cyber (Camputer) Security Incidents related to Duke Energy SCADA Syslems.

6008.1 Corporate Requirements

Ri. Cyber (Compuler) Security Incident Response Plan - Due lo the potential interconnectivity to IT business
systems and SCADA systems, SCADA System Owners are responsible for documeanting and reporting
cyber security incidents. SCADA System Owners must be aware of and comply with any regulatory
requirements for computer incident reportingfresponse. For more information, see “IT 5008 Information
Security Incident Management”.

Corporate [T Operations shall develop and maintain a Computer Incident Response Plan (CIRT), which
shall address, at 3 minimum, the fallowing:

R1.1. Procedures to characterize and classify events as reportable Cyber Securily Incidents.

R1.2. Response actions, including roles and responsibilities of incident response teams, incident
handling procedures, and communication plans.

R1.3. This requirement is not applicable.

R1.4. Processes for updating the Gomputer Security incident response plan within ninety calendar days
of any changes requiring updates to the plan.

R1.5. Processes for ensuring that the Computer Security Incident response plan is reviewed at least
annually.

S
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R1.6. Process for ensuring the Computer Incident Rasponse Plan is tested at least annually. A test of
the incident response plan can range from a paper drill, to a full operational exercise, to the
response to an actual incident.

SCADA System Owners may elect to create an incident response plan specifically for their
pariicular system.

Cyber (Computer) Security incident Documentation - Corporate IT Opertaions will keep relevant
documentation related to reportable Computer Incidents pursuant to Requirement R1.1 for three calendar
years.

6008.2 Business Unit Requirements

6008.2.1 Business Units Regulated by NERC

CIP-008 requirements are presented in this section. Same requirements will be met by compliance to Corporate
Requirements listed in 6002.2 and are noted with “See Enierprise Requirement”.

R1. See Enterprise Reguirement
R1.1. See Enterprise Requirement
R1.2. See Enterprise Requirement

R1.3. Pracess for reporting Cyber Security Incidents 1o the Electricity Sector Information Sharing and
analysis Center (ES ISAC). The Responsible Entity must ensure that all reportable Cyber Security
Incidents are reported o the ES {SAC eilher directly or through an intermediary.

R1.4. See Enterprise Requirement
R1.5. See Enterprise Requirement
R1.6. See Enterprise Requirement

R2. See Enterprise Requirement

6008.2.2 Business Units Regulated hy NRC
See NSD-804

See Also:

SCADA Cyber Security Standards and Procedures, *IT 5010-01 Standards Exception Precedure”, and
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“IT 5002.5.2 Security Classifications”.

0
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Applicability: Enterprise
Originator: Corporate IT Strategy and Compliance
Approval: Information Technology Management Team (ITMT)

Approval Date:
Revision Date:

Revision No:

Statement of Purpose

This purpose of this standard is lo define the requirementls for SCADA Syslemn disaster recovery plans and
procedures.

6009.1 Corporate Requirements

R1. Recovery Plans -SCADA System Owners should maintain and periodically review a recovery plan for
each SCADA system. The lavel of detail and period of review of this plan should be determined by the
criticality of the overali system. Thase plans must he reviewed al least every 3 years for “Operational’
SCADA systems and at least annually for “Critical infrastructure” SCADA systems. These plans must
encompass the recovery of the SCADA system due to a cyber security incident. It can be incorporated
inta an existing recovery or business contingency plan. The recovery plan{s) shall address at a minimum
the following:

R1.1. Specify the required actions in responsa to events or conditions of varying duration and severity
that would activate the recovery plan(s).

R1.2. Define the roles and responsibilities of responders.

RZ. Exercises - The recovery plan(s) shall be exercised at least annualiy. An exercise of the recovery plan(s)
can range from a paper drill, 1o a full operational exercise, to recavery from an actual incident.
R3. This requirement is not applicable.

L
IT 600% Recovery Plan for Assets

53 of 64

Duke Energy Froprigtary and Confidantizl: Internal use only.

673



Exhibit IT-5

P Duke
& Energy.
Duke Energy SCADA Cyber Security Standard

IT 6009 — Recovery Plans for Assets

R4. This requirement is not applicable.

R5. This requirement is not applicable.
6009.2 Business Unit Requirements

6009.2.1 Business Units Regulated by NERC

CIP-009 requirements are presented in this section. Some requirements will be met by compliance to Corporate
Requirements listed in 6002.2 and are noted with “See Enterprise Requirement’.

R1. See Enterprise Requirement
R1.1. See Enterprise Requirement
R1.2. See Enterprise Requirement
R2. See Enterprise Requirement

R3. Change Control - Recovery plan(s) shall be updated to reflect any changes or lessons leamed as a result of
an exercise or the raecovery from an actual incident. Updates shall be communicatad to personnel
responsibie for the activation and implementation of the recaovery plan(s) within ninety calendar days of the
change.

R4. Backup and Restore - The recovery plan{s) shall include processes and procedures for the backup and
storage of information required to successfully restore Critical Cyber Assets. For example, backups may
include spare electronic components or equipment, written documentation of configuration setlings, tape
backup, etc.

RS5. Testing Backup Media - Information essential to recovery that is stored on backup madia shall be tested at
least annually to ensure that the information is available. Testing can be completed off site.

See Also

SCADA Cyber Security Standards and Procedures, “IT 5010-01 Standards Exception Procedure”, and
“IT 5002.5.2 Security Classifications”. '
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Access Controls - are methods to protect daia from accidental or malicious maodification, destruction, or
disclosure. Some typical access controls are permissions such as:

« Noa Access — overrides any ather acecess privilege

« List — view the contenis of a folder or a database or olher data structure

« Read - view data

» Add - copy a new file to a folder, add data o a data structure (file, database or computer)
+ Change — modify the contents of, or overwrite a dala structure

»  Full Control — change plus modify permissions or auditing on a file, folder or other data structure

Other access can be functional, such as access to physical components via SCADA systems, such as ability 10
monitor or to manitor and control the SCADA system production devices, or to respond to system alarms.

Access Cantrol List (ACL) - this is a list of users with access to a set of data and their rights lo manipulate the
data (i.e., list, read, add, change, etc.) or perform system functions

Attack - the act of trying to bypass security controls on a system or a method of breaking the integrity of
encrypted information. An attack may be active, resulting in the alteration of data; or passive, resulting in the
release of data.

Audit Services — Duke Energy organization respensible for providing oversight for compliance to corporate
policy, standards, and proceduras, governmental compliance, and where appropriate, industry best practices.

Authentication - verifying lhe eligibility of a workstation, originator, or individual to access spedific information.
it is providing assurance regarding the identity of a subject or object, for example, ensuring that a particular user
is whe he claims to be. This also applies to SCADA devices and control systems in determining the identity of a
remote component.

Authorization - the privilege granted to an individual to access information or system functions, based up on
the individual’s clearance and need-to-know. Authorization is also the granting to a user, program, or process,
the right of access.

"~ - "]
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Backup - copying data to another media for redundancy.
Backup Media - the matedal used to store backup data (i.e., CD-ROM, Magnetic Tape, Floppy Disk, efc.).
Business Unit - a functionalflogical part of Duke Energy. For example, Duke Energy Americas.

Business Network - the general purpose data network used by business systems, ie., the Duke Energy
‘WAN". This does not include the Duke Energy voice network.

Call-Back - a procedure for positively Identifying a remote terminal or compuler, in a call back, the host syslem
disconnects the caller and then dials the autharized telephone number of the remote terminal to re-establish the
connection. Call back is synonymous with dial-back.

Certification - the process of reviewing Internet, external and internal connections through the use of scanning
lools, in addition to the manual review of configuration paramelers and management processes for the
environment{s).

Classification (Information or System Protection) - a determination lhat information requires a specific
degree of protection against unauthorized disclosure together with a designation signifying that such a
determination has been made.

Control - the function of a SCADA system that provides the ability to change the physical siatus of equipment.
Examgles: open or closing a valve, starting a pump, opening a breaker.

Control Center or Control Room - a location thal provides centralized command and control over a Business
Unil's assets using a SCADA System. A center is typically manned 24 x 7. This includes any controlled
environment where there are physical restrictions based on the same SCADA system classification as the
control room.

Controlled environment - any area where physical conirol protects the SCADA assets.

Glossary of Terms
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Complex passwords - are passwords containing special characters

Critical — an asset or system essential to functional and safe operation

Cyher - related to information technology, especially logical discussions (as opposed to physical)

Data - numerical or other information represented in a form suilable for processing by computer.

Digital Certificate - an electronic document that links a user or computer with a public and private key pair that
can be used for encryption, authentication, non-repudiation, atc.

Denial of Sarvice (DoS) - an attack that prevents any part of a sysiem from functioning in accordance with its
intended purpose. This includes any action thai causes unauthorized destruction, modification, or delay of
service.

Direct Modem Connection - a modem connected directly to a device, system, server, or workslation therefore
bypassing the centrally administered moderm banks.

Dedicated SCADA Equipment - any single piece of equipment, but especially a computer, whose function is
solely dedicated to the operation and/or support of the SCADA system. See also: “Mulliple Use”.

Demilitarized Zone (DMZ) - a perimater network that adds an extra layer of protection between two networks.
In a typical DMZ as shown below, traffic from the Qutside Network cannct reach the Inside Network. | can only
reach the DMZ. If data is needed on the Outside Network, it first must be copied to or proxied by the DMZ by
resources on the Inside Network. DMZs can be incorporated between any two natworks.

Insida Nemworh

Figure 1

Glossary of Terms
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Electronic Data - data stored in terms of specific electrical states.

Electronic Security Perimeter — A protected computer network that is defined, documented, and isolated from
other networks by perimeter equipment such as firewalls or screen routers. These are accass points into the
protected networlk that limit the traffic allowed into the netwark. An Electronic Security Perimeter is equivalent to
a Logically Isolaied Sysfem and to the same term used by NERC (“The electronic border surrounding a network
to which Critical Cyber Assets are connected and for which access is confrolled.”). See “Logically isolated
Sysiem”.

Electronic Transmission - data sent and/or received via electrical currents or radio waves.

Encryption - the process of transforming data to an unintelligible form in such a way that the ariginal data either
cannot be obtained (one-way encryption) or cannot be obtained without using the inverse decryption process
{two-way encryption).

Enterprise - In this context, enterprise describes something that encompassas the antire Company.

File Transfer Protocol {(FTP) - a means to exchange files across a network.

Firewall - a specialized computer or software designed to protect networks by filtering and blocking aceess at
the 1P port or IP addrass level.

General Purpose Software/Hardware — Computer softwarefhardware that provides generic business functions
not specific to SCADA operations.

Human Machine Interface (HMI) - the presentation component of a SCADA system which provides information
to and accepis input from the human user of the SCADA system.

ID —in general, a computer logon ldentifier or account. Specific kinds include
Generic 10 — ID used by more than one person (i.e., the password is not a secret to only one person)
also known as a shared or group IDs.
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Network Device ID — unique control iDs used to administer nelwork devices

Privileged ID (or Privileged Account} — A login account that has system administrator or “super-user”
privileges allowing broad access and execution authority on a computer system.

Internet - 3 worldwide "network of networks” lhat use the TCP/P protacol suite for communication.

Intranet - internet technclogy s used to develop a private, TCPIP based network within an organization for
communicating to and between employees.

Logically Isolated Systern - a computerized system that is physically connected but isolated by netwoark
equipment from another computer network. Network equipment restricts the flow of information across the
boundary of the isolated system. Logically Isolated systems are not directly connected to the Internet or fo any
cther third party networks. With a firewall and a DMZ properly placed, the inside network would be considered
logically isolated from the outside network. An *Electronic Security Perimeter” is equivalent to a “Logically
Isolated System”.

Logon Banner - an end-user message that appears before primary system access. The purpose aof logon
banners is to remind and inform the user of company computer access policy.

Malicious Code - software or firmwara that is intentionally included or introduced in a system for the purpose of
causing loss or harm.

Media - in general, any technology that enables the recording of data or information for later consumption
(reading or communication). This consumption is nommally repeatable.

Monitor — the function of a SCADA system to inform or collect data from end-node devices about a parficular
physical status point {end point).

Multi-use SCADA Equipment — any single computer, whase function is not solely dedicated 1o the operalion
andfor support of the SCADA system on a full time basis. This is nomally a computer that executes both
general purpose business system software and SCADA software.

Need-to-know - a principle that allows for the comparimentalization of information in order to resinct access to
individuals whose roles require the subject data or knowledge.

e .
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NERC - North American Electric Reliability Council
The following terms are specific to, and within the scope of the NERC CIP Cyber Security Standards:

Critical Assets: Facilities, systems, and equipment which, if destroyed, degraded, or otherwise
rendered unavailable, would affect the reliability or operability of the Bulk Electric System.

Cyber Assets: Programmable electronic devices and communication networks including hardware,
software, and data.

Critical Cyber Assets: Cyber Assets essential fo the reliable operalion of Critical Assets.

Cyber Security Incident: Any maficious act or suspicious event that:

1. Compromises, or was an atlempl 10 compromise, the Electromic Security Perimeter or
Physical Security Perimeler of a Critical Cyber Asset, or,

2. Disrupts, or was an attempt to disrupt, the operation of a Critical Cyber Asset.

Electronic Security Perimeter - The logical border surrounding a network to which Critical Cyber
Assets are cannected, and for which access is controlled.

Physical Security Perimeter - The physical, completely enclosed {"six-wall”) border surrounding
computer rooms, telecommunications rooms, operations centers, and other locations in which Critical
Cyber Assets are housed and for which access is controlied. (Generalize this for non-NERC users of
6006 Physical.)

L .
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Non-Operational Business Need — the data access needs of “marketing” or “casual” users of SCADA systems
Periodic - Recurring at regular, known intervals

Physically Isolated System - any computerized system that is not physically connected by any means to the
Duke Energy computer network, the Intemet, or any other network. "Physical connegtion™ includes not only
computer networks, but also modems or any other interface to any telephone system. The use of any broadcast
wireless (radio, infrared, or any means of electromagnetic frequency) technology will preclude a system from
meeiing this definition. In Figure 1 above, the internal network is NOT physically isolated from the oulside
network because of the connection through the firewall.

Physical Security Perimeter -- The physical, compietely enclosed {“six-wall") border surrounding computer
rooms, telecommunications roams, operations centers, and other locations in which Critical Cyber Assets are
housed and for which access is cantrolled. if this perimeter cannat be established, then an altermate perimeter
must be documented and deployed. A physical perimeter of a four-walled locked fence (of the type normally
pratecting a facility such as a substation) would suffice.

Plant Control System (PCS) — a SCADA system that is typically confined within the physical perimeter of a
centralized facility, typically an energy conversion or processing plant.

Policy - high level statement of enterprise beliefs, goais, or courses of action adopted in support of principles
and cbjectives. They provide a statement of position or intent in a specific subject area.

Procedure - provide specific details of how a policy and supporting standards are fo be implementad in a given
circumstance. They are documented step-by-step instructions for a particular area. May exist at any level of
the arganization to implement policies and accomplish tasks.

Production Change / Firecall ID - is used in an emergancy situation 1o quickly restare a critical application to
operation. This 1D typically has elevated privileges, i.e. administrator vs. user. Emergencies include, but are not
limited to, aperating system failure, application malfunction{s), or timing issues that require immediate attendian.
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Recovery - ihe process of restoring a SCADA system to operational status.

Remote Node - remotely located devices, such as relays or Remote Terminal Units {(RTU), located in
unmanned locations.

Risk - the likelihcod that vulnerability may be exploited, or that a threat may become harmful. Risk is defined as
the probability thai an undesirable event will occur, resulting in financial or other lass, or otherwise create a
problemn.

Router - a device that interconnects networks.

SCADA (Supervisory Control and Data Acguisition) - a system that allows the monitoring and controt of physical
devices remotely. In the context of this series of standards and procedures, “SCADA” will be used as g generic
term lo represent any kind of computing system that monitors, or monitors and controls, physical entities. See
“SCADA Cyber Security Policy — 6000".

SCADA Host - a computer whose purpase is to consolidate field equipment information. A SCADA host
typically polls and sends contrals to field devices, and may also store data to a historical data base. it also
functions as a dala server for HMI requests.

Secreening Router - a router is used lo selectively permit or deny traffic at a network level.

Scripted Logon — A process {program) that runs at computer power-on or restart, and which contains an
automated mechanism to actually logon using an ID. No human intervention is required to access the
computer.

Social Engineering — Any technique used to gain unauthorized access to SCADA systems or facilities that is
not specifically cyber in nature. Social Engineering is associated with fraudulent activities involving gaining the
confidence of an employee to gain computer access.

Standard - Mandatory specific actions, rules, or regulations designed to prove policies with the support
structure and specific direction needed to be meaningfut and effective.

A
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Glossary of Terms

System Software — Non-application software such as Operating Systems, Network Operaling Systems, system
utilities, and application frameworks.

Telnet - protocol used for login to a computer host.

Test Equipment — cedicated equipment not normaily connected to or a part of a SCADA system, but which is
used for testing, diagnastic, and/or calibration purposes only during maintenance and/or repair on SCADA
equipment.

Third Party - someane other than the principals who are involved in a fransaction

Threat - any circumstance or event with the potential to cause harm {o a system in the form of deslruction,
disclosure. modification of data, and/or deniat of service.

Users - in general, someone that accesses the SCADA System. Specific kinds include:

Read-Only Users — users of the SCADA system who only require read-only access to SCADA system
generaled data. These users regulary access this data and continually use the data for business
decisions or input into business systems.

Primary Users - the users of a SCADA system with direct and continual responsibility for using the
SCADA system to oversee the monitoring, conltrol, and operation of a physical process, i.e., SCADA
syslem operatars)

Casual Users — ad-hoc users that access read-only data from a SCADA system on an infrequent or
non-regular basis

Virtual Private Network (VPN) - a VPN is used for highly confidential data transmission. Itis an encrypied IF
connection between two sites over the Internet.

Vulnerability - a weakness in computer information systems that could be exploited by gaining unauthorized
access to information, disrupting critical processing, or violating a system security policy.

. ]
Glossary of Terms

63 of 64

fhuke Enevgy Propnelary and Condidential: intemal use onty.

683



Exhibit IT-5

P Duke
& Energy.
Duke Energy SCADA Cyber Security Standard

Glossary of Terms

C . _______________________________________________________________]
Glossary of Terms

64 of 64

Duks Energy Propnelary and Confidendial: intemat use oniy.



Exhibit IT-6
DUKE ENERGY CORPORATION MANAGEMENT STRUCTURE

Senior Vice President & Chief Information Officer

VE.IT Opers & Inffa‘stﬁmlu‘ié % B{r : Dala Cenhec Qps: -
10580 - IT-Ops C : 41&59 Data Center OQS -
{535) (4[})

DEMA VP Information Mgmr :
2 828 Tradlng & Marketing ops
i 1103

I

VP Opers Apglicalions:
- 20400 - IT Business Appimatmns 4
{248) :

Vice President IT Operations & Infrastructure

Dii‘ IT. M:dAWest Gpe
MUSO ‘Mid-Wes
. : (90}

-13-



Vice President IT Portfolio & Resource Management

Dir [T Perf Matrics & Medsinl | DirlT Program MarOffics T O Cusd Appl Supp
410E8 - Perf Matrics & 41069 - Contract Coorg & . 41070+ Program Mot Office
Measurement : - Owarsight : R Ch ) SN
1% SRR 18 ey AR

Vice President Information Management- DENA

 DENAAP Infoémation Mgt .

9 Trading & M.

" DE-St i Soecialigt -

41881 - Market Risk Appiications | |- e B ‘
. @, ]

Bl

DPAT Project Directar

i 11 EnergyMgmi&Pres
090 - Ensitgy Mami:
B Bikiems -

- 14 -



Schedule S-4.2

DUKE ENERGY

SUMMARY OF MANAGEMENT POLICIES, PRACTICES AND ORGANIZATION

IL.

I

ENTERPRISE OPERATIONS SERVICES DEPARTMENT
SFR Reference: Chapter II(BY9Xe)(i,vi,vii)

Policy and Goal Setting

Enterprise Operations Services (EOS) sects policies for the respective
departments/functions within this organization. Duke Energy’s (the Company)
policies are communicated to employees in both written and oral fashion and during
departmental staff meetings.

Individual and team goals are developed each year for each departinent to create
operational objectives. Creating operational objectives includes a process which
identifies key tarpets and success factors, weighs them and combines them with
desired behavioral, safety, customer satisfaction, and corporate financial goals. At
the end of each year, achievements are evaluated and incentives are awarded
proportionate to the level of overall achievement.

Strategic Planning

The executive management of the Company has the primary responsibility for
establishing the Company's strategic plan. The Enterprise Operations Services
organization has annual planning sessions to develop departmental strategic plans
which are in support of the Company's strategic plan. Additionally, several
Leadership Team meetings occur throughout the year to assess adherence to the
established plan.

Oreanizational Structure

Enterprise Operations Services consists of the following six departments: Business
Management Services, Enterprise Protective Services, Office and Creative Services,
Real Estate Services, Travel and Project Services, and Change Management and
Communications Services. Each of these department leaders reports to the Vice
President of Enterprise Operations Services. All Enterprise Operations Services
personnel are executive, managerial, supervisory, professional, technical, or
administrative employees. Enterprise Operations Services also utilizes external
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service providers fo supplement the current workforce, and the workforce consists
of both represented and non-represented empioyees.

Business Management Services includes the following areas: Financial and Data
Management Services, Process Design and Performance Metrics, and Contract
Management.

Enterprise Protective Services includes the following areas: Midwest Regional
Management, Carolinas Regional Management, Preparedness Services, and
Infrastructure Protection.

Office and Creative Services includes the following areas: Event Management
Services, Creative and New Media Services, Copy and Print Services, and
Document Services.

Real Estate Services includes the following areas: Portfolio Management,
Transaction Management, Land Services, Facility Management Midwest, Facility

Management Carolinas, Design Management, and Suppott Services.

Travel and Project Services includes the following areas: Awiation, Commercial
Travel Services, Project Services, and Support Services.

Change Management and Communications Services provides change management
consulting and communications support for Enterprise Operations Services
departments.

The organization chart for EOS is attached as exhibit EOS-1.

Responsibilities

Business Management Services has responsibilities for financial consulting, process
consulting, metrics/measures reporting, Sarbanes-Oxley (SOX) 302 and 404
compliance, audit compliance, contract compliance, contract performance, and
contract consulting for Enterprise Operations Services.

Enterprise  Protective Services formulates and manages the strategic security,
business continuity, and emergency response policies for the Company. These
policies address physical security.



Office and Creative Services has responsibilities for comprehensive event and
meeting support, online support services, graphics services, enterprise print and
copy needs (including graphic services), and records management for the Company.

Real Estate Services is responsible for the operation, maintenance, design and
construction of the properties under its jurisdiction in such a manner as to achieve
effective and efficient business facilities expected by the Company’s management,
employees, and customers. Also, this Department is responsible for the valuation,
purchase, lease, surveying, management and sale of all Company real property to
adequately protect Duke Energy's interests and meet its needs. This Department
provides oversight, and contract administration for the lease administration
process.

Travel and Project Services is responsible for providing cost effective, safe and
efficient corporate aviation travel for Duke Energy executives and commercial
travel contracts for effective business travel for the employees of Duke Energy.
This group also provides project management leadership to the department for
department-wide projects such as workforce planning, training, etc.

Change Management and Communications Services supporis overall department

goals through effective change management consulting and communications
services.

Practices and Procedures

The principal duties of the Business Management Services Department are:

» Financial Consulting in the areas of accounting, budgets, contracts, business
case development, financial variance reporting, financial / accounting training,
annual budget preparation, coordination and reporting, accounting
reconciliations, funding request coordination, requisition processing, and
INVOICE processing

+ Process Consulting including process design, process improvement, process
implementation, process monitoring, change management, EOS application
planning and consulting, metrics/measures development and monitoring,
management reporting, audit compliance, SOX 404 compliance which
includes scopc assessment, process documentation, management testing,
deficiency remediation, and the assertion process, and SOX 302 process which
includes quarterly assertions of changes in internal controls



Contract Management includes contract compliance, contract administration,
contract performance, research, and communication of best practices and
benchmark data

The principal duties of the Enterprise Protective Services Department are:

Business Continuity and Emergency Response including strategy and
planning, assisting business units 1 coatingency planning and plan
preparations, and city/building evacuation plans

Asset Protection including critical infrastructure identification and protection,
security requirements, and regulation

Investigations including fraud, theft, vandahism, workplace violence, threats,
illegal substance investigations, and e-crimes

Protective Services including Department of Homeland Secunity interface,
U.S. Coast Guard Coordination planning, executive protection, strategic
business investigations, technical services countermeasures, general security
(uniformed guards), and event security planning

The principal duties of the Office and Creative Services Department are:

Sports marketing and event venue management, event planning for internal
and external events, audio-visual support, comprehensive event and meeting
support for common conference and auditorium areas, video conferencing
support, and event registration and surveying services

Portal and external web program management, online support services such as
web page design, content management and consultative services, graphics
services such as graphic design, presentation design, technical writing, and
proofing

Management of enterprise print and copy needs ranging from the Copy Center,
to all-in-one multi-function printers, to imaging/reprographics, to the desktop
Printer strategy

Record Management Program Office, operational records centers, electronic
datafeed management (syndicated content), company archivist and other
research services, and engineering document control

Copies of the records management policy and standards are attached as Exhibits
EOS-2 and EOS-2.1

The principal duties of Real Estate Services are:

Operating and maintaining the commercial facilities owned and leased by the
Company
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* [Inspect all Company properties on an ongoing basis to identify needed
maintenance, improve operational efficiency and establish programs to
eliminate fire and other safety hazards

¢ Cooperate with operating departments in the design, construction, and
furnishing of space in new and remodeled office, service, and garage buildings
in accordance with building standards

» Assist the various departments housed in corporate buildings in making office
and equipment layouts so that all space is efficiently used

» Maintain space allocation records (Facilities Services)

» Keep existing office furnishings in good condition and provide a pool of
furnishings for use by various departments during periods of heavy workload

¢ Maintain contacts for the following:

o local and national coentacts for the purpose of keeping abreast of new
concepts of building management, improved methods of operation, new
and better matenals, more efficient space utilization, and methods of
reducing operating costs .

o n the office furnishings fields, keeping abreast of new technologies that
can reduce costs and improve productivity. Provide centralized ordering
and maintenance of ottice furnishings

o in conducting departmental real estate operations, personnet work closely
with all other Company departments, and, in particolar, with the
Engineering, Planning, Environmental, Legal, and in addibon our own
Facilities groups

» Serve as the Company's agents to purchase, sell and lease real estate, including
surveying ot real estate, and maintain records of real estate transactions;
Representatives also act as rental agents and property managers for all
temporary surplus property until property 15 esther used or sold

e Ensurc Duke Energy’s leasehold nights are maintained through effective
management and oversight of leased real estate assets

The principal practices and procedures used by the Travel and Project Services
department include the following:

« Awiation Flight Operations Manual and the International Operations Manual
management

¢ Compliance management int accordance with the Commercial Travel
Process/Procedure and Employee Expense Procedure/Policy (i.e. policy /
procedure interpretation)
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» Oversight and reporting of commercial travel transactions

¢ Scheduling and monitoring executive travel transactions

¢ Travel contract management

* Assurance of positive traveler experience

+ Scheduling and dispatching, including maintaining flight logs
s Hanger atrcraft maintenance

e Net Jets management and other aircraft services

+ Project management for departmental projects

A copy of the travel policy is attached as Exhibit EOS-3.

The principal duties of Change Management and Communications Services are:

VL

s Managing department change/communications strategy and communications

calendar

¢ Providing change management consulting and support for major department
mnitiatives

¢ Coordinating and publishing a bi-monthly newsletter that support department
strategy

¢ Managing internal web site content for corporate shared services information
» Ensuring corporate branding and communications standards are used in all
depariment communications

Decision Making and Control

The decision making process for Enterprise Operations Services revolves primartly
around the needs of the Company. Overall direction and broad concepts for
customer service and satisfaction are communicated by the Vice President of
Enterprise Operations Services. The leaders of Enterprise Operations Services then
provide more specific guidance to employees within each function.

All employees within each function are expected to make decisions and exercise
control over their arcas of responsibility within the parameters of those boundanes,
reporting results to their immediate management on a regular basis.

All financial/purchasing decisions are made in accordance with each individual’s
proper delegation of authonity.
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Internal and Exiermal Communication

Enterprise Operations Services maintains open channels of communication for
exchange of information and ideas within each function and across functions. The
EOS Leadership Team meets several times throughout the year to discuss strategies
and results. Additionally, an elecironic inter-departmental newsletter is circulated to
all EOS employees on a bi-monthly basis.

Communication channels to other areas of Duke Energy include the Portal, e-mail,
and hard copy memos. These methods are used to communicate mstroctional
information related to new practicesftools, safety awareness, and general
information. There are also processes in place to contact certain members of
Enterprise Operations Services during non-business hours.

In addition to inter-departmental and inter-company communication, Enterprise
Operations Services also communicates with the following major external parties
via various methods:

» Federal Aviation Administration (FAA)

s Airport personnel in various cities, Fixed Based Operator (FBO), etc.

¢ Federal, state, and local law enforcement

e Department of Homeland Security

* Various intelligence agencies

+ Hotels

* Sports Venues

s Department of Transportation

* Fire departments

» Building/land permit agencies

+ (City tax offices

e Department of Natural Resources

¢ Commission of Public Water Works

¢ Govemnmental County courthouses

Goal Attainment and Qualification

Enterprise Operations Services sets incentive goals on an annual basis. Results of
these goals are reviewed and approved at the end of each calendar year. In addition,
inter-departmental key performance indicators have been established for each
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function, and they are reported on and shared with EOS employees on a monthly
basis.

Specific projects or actions that have been identified as additional goals are
monitored at functional staff meetings and Leadership Team meetings to assess
status and results. Any results that are subjective in nature must be approved by the
Vice President of EOS. Additionally customer satisfaction surveys are utilized for
certain services and also to assess the overall satisfaction of internal Duke Encrgy
customers with EOS’s services.

Goals and related results which have been identified for individual employees are
also reviewed during the annual evaluation of these employees.
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Vice President Enterprise Operations Services

Exhibit EOS-1
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Exhibit EOS-2

Records Management Policy

Applicability: Applies to Enterprise
Originator: Records Management Office
Approval: DE-GVP Gen Consl & Secy
Effactive Date: 08/31/2000

Revision Date: 08/29/2005

Reissue Date: 09/01/2005

Statement of Purpose and Philosophy

In any company, complete and accurate records are a necessary part of deing business. Duke
Energy will camply with regulatory and business operational requiremants in the management of
the corporation's informational assets (business records). A comprehensive approach to records
management is required to ensure all types of business records, regardless of media fype, are
managed appropriately.

Policy Expectations

This policy is to be consistently applied throughout Duke Energy. Any supplementat records
management or retention directive is subordinate to this policy.

Duke Energy retains ownership of all records created for business purposes. Duke Energy
employees must adhere to proper practices related to the creation, disclosure, retention and
destruction of business records.

Accountability: Roles and Responsibilities

Records Management Program Office Responsibilities

The Records Management Program Office will be responsible for the direction, monitoring, and
review of records management practices for Duke Energy. As such, they will be responsible for
oversight of ali Duke Energy records retention vules, including any Business Unit spedific recards
retention rules,

The Records Management Pragram Office will also be responsible for coordinating with Functional /
Business Unit teams to ensure the ongoing and effective records management program throughout

the Duke Energy enterprise.

Functional / Business Unit Responsibilities

It is the responsibility of each Functional / Business Unit to create a Records Coordinator role and
team that works in coordination with the Records Management Program Qffice. This is to ensure
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that the Records Management Program objectives are achieved and that the applicable records
management processes are sustained.

This team shall be responsible for representing their functional area to promote awareness and
compliance with the Records Management Policy and Standard. They wilt also work with the Records
Management Program Office ta ensure Business Unit recards retention rules are maintained current
and correct.

Employee Responsibilities

It is the responsibility of Duke Energy employees Lo participate in training oppaortunities provided
and ensure their daily practices comply with the Records Management Policy and Standard. Each
Duke Energy employee is responsible to ensura that any original or copies of original Duke Energy
records within their possession and/or control are managed in accordance with this policy and the
related standard and any applicable recards retention rules.
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Business Travel Policy

Applicability: Applies to Enterprise
Originator: Corporate Travel and Services
Approval: Group Vice President, Duke Energy Business Services

Effective Date: 01/01/2001
Revision Date: 11/16/2006
Reissue Date: 11/16/2006

Statement of Purpose and Philosophy

This policy was established to ensure that the travel procurement process is conducted in
compliance with all laws, regufations, and Duke Energy standards, and that all travel-related
husiness is conducted in a fair, equitable, and highly ethical manner utilizing appropriate internai
controls and best efforts to maintain confidentiality in our dealings with reputable and respensible
suppliers.

Policy Expectations
Corporate Travel Arrangements

Employees are required to book business travel arrangements through Duke Energy's designated
travel offices or through Duke Energy’s designated on line booking tool. The corporation will not
reimburse employees for air travel and car rental expenses not secured through the designated
travei offices.

Preferred Providers

Duke Energy is continually seeking discount pricing agreements with business travel providers.
Employees will be required to use car rental firms and hotels with which the enterprise has
carporate or negotiated rates, whenever possible. Employees will be required to use preferred
airtine carriers for business travel in specified markets based on contractual commitments.

Accountability: Roles and Responsibilities

Travel and Project Services will provide guidance to travelers, travel arrangers, approvers, and
auditors an cost-effective management of travel and entertainment expenses. Corporate Controlier-
Carporate Controls Group will be cansulted on control issues.

The business/corporate unit head can approve individual exceptions to this policy, when necessary,

to accommodate pressing business needs that the designated travel booking processes cannot

serva.
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Employees traveling on company business are responsible for reviewing and adhering to the
enterprise travel procedures lacated on the Partal,

Travel and Project Services will provide periodic reports on compliance to the business units.
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Records Management Standard

Applicability: Applies to Enterprise

Originator: Records Management Program Office

Approval: Group Vice President, General Counsel and Secretary
Approval Date: 08/29/2005

Effective Date: 09/01/2005

Revision Date: 08/29/2005

Reissue Date: 09/01/2005

Statement of Purpose and Philosophy

Information in our business is created, delivered and exchanged in many ways. Duke Energy employees create and
maintain a variety of business records in many forms, including but nat limited to: presentations, e-mail, paper
documents, engineering drawings, video, and databases. Afl business records are the property of Duke Energy.

This Standard is intended to supplement the Duke Energy Records Management Policy by providing specific
expectations for the management af Duke Energy records. This Standard is intended to be used in conjunction with the
applicable records retention rules and departmental directives.

Standard Expectations
This Standard is to be consistently applied threughout Duke Energy.

All Duke Energy employees are expected to be familiar with this Standard and ensure they manage records within their
responsibility consistent with the practices outlined in this Standard.

Records Creation
Documents should only be created when:

¢ There s a legitimate business need.
» The creator has the appropriate knowledge lo create the document.
« The creator has the appropriate work authority to create the document.

Documents should always be thoughtful, precise and well written and should not contain:

Speculation, conciusions or opinions that are withoul factual support.

Words or phrases that are imprecise, and therefore susceptible to different or confusing interpretations.
Praomises or commitments that cannat be kept.

Dramatic or inflammatory words or phrases.

Statements that could do harm 1o the brand or reputation of the Company.

Legal conciusions or apinions not approved by the Law Department.

. 4 & @
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Documents that could have potential legal implications should always be reviewed by lhe Law Depariment.

o
Records Management Standard Page 2 Rev. Date: 81242005
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Records Management Standard

Access and Disclosure
Access and Disclosure of records should be managed in accordance with any requirements set forth by the following:
+ Code of Business Ethics (COBE).

Code of Business Ethics information is available on the Our Charter and Values gadget on the Duke
Energy Portal Page.

= Protected Critical Infrastructure Information and Safeguards Requirements.
Flease refer to appropriate Business Unit requirements.
» Affiliate Rules and Standards of Conduct.

Please contact your manager, business unit general counsel, or FERC compliance personnsl! for any
questions relaled to appiicable Affiliate Rules obligations for your job responsibilities.

« Data Privacy Obligations.
Please contact your HR Consuftant for any questions you have related to Dala Privacy.
« Business Expectations Regarding Confidentiality.

Please conlact your manager for any questions you have on records and information that should be
considered confidential or proprietary.

« Copyright Laws.
Emplaoyees shall ensure that any vendors or third parties that have business needs for Duke Energy records
understand and comply with the Duke Energy Records Management Policy, this Standard, and applicable departmental
directives for access and disclosure requirements.
Storage
Records shall be stored in accordance with or at locations prescribed in special storage guidelines noted in applicable
records retention rules. In those cases where departments or functional areas have developed storage sirategies,
guidance should be readily available in the applicable records refention rules or department directive.
Business Continuity and Criticality
Acceptable records storage strategies shall be developed to ensure that any records deemed vital, or required from a
Business Continuity standpoint are maintained and accessible when needed. This may include provision for off-site
storage as necessary.

Retention

The Records Management Program Office shall govern the development and maintenance of records retention rules
for Duke Energy. As much as practical, records retention rules will be developed for Duke Energy (enterprise rules).

L ]
Retords Management Standard Page 2 Rewv. Date: RI2912005
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Records Management Standard

Business Unit specific records retention rules must be reviewed, approved and maintained by the Records
Management Program Office.

Records retention rules will be classified as either:

= Legal Citation Rules — Legal citation rules have a legal / regutatory basis for their categorization and
retention/disposition. Where similar or same record types are governed by multiple regulalions, a single rule
wili be developed that aggregates the requirements of the multiple citations. Legal citation rules will take
precedence gver operational rules.

» Operational Rules — Operational rules do not have any legal / regulatory basis, but provide guidance to
employess on expectations for recordkeeping. They should be broad in nature and kept to as few as possible.

Records shall be maintained for the time prescribed in the applicable records retention rule. Records shall not be
maintained beyond the designated time, unless specific instructions and processes have been provided by the Law
Department.

Special Legal Requirements
The following describes the expectations of the Legal Hold Order Process:

« Alegal hotd order process allows Duke Energy to exclude records from destruction when any legal, regulatory
or compliance action is threatened or pending.

« Legal hold arders will be initiated by the Law Department and must be honorad by the parties involved within
the functional and business units. The Law Department will explain any obligations to suspend and or resume
normal and routine retention efforts.

* All employees subject (o a legal hold {and their management) are responsible for ensuring compliance with
legal hold order instructions.

Disposal and Destruction

Methods of records disposal or destruction shall be chosen to ensure there is no risk of inappropriate disclosure. In
cases of confidentiality or non-disclosure, paper records should be shredded or disposed of in a way that ensures no
unwanted disclosure. For electronic records, methods prescribed by the Enterprise IT Security Standards (IT5000
Series) shalt be employed.

Sustaining Processes

The Records Management Program Office is responsible for the coordination of activities to ensure effective records
management pracesses. Such coardination includes, but is not limited to, the development of an annual Records
Management Pian that includes;

« Calendar for Records Coordinator meetings.
Schedule for periodic review and update of records retention rules.
Development of scheduled projects and activities (such as clean-up days, training and communications)

deemed appropriate for the maintenance and continuous impravement of Duke Energy records management
Processes.,

« Calendar of Program compliance auditing and reporting.

A
Records Management Standard Page 4 Rav. Date: §2W2005
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Records Management Standard

The Annual Records Management Plan shall be submitted to the Law Department for approval by the end of the first
calendar quarter.

L ]
Records Management Standard Page 5 Rev. Date: BR2YIX0DS
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DUKE ENERGY
DUKE ENERGY OHIO

SUMMARY OF MANAGEMENT POLICIES, PRACTICES AND ORGANIZATION

Enterprise Field Services
SFR Reference: Chapter 11 (BY(9Xb)(v), Chapter I (BX9){e)i)

Policy and Goal Setting

The Enterprise Field Services Department which includes Fleet, Meter Operations
and Warchousing does not issue policy statements per se, but supports the corporate
policies embodied in the Working Environment Policy Manual. These policies,
which are provided to company employees, are supported through departmental
directives, procedures and practices. All managers, superintendents, and supervisors
are responsible for assuring that their subordinates are complying with corporate
policy.

The managers and Directors establish department annual goals and objectives each
year, with the assistance of the Vice President of Enterprise Field Services, based on
the various business units” annual business plans. Department goals and objectives
are reviewed throughout the Enterprise Field Services area, which in turn formulates
organizational goals, which are then submitted to senior management for
consideration and to ensure they support the corporate strategy. This information 1s
used in developing department operating budgets and goals for the coming vear.
Generally these goals are to manage total operation and maintenance costs (o
effectively support the Fleet, Meter Operation and Warehousing needs of the
company.

A status report of performance in accomplishing Department goals and objectives is
submitted quarterly to the Group Executive and Chief Administration Officer and a
final report for the vear is submitted in January.

Strategic Planning

The Director of Strategic Business for Fleet, Meter Operations and Warchousing
and key personnel, in consultation with the Vice President of Enterprise Field
Services and senior clients, develop the overall process of sirategic planning within
the Enterprise Field Services department. These individuals establish goals,
objectives and direction for the department.

Operational planning is strongly influenced by the corporate objectives. After
receipt of the annual corporate objectives, the department begins developing each



group’s operating budgets and goals for the coming year.  This planning consists
of prnontizing budget requests and identifying related personnel needs and
allocation.

This department is primarily a service organization to the other departments
throughout the Company. As such, Enterprise Field Services coordinates with
Power Delivery and Power Generation to develop their service model.

Oreganizational Structure

The Director of Strategic Business, the Managers of Warehousing and the Vice
President of Fleet and Meter Operations report to the Vice President of Enterprise
Field Services.

Fleet has four divisions with the supervisors of these divisions reporting to the
Director of Midwest Fleet Operations:

» Two divisions support several Transportation Service Centers in the greater
Cincinnati area identified as North and South, each with an equal share of
equipment or other responsibilities under each division supervisor. In
addition, both divisions provide liaison support for PSI District Operations.
These divisions provide operations, maintenance and repair support for all
mobile vehicles of the Company;

e The Plainficld Division supports all of the PSI service territory in Indiana;

» The divisions discussed above are supported by Administrative Operations.
With a supervisor, this division provides adminisirative, systems, and
materials support for the department and systems support for the users of
vehicle inventory and transportation systems; '

» A Transportation Analyst provides daily support for the computerized Duke
Energy Transportation System and the Vehicle System (VHS), and other
data analyses and systems controls for the department. In addition this
position serves as the lease administrator for Transportation equipment.
This position also reports to the Director of Strategic Business; and

¢ A Transportation Vehicle Specialist provides direction for the design and
specification of Transportation equipment along with vendor liaison. This
position reports to the Director of Strategic Business.

The Company has eleven Transportation Service Centers (TSC). Each TSC has a
day shift, and nine also have a night shift. Two Transportation Supervisors cover the
activities of the day and evening shifts of the eleven Service Centers. They each
report to the Director of Midwest Fleet Operations.

An orgamzation chart is included as Exhibit TP-1.

Meter Operations has two divisions with the Director of these divisions reporting to
the Vice President of Fleet and Meter Operation:
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* One division supports the meter needs for both our Gas and Electric in the
Midwest, [ndiana, Ohio and Kentucky. The other division supports the
electnic meter needs in North and South Carolina. These divisions provide
maintenance and repair support for all gas and electric meters of the
Company;

e The Company has two meter operation centers — one in Cincinnati, Ohio and
one in Charlotte, NC.

Please see the organization chart included as Exhibit TP-1.

Warehousing has four divisions with the Managers of these divisions reporting to
the Vice President of Enterprise Field Services:

¢ Two divisions support the Midwest material needs for both the Power
Delivery and Generation Departments. These divisions store and deliver
matenials for the Power Delivery and Generation Groups. There are 10 major
storerooms strategically located in [ndiana, Ohio and Kentucky.

e Two divisions support the Carolina’s material needs for both the Power
Delivery and Generation Departments. These divisions store and deliver
materials for the Power Delivery and Generation Groups. There are 8 major
storerooms strategically located in North and South Carolina.

Please see the organization chart is included as Exlubit TP-1.

Responsibilities

The major objectives of Enterprise Field Service are to provide centralized,
efficient, high quality support services to Duke Energy Ohio and its subsidiaries,
and to Duke Energy Indiana.

The Fleet Services division's major responsibilitics are as follows:

¢ Provide and manage transportation resource control systems that require
accurate reporting and encourage efficient utilization, reduced investment,
and operational care of transportation equipment;

¢ Provide transportation equipment and services to support operations in a
manner that is competitive with outside contractors for lease alternatives and
sufficient to safely satisfy normal and emergency operations;

e Disinbute transportation costs equitably to the user vehicle assignments on
the basis of actual operation, maintenance, depreciation, and other vehicle
related costs;

* Responsible for all the activities related to replacing, servicing and
maintaining the fleets of vehicles.

The Meter Operations division’s major responsibilities are as follows:

707



» Provide and manage meter operations’ resources, and encourage
efficient utilization, reduced investment, and operational care of meter
equipment;

¢ Provide meters and services to support operations in a manner that is
competitive with outside contractors and sufficient to safely satisfy
normal and emergency operations;

* Repair and refurbish the gas and electric meters

The Warehousing Division’s major responsibilities are as follows:

* Provide Storing and handiing of all materials required by Power delivery
and Generation.

Practices and Procedures

It is the practice of Enterprise Field Services to have internal service level
agreements with the business units using transportation equipment and/or having
associated responsibilities. Certain duties are understood through these agreements
and are descnbed below as general, specific or associated.

General Duties

Generally, Enterprise Field Services duties include:

Maintaining knowledge of utility mobile equipment and fleet management
techniques through technical literature, participation in technical and trade
organizations, such as, American Gas Association (AGA) and Edison
Electric Institute (EEI), and visits to manufacturers' facilities; _
Specifying  chassis, bodies, and mounted equipment to meet the
requirements of Company vehicle assignments;

Recommending timely vehicle replacements for a safe and capable fleet;
Acquiring equipment, materials, and services required to own and maintain
the fleet;

Repair and refurbish gas and electric meters.

Storing and handling and delivery of required materials for Power Delivery
and Generation,

Specific Duties

Specitic duties of Enterprise Field Services include:

Hiring and training empioyees to support the various operations;
Operating and managing Duke Energy’s Transportation System (CTS);
Preparing the Enterpnise Field Services Budget;

Specifying and ordering new vehicles;

Managing the meter inventory and assuring refurbishment dates are met.
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» Overseeing the material storage requirements and handling materials and
assuring timely deliveries of material.

Associated Duties

The department supports and works closely with all departments who use the
services provided by Enterprise Field Services. It also works closely with the
Supply Chain Department in vendor equipment demonstrations, equipment order
discussions, and stocks for the storerooms, and with Tax and Plant Accounting for
fuel tax, highway use tax, vehicle life studies and fleet inventory records.

Other departments with which Enterprise Field Services interacts include the
following:
¢ Risk Management division of Treasury Department for accident claims;
» Human Resources Department for driver safety records, driver records files
and other employee matiers;
s Treasury Department for lease/purchase analyses and coordination of
Transportation Equipment Budget; and
o Payroll and Accounts Payable Departments for payroll summaries, work
orders, sales orders, invoices, vehicle charge rates and transportation.
e Generation Stations for material requirements.
* Power Delivery for meter and matenial requirements.

Decision Making and Control

The planning/decision making process depends largely on the value of expenditure
and potential impact of the decision to be made.

Participative management is practiced at all levels. The idea of "team" is understood
both through the daily activities of the work place and the special groups formed
with exempt and non-exempt employees to reach specific objectives. Some
examples of special teams are: training, regulatory compliance alternative fuels, cost
reduction, vehicle specifications and internal service coordination with T&D
Operations, Gas Operations and Supply Chain Services.

On a monthly basis the department staft meets for an activity review. Topics of the
meeting are mostly short-term problems or plans. Any general topics are usually
discussed and decided at special meetings. The broad resource categories of the
department are:

¢ Personnel,

¢ Service Center Facilities;

¢ Equipment and Tools;

o  Fuels;

¢ Budgets

o Systems; and
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¢ Regulatory Compliance.

Internal and External Communication

[nternal communications within the department staff are frequent during each day.
Supervisors visit the Service Centers several times each week and are in phone
contact several times during each day to discuss current vehicle maintenance work
loads and labor status. About every two months the Manager meets with the
supervisors for general discussions of issues within their division. Every month a
meeting with all supervisors is held to discuss the status of department activities and
current topics.

It is the responsibility of the Supervisors to provide or conduct monthly safety
meetings with all the department employees.

Performance discussions/evaluations between supervisors and subordinates are held
at least twice a year. These provide the basis for recognizing good performance and
identifying and clarifying expectations. Those reviews become the framework for
merit increases and promotions.

Internal customer service level agreements were established with the business units
served by the varous operations, particularly looking at the elements important to
achieving service excellence.

Internal communications with supervisors and other employees of other departments
are on a personal basis in most cases because the Service Centers are normally
localed at the Operating departments' headguarters. External company
communication is ordinarily with vendors for technical consultation and parts
specifications.

Goal Attainment and Oualification

Goals of the Enterprise Field Services area in recent years have centered on
production efficiency and cost reductions such as the following:

¢ In 2000 we entered into an alliance for our mounted equipment with ALTEC
Industries, Inc. This has helped control costs associated with new and rental
line and bucket trucks;

e In 2002 we implemented an automatic progression policy for the union
mechanics in the Duke Energy Ohio service territory. This 15 an up or out
program that not only requires experience but certain ASE certifications;

s In 2002 we outsourced the function of fuel purchase to Hightower
Petroleum, Inc;

* In 2006 we merged with Duke Energy and started capturing savings through
the re-bidding of our lease contract for all vehicles and equipment.
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In 2006 we have entered into new contracts for Pasts and Fuel both
providing savings to the new Duke Energy.

In 2006 we entered into a new contract for our mounted equipment with
ALTEC Industries, Inc. This will helped control costs associated with new
and rental line and bucket trucks;

In 2005 we entered into an agreement with Reed City to handle material
management.

In 2006 we implemented the Integrated Supply Imitiative in generation
warehousing in the Midwest.
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UPDATED
Schedule 5-4.2

DUKE ENERGY
DUKE ENERGY OHIO

SUMMARY OF MANAGEMENT POLICIES, PRACTICES AND ORGANIZATION

L

IL.

SUPPLY CHAIN
SFR Reference: Chapter I1 {B)}9)(b)(v)

Policy and Goal Setting

Corporate work policies are established by executive management and are
embodied in the Working Environment Policy Manual and the Duke Energy Code
of Business Ethics, which are provided to all employees. These policies, which
establish guidelines by which Duke Energy employees are expected to conduct
business, are supported by Supply Chain Services. In addition, employees of
Supply Chain Services are required to adhere to all corporate policies directly
relating to the vanious materials and confract services functions.

The annual goals for Supply Chain are established in conjunction with the annual
business plans for Duke Energy. Supply Chain leadership works closely in
conjunction with operational leadership to establish sourcing and service goals for
the organization.

Stratemc Planning

Supply Chain uses a planning process that is updated annually for annual
budgeting purposes and for long range planning with regard to inventory levels,
personnel, facilities and equipment needs. The operating units provide similar
information through their business plan to assist the Supplv Chain Departments in
planning decisions regarding the sourcing of matenial and services.

The Supply Chain Departments have pgoals that support the Corporate business
plan:

» Deliver savings through sourcing activities that directly contribute to the
target tinancial goals;

» Performance driven, customer focused culture that emphasizes and
delivers optimal cost and productivity;

* Create a streamlined organization focused on internal customer
satisfaction and continuous improvement that delivers a low cost, high
value portfolio of services; and

= Delivers continuous process improvements in back office operations and
supply chain support systems.



1. Organizational Structure

The Supply Chain Departments report to the Vice President and Chief
Procurement Officer. The Corporate/Enterprise Supply Chain supports corporate
and enterprise-wide departments and supports the supplier diversity activities in
the company. The Power Delivery Supply Chain supports the needs of the
electric transmission and distribution and the gas distribution operations. The
Power Generation Supply Chain supports the needs of the power generation
facilities. Supply Chain Operations provides back office support, including
Accounts Payable and systems support for the other groups and end users of
supply chain systems.

The Corporate/Enterprise Supply Chain is organized into four major functions:
¢ Sourcing (including the purchasing function});
» Alhance Sourcing Center of Excellence;
Supplicr Diversity; and
&  Asset Recovery.

Organization charts of the Corporate/Enterprise Supply Chain Department are
attached as Exhibit SC-1.

The Power Delivery Supply Chain is organized into three major functions:
* Sourcing (including the purchasing function);
» Trucking and repair operations;
+ Matenals Planning and [ntegrated Supply management

The Generation Supply Chain is organized into three primary functions:
* Strategic Sourcing Origination and Structure
* Transactional purchasing;
» Strategic Program management, including Integrated Supply
management and Craft Labor strategy.

Supply Chain Operations is organized into four primary functions:
e Corporate Accounts Payable;
» Transaction Support;
s Financial Controls; and
»  Major Program/Project Management.

V. Responsibiliies

The Sourcing and Purchasing functions within the Corporate/Enterprise, Power
Delivery and Generation Supply Chains have the responsibility for all sourcing,
procurement and contracting activities with the exception of the non-strategic
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material procured through the Integrated Supply function for Power Delivery and
Generation.

The Alliance Sourcing Center of Excellence in the Corporate/Enterprise Supply
Chain 1s responsible for management of various corporate alliance initiatives,
including strategy development, sourcing and contract negotiation, and contract
implementation.

The Supplier Diversity function in the Corporate/Enterprise Supply Chain is
responsible for the devclopment and implementation of various strategies to
manage the identification and inclusicn of diverse suppliers in the sourcing and
purchasing process.

The Asset Recovery function in the Corporate/Enterprise Supply Chain 1s
responsible for the recovery, liquidation and disposal of identified surplus and
obsolete materials.

The Intcgrated Supply function within the Power Delivery Supply Chain is
assigned the responsibility for managing the contract with our Integrated Supplier
(IS). The IS has been contracted to perform the purchasing, inventory
management and replenishment functions for approximately 70% of material
required by the Power Delivery business unit. Contracts for strategic materials
arc negotiated by the Power Delivery Sourcing function, with the Integrated
Supplier assuming responsibility for execution against those contracts.

The Material Planner function is responsible for working with the Power Delivery
internal customers to address issues around design changes, new products,
changes in delivery locations and date, and to work with the internal customer
groups to improve business processes and practices.

The Intcgrated Supply function within the Generation Supply Chain is assigned.

the responsibility for managing the contract with our Integrated Supplier (IS).
The IS has been contracted to perform the purchasing, inventory management and
replenishment functions for certain maintenance, repair and operations (MRO)
material required by the Generation business unit.

The Craft Labor program management function within the Generation Supply
Chain 1s responsible for the overall program management associated with craft
labor contractors, including contracting strategy, contract negotiation and
implementation.

The Corporate Accounts Payable function in Supply Chain Operations is
responsible for maintaining accounts payable systems to provide control over the
proper disbursement of corporate assets, to provide Management with information
tor use in the decision-making process, to maintain the vendor master file and to
assure that accounts payable records are accurately maintained.
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The Transaction Support function in Supply Chain Operations is responsible for
end user system support, system administration of supply chain systems,
maintenance of the stock item catalog and change management and end user
training.

The Financial Controls function in Supply Chain Operations is responsible for
Sarbanes Oxley testing and documentation processes and operational auditing of
the supply chain function; and

The Major Program/Project Management functions in Supply Chain Operations
are responsible for large initiative project and program management associated

with new systems and/or major process changes in the organization.

V. Practices and Procedures

The Supply Chain provides corporate leadership in supply chain management by
challenging conventional methods and creating superior value in an
environmentally responsible manner.

The responsibilities assigned to the Supply Chain Departments are discharged
through the application of various practices and procedures. The principal
practices or procedures are as follows:

» To source and procure material, equipment and services in accordance
with prescribed specifications at the most favorable total cost of
ownership, terms and conditions. To perform routine and emergency
sourcing, competitive bidding, ordering, expediting and logistics
operations;

¢ To maintain confidentiality of competitive bidding and prices;

¢ To develop competition among reputable and responsible suppliers,
including minority suppliers, and to ensure that the Company receives
quality products and services;

o To establish and maintain fair, equitable and ethical relationships with
suppliers;

s To review, on a continual basis, all purchased materials and supplies
and to add to stock or reduce stock or remove from stock as the review
indicates;

s To establish and maintain information for inventory authorized by the
operating departments for regular and special requirements;

* To create business processes and procedures that ensure processes are
controlled and accurate;

e To leverage industry and trade best practices in the design of new
business processes for the Company,

e To train others in the Company to utilize capabilities of our systems
and in the general policies and gmidehines related to purchasing
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e To review of original source documents to assure that fransactions bear
vatid approval for payment;

« To venfy the existence of supporting documentation;
To perform various accounting balancing activities for accounts
payable accounts in the General Ledger; and

+ To provide special studies and reports that meet customer, regulatory,
legal and audit requests

The Supply Chain Departments directly support alt other departments of the
Company. Close working relationships exist through cross-functional teams and
participatton in materials standards committees.

Presently, the Company utilizes the Indus Passport system for all activities related
to the Supply Chain Departments. This system is used to manage inveniory
investment and provides up-to-date information to support the Sourcing,
Integrated Supply and Materials Planning functions. Aided by the Passport
system, the Supply Chain Departments optimizes inventory management by:

o Establishment of inventory and service level targets;

¢ Usage forecasting;

¢ Calculation of economic reorder quantities (EOQ);

o ABC classification of inventory;

s Materials requirement planning;

e Purchase order tracking and expediting;

e (bsolescence reviews;

* Maintenance of the material catalog; and

« Blanket purchase orders.

Material requests for engineered work from the engineering design groups are
generally passed electronically to the Passport system at the completion of the
work estimate, allowing for advance planning of materials needs.

V1. Decision Making and Control

The Supply Chain Departments support deciston-making at the lowest appropriate
level within the Department. Decisions are vested throughout the depariment
through management as appropriate. Guidelines for making decisions are
provided by various Corporate policies, Departmental policies, and procedures
and authorized approval levels.

Monthly reports of performance are used to monitor performance.

VIL. Internal & External Communication

Supply Chain Department staff meetings between the leadership and their direct
reports are held on a monthly or more frequent basis. Topics concerning
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personnel, operations, facilities, equipment, goals and processes are discussed as
necessary at each staff meeting,. .

The Supply Chain Departments publish monthly updates to all employees of the
performance metrics. Certain key control reports are emailed on a regular basis to
supply chain employees for remediation, such as blocked invoices.

Daily reports on operations metrics are published on-line and are available to all
Company employces. These metrics include inventory balances expediting
reports and open purchase orders.

External communication with the Company’s supplier base occurs on a daily
basis through a variety of means. Bid quotes are obtained on an oral or wrntten
basis by our purchasing personnel or by use of the Frictionless e-sourcing tool.
This tool is a controlled, on-line means of exchanging information, drawings, and
questions and ultimately of obtaining pricing from our suppliers. A
comprehensive supplier focused web site at Duke Energy.com is used to
communicate important information to suppliers, including links to our supplier
code of conduct, electronic tools, registration and diversity certification.

Many suppliers receive our purchase orders through an electronic marketplace.
This marketplace increases our speed to transmit orders by using the internet and
allows suppliers to send us electronic purchase order acknowledgements and, in
the future, an electronic invoice,

Suppliers and internal company users utilize the Supply Chain Help Desk to make
inquiries and receive answers. This one-stop shop provides a centralized clearing
house for the supply chain to understand user’s issues and to work to answer
suppher’s questions in doing business with us.

VIIl. Goal Attainment and Qualification

The Supply Chain Departments have developed a number of quantifiable
indicators that are used to establish metrics which reflect our success in
supporting Company goals and objectives.  Goals are identified in the
departments Short Term Incentive Plans. Listed below are a few performance
metrics employed by the Supply Chain Departments:

» Savings achieved from sourcing activities;

¢ Integrated supplier performance;

* Supplier Diversity spend;

» Financial performance;

» Help Desk resolution performance; and

e Improvement in back office processes/streamlining procedures
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FOREWORD
The Purchasing function is one of the most comman, yet vital, business activities. Al
Cinergy we remain committed to aggressive cost containment for the benefit of our
customers and shareholders. By definilion, purchasing involves securing products ofr

services at a price acceplable to both the buyer and seller.

in practice, the Purchasing function encompasses lacating, selecting, purchasing
and/or contracting all materials, supplies, equipment and services used by our
Corporation. To do so effectively and efficiently requires everyone's participation. We
must continue to ensure that we are pursuing innovative ways {0 manage cosis while

maintaining an overali high quality of service.

With that in mind, this bookiet has been prepared outlining the Corporation's
Purchasing Policies and Guidelines. It is important that we comply with these policies
and guidelines and that they become part of our everyday practice so that we continue

to enhance our competitive pasition and the level of service provided {o our customers.

James E. Rogers, Jr.

Vice Chairman, President and CEOQ
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1. STANDARD OF BUSINESS CONDUCT
FOR THE PURCHASING PROCESS

Cinergy complies with all federal, state and local laws, rules and regulations
governing its operations. We encourage employees to conduct business with the
highest legal and ethical standards. We want to continue to be responsible and
responsive corporate citizens, acting in a moral, ethical and beneficial manner wherever

we serve.

Definitions

The following standards of business conduct for the purchasing process reaffirm
Cinergy’s commitment to these principles. They apply to all Cinergy employees in both
regulatory and non-regulatory activities who have a business need for products or
services. Purchasing is Cinergy's Purchasing Department. Suppiiers include any
individual or organization furnishing material, items or services to Cinergy. Vendors
include any individual or organization able to furnish or proposing to furnish material,
items or services. Clients refer to the requisitioning Cinergy employees, departments or

business units. Purchasing Representalives are authorized Purchasing Department

Buyers and Sourcing Specialists. Products refer to equipment, materials and supplies,

while Services involve professional or commadity services provided by a contractor.
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Responsibilities

Cinergy will:
Make sure all employees are aware of the standard of business conduct for the
purchasing process.
Make available continuing counsel on rules and regulations to any employee

requesting it.

Supervisors will:
Make sure all current and new employees under their supervision review and
understand this policy and the non-union employee handbook section on the
Code of Business Ethics and Conduct
- Stress to all employees the need for a continuing commitment to these
principles.
Make a personal commitment to ensure their organization operates with the

highest principles of business ethics and conduct.

Employees will:

Be alert and sensitive to situations that could result in illegal, unethical or
otherwise improper actions, however inadvertent those actions may be.

Advise fellow employees if it appears they are in viclation of Cinergy rules and
regulations. If an improper situation isn't corrected, you are obligated to speak
with your supervisor. In the event you wish o remain anonymous, you may call
800-354-2714.

Seek additional counsel from supervision if in doubt about responsibilities

regarding this palicy.



Conflict of interest

As Cinergy employees, we are in positions of lrust and should conduct ourselves
accordingly. We must be particularly sensitive to the many situations, on and off the
job, where a conflict of interest could occur. And we must recognize that sometimes

even a percepiion of such conflict could cause harm.

If an employee or employee's relative (spouse, children, parents, brother, sister,
in-laws) has an interest in any Cinergy supplier, any Cinergy employee must get prior
written approval from the Vice President, Reengineering and Shared Services, before
proceeding with any business fransaction with that supplier. Stock ownership in the
supplier company doesn't cause a conflict of interest as long as the company's stock is
publicly or privately held and the employee’s ownership is less than five percent of the

company's outstanding stock .

Supplier Relations

Cinergy always employs the highest ethical business practices in source
selection, negotiation, determination of awards and the administration of purchasing
activities. We comply with applicable government laws and regulations at all times.
And whenever possible we encourage, establish and maintain competition.

Cinergy insists that all commercial transaciions involving suppliers and
contractors be conducted at "arm's length”. This means we try to prevent suspicion of
favoritism or unethical practice on the part of employees or others responsible for, or
who influence in any way, the outcome of such business activities. To that end, follow
these guidelines:

The identify of vendors invited to submit bids shouldn't be revealed to parties

outside of Cinergy. Intermally, discuss this information only with co-workers who

need to know. This guideline does nolt preclude the holding of supplier

1-3
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workshaps or other similar meetings where the identity of bidders would become
known.

The appropriate Purchasing Representative notifies successful and unsuccessful
bidders as to the results of their proposal. All other employees shouid refer
requests for commercial information to a Purchasing Representative.

No Cinergy employee is to reveal a competitive or current supplier's price
information. We must refuse all requests by vendors for price information - the
percentage they were high or low, the relative ranking of the bidders or any
request that might in any way divuige price or the relative success of their bid.
Report any such request to your supervisor and to the appropriate Purchasing
Representative.  Internally, discuss price information only with co-workers,
consultants or engineering firms who need to know. Any deviation from this
price disclosure policy requires the specific written approval of the Vice

President, Reengineering and Shared Services.

Gratuities

Cinergy employees and members of their immediate families should neither
accepl nor offer gratuities. For this purpose, a gratuity is defined as entertainment, a
favor or a gift that's more than nominal in cost. Gratuities are sometimes offered in
return for or in anticipation of obtaining preferential treatment in the course of

conducting business.

You may accept an occasional business meal when it’s offered as a business
courtesy without reference to unethical conduct or preferential treatment. You may

return such a courtesy if your supervisor agrees.



Cinergy employees shall not solicit gratuities, favors or gifts from vendors.
Occasional tickets to entertainment or sporting events, advertising novelties, or
promotional gifts of nominal value may be accepted. However, the item should be one
widely distributed to other individuals and firms under essentiailly the same business
relationship with the offeror. Gratuities offered frequently from the same supplier are to

be refused or returned.

Responsible management must review offers made by present or potential
suppliers to provide expense-paid business trips. Generally, Cinergy bears the costs of
flight on commercial aircraft and lodging. Employees shalf decline all offers from

suppliers regarding partially or fully paid-for pleasure trips.

During the time after bids have been received and we are evaluating bids,
Purchasing employees and all other employees directly involved in the evaluation
process should reject all gratuities offered by bidders to that project. Suppliers and
contractors repeatedly or significantly failing to observe the provisions of this policy

could be disqualified from conducting business with Cinergy.
Antitrust And The Foreign Corrupt Practices Act
The antitrust laws and the Foreign Corrupt Practices Act of the United States

prohibit a wide range of transactions or practices.

Anyone with guestions about how antitrust laws or The Foreign Corrupt Practices

Act apply to a specific situation should consutt a Cinergy attorney.
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Selling and/or Marketing

Cinergy will not engage in unethical or illegal activity to win a contract nor pursue
a business transaction to sell any product or service (including scrap and surplus
sales), where unethical actions, or the appearance of unethical actions, are present.

Cinergy will not engage in such business conduct and will not pursue that business any

further.

When representing Cinergy, always make sure our contractual obligations are
clearly defined. All information provided relative to Cinergy's products or services being

offered for sale should be clear and concise,

Policy Interpretation

if you have any questions about how this policy affects your spedcific
circumstances, contact the Vice President, Reengineering and Shared Services or talk
with your manager or a corporate or business unit officer. The Company's intention is
to avoid situations that could reflect unfavorably on our employees or our integrity arid
reputation in the business community. Failure of Cinergy employees to comply with
these standards of business conduct could result in disciplinary action up to and
including dismissal. If you observe or are aware of an ethics violation you should report
it to your supervisor or responsible Cinergy/Business Unit management. The Company
also has a toll free number (800-354-2714) where you can report violations

anonymously.
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2. GUIDELINES FOR PURCHASING
MATERIALS AND SERVICES

Purchasing is the official department for acquiring Cinergy's equipment,
materials, supplies and services, including contract construction for regulatory and non-
regulatory activities. Insofar as practical, purchases are made at the lowest evaluated
cost based on the total cost of ownership on the basis of competilive bids from

selected, qualified vendors.

2.0 Qualification of Suppliers and Contractors
Normally, all suppliers and contractors permitted to bid on Cinergy procurements

must qualify prior to bidding.

Exceptionsto  When suppliers or contractors are expected to furnish products or
supplier services on a one-time basis, they need not be qualified by the
qualification: Purchasing Representative and the client as appropriate.  The
requirement may also be waived by the Purchasing Representative in
special circumstances when the qualifying process is not practicable

in advance of bidding or when cost limits and risks are reasonable.

Selection of Bidders
Request for Purchasing has the responsibility to request and receive all bids from
Quotation our vendors and contractors. When appropriate, Purchasing will have

input in determining potential bidders.
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Developing PURCHASING  works with its Clients continually to develop
sources alternative sources to purchase our products and services and thus
promote a competitive environment through evaluated cost analysis
based on a total cost of ownership. fis important to plan ahead so as
not to exclude potential sources because of unnecessary constraints,

specifications or delivery date requirements.

Competitive Bidding

We request bids only from potential suppliers and contractors that the client or
Purchasing Representative determines can, on an evaluated total cost of ownership
basis, fumish the required product or service. We won't ask suppliers and contractors
to submit bids if we have no intention of accepting their proposals. Try to allow 30 to 60
days in your schedule, depending on the complexity of the project, to obtain compelitive

bids, evaluate bhids, negotiate and prepare the necessary contract documents.

Cinergy awards all purchase orders and conlracts in accordance with compelitive
bid practices whenever practical. In keeping with this, we'll solicit bids from all qualified

vendors deemed appropriate.

Cinergy does not publicize its intention 1o request bids, and it does not hold
public bid openings. Vendors should submit bids only to authorized Purchasing
employees. When bids are expected to exceed $100,000, we request they be

submilted in a properly identified, sealed envelope, which we provide.

Bid Prices and technical information are considered confidential. They shouldn't
be disclosed outside the company, unless as required by law or regulatory agencies or

to a consultant or engineer/constructor under contract to perform bid analysis or related
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work. Sharing bids or copies of bids other than with authorized individuals in the

evaluation and award decision is not permitted.

Confirming Orders

A confirming order is not good business practice as il awards work without
written documentation and often competitive bids are not obtained in accordance with
Cinergy's policies. Confirming orders are to be avoided unless circumstances dictate

they are necessary.

if, because of extenuating circumstances, a confirming order is necessary, ask
the appropriate Purchasing Representative to place the confirming order. The
Purchasing Representative will then place the order in accordance with legal and
purchasing guidelines which, while not giving Cinergy the protection offered by a

purchase arder or contract, can be of some help if a problem occurs.

Confirming orders are not to be placed by employees other than Purchasing
Representatives unless there are mitigating circumstances involved and your
management has approved it. If you find yourself in such a situation, notify the
appropriate Purchasing Representative when practical. A purchase requisition must be

prepared to follow up confirming orders.
Confirming orders for all services, regardless of value, or for products valued at

more than $500 may not be tegally enforceable unless placed in writing. That's why it's

important to follow up all confirming orders.
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Noncompetitive Procurements

Single source

procurements

Substantiation
for
noncompetitive

procurements

Bid Evaluation

Responsibility

QOur basic procurement policy is for competitive bidding. The
Purchasing Representative, with client's approval, may get some
products or services from a single scurce on a noncompetitive basis
when:

It is in Cinergy's best interest

No other gualified sources are available

The dollar amount is so small it rules out the possibility of

savings

Enough evidence from previous bids and experiences available

justify the Purchasing Representative placing an order.

A single source procurement is authorized by the appropriate

Purchasing Manager.

When competition is available, we must justify deviating from
competitive bidding. The appropriate Purchasing Representaiive is
responsible to make sure deviations from these gquidelines are

adequately substantiated and documented.

The Purchasing Representative is responsible for coordinating the
evaluation of all bids. Clients are responsible for evaluating technical
or other factors as needed for a complete and well-substantiated

recommendation.
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Factars

Late bids

In evaluating bids, Cinergy considers:

Quality of product or service

Compliance with contractual terms and conditions

Delivery or schedule

Price and commercial terms

Agreement with specifications

Vendor's management and financial integrity

Unit prices and potential impact

Utilization of Minority or Woman owned businesses {1 or 2™

tier)

Other factors that may result in lowest overall cost
We do not aliow a vendor or contractor to revise the base price of a
bid unless there is a change in the scope and all bidders have an
equat opportunity to revise their price, or unless the bidder has made
an obvious error. A chance o meet a competitor's lower price with a
supplementary bid undermines the integrity of our system and is
strictly forbidden.
We generally do not receive late bids. That's discriminatory because
it favors the late bidder with more time to prepare an offer. If a bid
arrives late, but bears a postmark prior to the due date from the U.S.
mail or other recognized delivery service, the Purchasing
Representative, with client's approval, when appropriate, decides
whether to accept the bid. If a time extension is granted for the bid
due date, the Purchasing Representative should notify alt bidders and
offer them the option to resubmit their bids on the revised dale. Late

bids should be sent back to hidders unopened.
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Mistakes

Alternale

Proposals

Errors or omissions in proposals apen up questions of fairness to all
vendors bidding the project. Purchasing Representalives can request
vendors 1o recalculate or submit additional supporting information
when there are obvious errors in calculations or if items on the bid
data sheets that don't affect total price are not completed. However,
when a vendor draws attention to a mistake that materially alters
either total price or technical merits, the Purchasing Representative
should cansuit with his/her Manager and the client when appropriate.

Changes will be decided an a case-by-case basis.

At times a bid may offer an alternative or substituie product or service
for the same use as the product or service specified. Purchasing
Representatives recognize their responsibility to other vendors who
bid conscientiously on exact specifications. Generally, we'll place the
order with the vendor who has offered a prefarred product -- whether
it's to Cinergy's specification or to an altemative proposal. But to be
fair, when we are preparing a request for quotation where it's likely
alternative proposals would be accepiable, we will include a
statement to that effect on the quotation form. Unsolicited proposals
are usually not acceplable and will not be evaluated unless
authorization is given by an appropriate Purchasing Manager, in

consultation with the client if needed.

Supplier Diversity

We actively seek competitive bids for materials, supplies, equipment and

services from minority and women owned vendors as defined by the Federal

Acquisition Regulations. We evaluate bids and make awards on a nondiscriminatory
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basis with no payment of premiums and no restriction of compelition to minority and

women owned vendors.

While we cannot promise procurements to minority and women owned
businesses, we can make some assurances. As an equal opportunity buyer, we will
provide qualified and certified minority and women owned vendors the opportunity to
compete for our business. We will evaiuate each proposal regarding proven

qualifications, demonstrated performance and merit of specific offerings.

Cinergy remains an active supporter of the National Minority Supplier Development
Council, the Indiana Regional Minority Supplier Development Council, The National
Association of Woman Business Owners and the Cincinnati Minority Supplier
Development Council. Cinergy actively participates in trade shows and other functions
with the intenlion loward identifying and developing contacts and increasing business

opportunities with minority and women owned vendors.

Contract Compliance Program

In compliance with the U.S. Department of Labor, Office of Federal Contract
Compliance Programs conciliation agreement, Cinergy has commitied to incorporate
the equal opportunity clause in all purchase orders as well as leases and contracts
having an annual value of $2,500 or more, as required by Executive Order 11246, as
amended, and its implementing regulations. To comply with this conciliation agreement
requires a purchase order or contract that contains the equal opportunity clause be sent
to our suppliers and coniractors with whom we anticipate placing more than $2,500 in

yearly business.
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Service Territory Buying Preference
Vendors or contractors residing in or furnishing products or services produced
within Cinergy's service area receive buying preference when pricing and technical

considerations are equal.

Negotiations

Purchasing Representatives are primarily responsible for preparing, formatting
and conducting the commercial portion of procurement negotiations. The preparation,
format and canduct of all procurement negotiations must strictly comply with procedures

described here and those for administering contracts (see Page 3-10).

Cinergy generally does not negotiate a vendor or contractor base price in a
competitive bid situation. However, Purchasing Representatives with appropriate client
assistance may negotiate terms and conditions involving the procurement of equipment,
materials, supplies and contracted services for commercial terms other than price - for
example, escalation, warranties, termination provisions, payment and shipping terms,
technical considerations, etc. However, under at least ane of the following conditions
and with prior approval of the Purchasing Representative’s Manager and/or the Vice
President, Reengineering and Shared Services, a Purchasing Representative with
appropriate client assistance may negotiate the base price if:

it is determined that the cost of preparing specifications for formal quotations is

unreasonable or is unwarranted because of prevailing circumstances.

it's desirable to divide an award among several suppliers to maintain alternative

sources of supply or otherwise benefit Cinergy.

Complex procurements or alliance initiatives requiring consideration of

alternative or cost-benefit pricing or total cost trade offs.



Purchasing receives a bid from a single source, or a change is initiated against

an original purchase order.

The applicable Manager, Purchasing with consuliation with the client when

appropriate, determines it's in Cinergy's best interest to negotiate.

Purchase Order Awards

Authority
and

approvals

Basis

Under direction of the Vice President, Reengineeting and Shared
Services, applicable Purchasing Representatives are responsible for
the award of all purchase orders, contracts and associaled change
notices and amendments based on authorized requests. Designated
Purchasing Representatives possess specific dollar level approval
authorization, according to their level of job responsibility as confirmed

by the Authorized Approvals Manual.

If the basis of an award isn't evident, the Purchasing Representative will
point it out and, if necessary, justify it on the bid tabulation sheet or
another document placed in the file.

For example, if we award a purchase order on a noncompetitive basis,
or if a vendor other than the low-dollar bidder is selecled, the
Furchasing Representative or the client juslifies the award basis, as
appropriate, and the Purchasing Representative ensures it is placed in
the purchase order file where it is maintained at least until applicable

legal statute of limitations expire.
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Supplier

Purchase
order and
coniract

adrrinistration

As appropriate, the Purchasing Representative lets bidders know if they
were successful. Generally, we only tell bidders the name of the
successful supplier or contractor. The Purchasing Representative may
authorize you to tell unsuccessful bidders technical reasons that kept
them from receiving an award. However, we never disclose the
following information:

Prices

Proprietary data of successful or competing bids

Standing of unsuccessful bidder among all bidders

Percentage range of difference from award price

Identity of other bidders
In most cases, the client managing the work is responsible for
administering the order or contract and making sure the supplier or
contractor fulfills all contract requirements. The Purchasing
Representative shall discuss with the client who is responsible for
administering the work by name and make that known to alt affected
Parties. A copy of documentation the client sends or receives
concerning commercial or important technical items should be sent to
Purchasing to ensure the purchase order or contract file is complete.
After award of a purchase order or contract, Purchasing remains
responsible for issuing all change notices or contract amendments.
Purchasing will continue to provide support and assistance in
administering commerciat aspects of the order or contract. Purchasing
is responsible for submitting signed original copies of formal
agreements to Corporate Records and copies to Legal Department,

client, and Purchasing for file.
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Contacts
Suppliers The appropnaie Purchasing Representative is the primary Cinergy
contact for all commercial relations with suppliers and contractors

furnishing products or services, especially during bid evaluations.

Technical Sometimes contacts belween suppliers or contractors and clients are
necessary and desirable. You should coordinate such contacts through
Purchasing by letting the appropriate Purchasing Representative know
abeut all contacts that may concern cutrent ar future procurements as
appropriate. " Technical contacts between client departments and
suppliers or contractors should not include discussions concerning

price, commercial terms or contractual provisions while under bid

evaluation,
Legal You should coordinate requests for legal review of terms and
conditions, proposals or contracts through Purchasing. in most

instances, we can resolve conflicting terms and conditions or other

matters without Legal Department assistance.

Conforming to Legal Requirements
in all procurement activities, Cinergy complies with all applicable legal
requirements. We require all suppliers and contractors we do business with to do the

same.

Exceptions

We realize that sometimes extracrdinary conditions arise, reguiring responsible

individuals to make immediate decisions that resuli in deviations from these guidelines.
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If this happens to you, try to obtain prior approval from the authorized level of

management and document your resulting procurement actions.

This action, however, should only occur in exceptional circumstances.
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3. GUIDELINES FOR
REQUESTING QUOTATIONS

The Company authorizes Purchasing Representatives to obtain competitive bids,

whenever possible, in accordance with Company policy.

Less than $25,000

When a Purchasing Representative can acquire products and services for less
than $25,000, the Purchasing Representative may order from any reliable source. We
allow single-source procuremenis but require price checks with several vendors,

documented in the Purchase Order file, when buying unfamiliar products or services.

As long as a bid is for standard and/or non-complex products and services
greater than $25,000 but less than $50,000, the Purchasing Representative may accept
verbal quotations consistent with Cinergy's policy on competitive bidding to maintain a
competitive-bidding environmen! (see Page 2-2). However, we require written
quotations for products and services costing more than $25,000 but less than $50,000
in the following circumstances:

For all capital equipment

From vendors whose quotations are likely to confiict with Cinergy's standard

terms and conditions

When permanent documentation is essential

To get a written quotation, a Purchasing Representative uses the department's
"Request for Quotation” format. The RFQ should include, but not be limited to:
quantity, description, delivery requirements, special conditions, drawings, specifications

and applicable dates. If replies should follow a certain format, the Purchasing
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Representative states that in the RFQ. The Purchasing Representative should be

thorough, attempting to limit all known variables.

The Purchasing Representative should get quotations from at least two sources,
if available. A single-source procurement can be made, but the Purchasing
Representative, with input from the client, when appropriate, must juslify that decision in

wriling. The justification must be included in that transactions file.

$50,000 or More

Products and services with estimated prices of $50,000 or more require written
proposals. Just as in situations involving purchases of less than $50,000, the
Purchasing Representative should be thorough and attempt to limit all known variables.
The RFQ should state in writing the same kinds of information — quantity, descriplion,
delivery requirements, special conditions, drawings, specifications, applicable dates and

the format replies should follow.

When bids are expected to exceed $100,000 Purchasing Representatives must
obtain sealed, competitive bids from at least three qualified and available sources.
Each vendor or contractor is asked to retumn at least two copies of its proposal in a
sealed bid envelope to an authorized representative of Purchasing . Purchasing
Representatives will record all quotations on a bid tabulation sheet and attach it to the
original requisition to serve as a backup document once the order is placed. All bids
received and any applicable documentation, including the bid evaluation and

recommendation, is placed in that transactions fiie.

T4



Sealed Bids
Purchasing Representatives can request sealed bids when they think it's in

Cinergy's interest to do so or when procurement value is expected to exceed $100,000.

Vendors or coniractors must place at least the commercial portion of their
proposal in a sealed bid envelope. The Purchasing Representative will provide the

envelope when they send out the RFQ.

When received, sealed bids remain unopened until all bids are received or until

the designated due date and time has passed.
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4. GUIDELINES FOR
ADMINISTERING CONTRACTS

The Purchasing Department coordinates the contracting process. Purchasing
Representatives in Purchasing generaily are responsible for the procurement of
products and services in accordance with established procedures and within standard
commercial terms and conditions. But when they administer contracts, they're primarily
concerned with procurements requiring negotiated terms and conditions that may
deviate significantly from our standards. In addition to this guideline, see the Corporate

Policy on contractors, contract employees and consultants issued January 30, 1998.

General Contract Definitions

For our purposes, a formal contract is a procurement document agreed to and
signed by two or more parties. It sets forth promises between the parties and can be
enforced by law. It also provides a basis for evaluating and resolving all claims and

dispules that arise between the parties.

As used within Purchasing, a contract for the procurement of products and

services may take the form of:

Purchase order Includes any attached general specifications, terms and
conditions, technical specifications, drawings, etc. Electronic
versions may be ulilized (i.e., Passport) when authorized by the

applicable Purchasing Manager(see Pages 2-7 through 2-8)

Lease agreement  Generally involves a third-party financing agreement
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Uniguely dralted A unique, negoliated agreement, a formal contract is specifically
formal contract designed to address a particular procurement transaction. This
type of contract is used because either the transaction isn't
adaptable to Cinergy's standard commercial terms and conditions,
or it is not normally intended for the other types of confracts

described above.

In Practice

All pracurement transactions for services and all product purchases for more
than $500 in value must be finalized as written documents. That is, they require
contracts as defined abave, which must be executed as required in the Authorized
Approvals Manual. No work is to be performed until a contract or purchase order has

been approved.

Client senior management or the applicable Manager, Purchasing may, with
knowledge of the risks that may be incurred, have the authority to cause work to begin

prior to approval of any form of contract.

Form The Purchasing Representative will coordinate with the client and Legal
Depariment, as necessary, to determine what type of contract we will
use to consummate a procurement transaction for the required products

and services.
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Participation Before beginning any negotiations with a vendor, the client needs to

Exception

Review

Disputes

consult with histher appropriate representative in Purchasing, to
determine to what degree and in what manner Purchasing will
participate in the negotiations. The Purchasing Representative may act
as exclusive negotiator, a member of an interdepartmental team, or in

an advisory capacity.

Clients are encouraged to lalk with vendors to determine the technical
capability of their product or services. However, no commitment to any
terms and conditions shall be made without approval of the appropriate

Purchasing Representative.

Purchasing ensures contracts that vary significantly from our standard
terms and conditions will be reviewed by Legal Department and other
affected Cinergy departments prior to execution by the appropriate

business unit.

The client should inform his/her Purchasing Representative whenever a
dispute arises between the client and a contractor involving a claimed
breach of contract or an interpretation of a contract that could alter its

priginal intent.

Responsibility

Purchasing Representatives, with client involvement when appropriate, perform

the contract administration function by:

Representing the Vice President, Reengineering and Shared Services, as

necessary in negoliating contract disputes.
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Renewing existing or formulating new contracts involving transactions not readily
adaptable to standard terms and conditions or normaily intended for coniracts
previously defined.

Developing, reviewing and monitoring compliance with policies and procedures
for administering contracts.

Developing, updating, publishing, manitoring and interpreting standard terms and

conditions for various kinds of procurements.

Client The business unit requisitioning the product or service is responsible for
daily administration of the contraci, at the working level, after it's

executed and in place,

Procedures

Bidding procedures and procedures for processing contracts that take the form
of purchase orders, change notices and lease agreements are explained in other parts
of this manual. The procedures outlined below describe sleps necessary to process

unique contracts that require Purchasing's assistance in contract administration.

Preliminary Planning Discussion

When you decide to procure equipment, materials, supplies or services that
require a uniquely tailored formal contract, set up a preliminary discussion with your
appropriate representative within Purchasing.  Procurements that require uniquely
tailored contract involve:

General commercial terms and conditions significantly different from our

standard.

A conltract life of mare than one year

A dollar commilment of $1 million or more.
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Significant risk to Cinergy, regardless of contract amount or time duration.
Innovative or unique provisions, rights, or obligations.

The preliminary discussion should cover matters including:
The nature of the transaction and any special terms and conditions required.
Target dates for preparation, bids, negotiation, evaluation, award, etc.
The contract's general format. For example, will { be a purchase order with
referenced documentation, a vendor contract as amended by Cinergy or
Cinergy's contract as amended by the vendor?

The extent of Purchasing’s participation.

NOTE: Sometimes we receive a purchase order requisition that we feel should be
processed as a unique contract. If this happens, we will contact you to arrange

a preliminary meeting.

Contract Formulation

The dlient and Purchasing will:
Prepare appropriate language to address the procurement's unique nature.
Purchasing is generally responsible for commercial terms and conditions, and
the client is responsible for technical terms and conditions.
Evaluate, investigate and prepare a list of bidders for approval, if the contract will
be bid.
Review the proposed contract with Legal Departiment and with other appropriate
management for proposed language, parameters for negotiating an agreement,

and if needed, the evaluation criteria and the list of bidders.
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Negotiation
Negotiation of a contract with an appropriately selected vendor is conducted by
designated Purchasing Representatives and client departments as agreed upon in the

prefliminary planning meeting.

Agreements reached during negotiations must be within parameters approved
during the formulation process. An impasse reached during negotiations, which the
Purchasing Representative can resolve only by exceeding established guidelines, must
be reviewed and approved by the authority that approved the initial guidelines. Any

deviation from specifications will be approved by the client.

We conclude negotiated agreements with the understanding that before
execution the agreement may be subject to additional review and approval by our Legal
Department. Legal is responsible to review and approve the contract as to iis
acceptability as a valid contract and returns it to Purchasing. Purchasing may then
forward it to other appropriate departments or business unit management for review, as

necessary.

Contract Execution

Allow for up to 20 days in your planning process for contract execution as
Purchasing must make sure appropriate departments review the contract before it's
executed. Then, after a final agreement is negoliated, Purchasing prepares the
contract document in sufficient capies and sends all copies to the vendor for approval.
The vendor returns all copies of the contract to Purchasing. When we receive the
vendor-executed coniracts, we prepare a purchase order or contract that serves as an
approval document authorizing the dollar expenditure with appropriate account

distribution. When an appropriate Cinergy or business unit officer signs the contract,

4.6

751



we send one original to the vendor with a copy of the purchase order. We distribute
Cinergy's original to Corporate Records and other copies to the client department,
Legal Department, and any other affected departments, and to individuals with direct

responsibility for day-to-day contract administration.

Day-to-Day Administration

The client must ensure the day-to-day administration of the contract with respect
to such matters as:

Monitoring and enforcing contractor performance of contract terms.

Reviewing and approving invoices.

Inspecting and accepting the contractor's product or service to ensure confract

compliance.

Resolving disputes that may arise (to the extent that the resolution does not alter

terms and conditions of the contract).

Disputes

if you cannot resolve disputes within the intent of agreed-to terms and
conditions, and a uniquely tailored contract is involved, contact your Purchasing
Representative. If we issued the contract under a purchase order, you should refer the
problem to the Purchasing Representative issuing the purchase order or the Purchasing
Representative responsible for that commaodity. The client, acling jointly with the
Purchasing Representative, and with other departments that have input, will negotiate
the dispute with the contractor in a manner similar to that used o negotiate the original
contract. If a settlement is not attainable to the dispute, coordination with the Legal

Department may be necessary.
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Amendments

We must process a purchase order change notice or a contract amendment if a
client wants {o alter, add or delete any contract provision. Purchasing will prepare,
exchange and assist the client in negotiation of any amendment language with a

contractor.
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5. GUIDELINES FOR MAKING
FOREIGN PURCHASES

Because of special market conditions, it may be in Cinergy's interest to consider
foreign vendors. A foreign vendor could be a private, semi-private or government entity.
It is considered “foreign” if our payment for products and/or services results in a

contribution to the gross national product of another country.

Justifying Foreign Vendors

Generally, we will solicit bids from gualified foreign vendors when:
A single source or an insufficient number of domeslic vendors is nol available to
allow a competitive bid situation for the product or service.
Total evaluated value to be achieved by awarding a product or service to a
foreign vendor is significant to Cinergy.
Procurement information shows domestic vendors are unlikely to meet critical
delivery or technical requirements.
Procurement information shows the confractual terms and conditions demanded
by domestic vendors would be unacceptable to Cinergy.
Material or equipment available from a foreign vendor is better quality.
No domestic vendor is available for the product or service you need.
The Vice Presidenl, Reengineering and Shared Services or the Client
determines that it is in the best interest of Cinergy to purchase from a foreign

vendor.
Evaluating Questionable Circumstances
Sometimes a competitive bid situation will exist between a domestic vendor and

its foreign competition. Then we may determine an evaluation faclor that’'s attributable

to foreign content and add that to the base proposat.
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Evaluating Bids
We take a number of factors into account when evalualing bids from foreign
sources. Among those factors are qualifications, inspection, communication and

coordination complexities.

We also consider additional expenses naturally associated with doing business
abroad. Those expenses may include:
Shipping and transportation costs and time.
U.S. Customs duty costs and other expenses of importing, such as customs
broker fees.
Added insurance protection.
Monitoring and expediting expenses at the manufacturing location.
Currency fluctuations and exchange rate.
And, since we must maintain what we purchase, we look at additional spare
parts support, the spare part inventory held in the U.S., the potentiat cost of repairs and

the availability of service or maintenance personnel.

Awarding Bids

We may place orders directly with the foreign vendor or a U.S.-based subsidiary
or agent. We prefer delivery designated as FOB destination with the shipper acting as
importer of record, responsible for paying cusioms duty and brokerage charges.

However, if required, Cinergy can do this.
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PRINCIPALS AND STANDARDS
OF PURCHASING PRACTICE

Advocated by NATIONAL ASSCQCIATION OF PURCHASING MANAGEMENT.

Loyalty to the Company, Justice To Those With Whom We Deal, Faith in Our

Profession. From these principles are derived the N.A.P.M. standards of purchasing

practice.

1.

To consider, first, the interests of the Company in all transactions and to carry
out and believe in its established policies.

To be receptive to competent counsel from our colleagues and to be guided by
such counsel without impairing the dignity and responsibility of our office.

To buy without prejudice, seeking to obtain the maximum ultimate value for each
dollar of expenditure.

To strive consistently for knowledge of the materials and processes of
manufacture, and to establish practical methods for the conduct of our office.

To subscribe to and work for honesty and truth in buying and selling, and to
denounce all forms and manifestations of commercial bribery.

To accord a prompt and courteous reception, so far as conditions will permit, to
all who call on a legitimate business mission.

To respect our obligations and to require that obligations to us and to the
Company be respected, consistent with good business practice.

To avoid sharp practice {auction bidding).

To counsel and assist fellow purchasing agents in the performance of their

duties, whenever occasion permits.

10.To cooperate with all organizations and individuals engaged in activities

designed to enhance the development and standing of purchasing.
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Schedule 5-4.2

DUKE ENERGY
DUKE ENERGY OHIO
SUMMARY OF MANAGEMENT POLICIES, PRACTICES AND ORGANIZATION
CUSTOMER SERVICE
SFR Reference: Chapter I1 (B} 9)d)(i,ii,iv,v)

Policy and Goal Setting

Customer Service supports the corporate policies and objectives as described in the
Working Environment Policy Manual through the Department directives, procedures
and practices. In addition, policies defined by the Federal Energy Regulatory
Commission (FERC) and the Code of Business Ethics (COBE), are supported and
followed within the Customer Service organization.

Policy making also occurs at the department level primarily through the Business
Standards and Integration (BS&1) group. This group was formed in April, 2006
after the Duke Encrgy - Cinergy merger, to simplify existing processes and to
maximize the effectiveness of Customer Service’s systems and resources.

The BS&I team gathers input from all areas of Customer Service and also works
with key stakeholders outside of Customer Service such as Gas Operations, Meter
Operations, Meter Reading, Service Delivery, Customer Strategy and Electric
Operations. The BS&I team works cohesively to establish policies and procedures
that make the Customer Service business more efficient and cost effective.

Departmental pohicies are communicated to the management team at department
statf meetings. The Management team then communicates these policies to their
staff that in turn communicate the policies, where appropriate, to individual staff
members. Department policies are often reviewed by supervisors and the work
torce in small group meetings. The purpose of the meetings is to ensure there is
an understanding of the policies and their importance in relation to serving the
customer.

Goal Setting

Annual and long-range goals and objectives are established by executive
management and are embodied in the US Franchised Electric & Gas business
plan. The semor vice president of Customer Service meets with the Customer
Service management team to establish a business plan that supports the goals of
the US Franchised Electric & Gas. Attached as Exhibit CUC-2, is an excerpt
from the 2007 Customer Service Business Plan. The Customer Service
management team is responsible to then develop business plans for their specific
department, which supports the overall Customer Service plan. Non-union
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II.

employees are compensated according to the results of these goals combined with
the results of Customer Satisfaction surveys, how well we did on achieving our
major Customer Service initiatives, and overall performance of the Company as
determined by earnings per share,

The Customer Service management team reviews the progress of the business
plan and objectives monthly. The senior vice president of Customer Service also
reviews progress against these goals with senior management on an as-needed
basis refative to the importance of the goals/objectives in supporting the
Company's objectives.

Some of the criteria used in the Customer Service Department’s goal/objective
setting process are:

+ The goals must support and foster the corporate charter to create
superior and sustainable value for our customers, employees,
communities and investors through the production, delivery and sale of
energy and energy services;

» While working to achieve our goals and objectives, we remain focused
on our values of stewardship, integrity, safety, respect for the
individual, high performance, and win-win-relationships;

e Appropriate targets and measurements must be developed;

¢ Goals/objectives must relate to company initiatives and be cost-
effective; and

» Goals/objectives must effectively serve both external and internal
customers,

Within our Call Center, our representatives are eligible for an incentive payment
on a quarterly basis, based on individual performance. Individuals are measured
on components such as call quality, adherence to schedule and availability. In
addition, management incentive plans also include customer satisfaction goals and
objectives.

Strategic Planning

To determine short and long-term strategy, the Customer Service leadership team
reviews corporate objectives, customer feedback and employee feedback. The
business plan includes initiatives that are to be accomplished over an 18 to 24
month time period. The business plan includes action steps to achieve the
initiatives as well as milestones and timelines.

An example of Strategic Planning is our current technology plan, which details
various technology enhancements that will take place in 2007 and 2008. These
enhancements are designed to serve our customers more efficiently and cost
effectively while providing our customers with ‘added convenience. This list of
enhancements includes the implementation of an Energy Data Management
System, which will provide a single repository for all of our meter data and

.2
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IIL

supports the building of an advanced metering infrastructure. This system will
enable us to transform our business processes related to meter data, and it will
facilitate futare merger transitions.

Within our call center, we have continued to make a number of technological
improvements within the past couple of years. Our Automated Phone System
enables customers to perform a number of self-service options such as, report an
outage, Budget Billing setup and remove, BillPayer 2000 setup and remove,
check the amount due and due date, verify amount and date of last payment, pay
by phone, confirm ameount and due date to prevent disconnection for non-
payment, Fixed Bill enrollment, EZRead enrollment, enter gas and/or electric
meter readings, update phone number in the billing system and make payment
arrangements. Screen Pop is another feature that enables the customer service
representatives to assist the customer more efficiently by automatically accessing
the customer’s account whenever the telephone number that the customer is
calling from, matches the telephone number we have in our billing system. To
help ensure accessibility during siorms, we have contracted with Twenty-First
Century. Communications to augment our self-serve options of reporting outages.
These features also provide information te the customer as it pertains to their
outage such as, estimated restoration time/date, first outage call received time/date
and the cause of the outage.

We have also introduced a number of self-service applications via our website at
www.duke-energy.com. Customers can register for our Online Services and
perform transactions, such as report an outage, view and pay bill online, check the
amount and due date of current bill, access billing, payment and usage history,
enroll in our Budget Billing Program, request service to be turned on or off, report
electric trouble, utilize the Home Energy Calculator, submit meter reads and view
meter reading schedules. Customers can also read important messages posted
online about events as they are happening through our status messaging tool.

Other strategic planning is guided by the results of our customer satisfaction
surveys. As customer data is analyzed, the results are forwarded to approprate
departments and management. Based on the results, recommendations and
decisions are made and factored into our strategic planning.

Organizational Structure

Customer Service is headed by a senior vice president who reports to the Group
Executive, President and Chief Operating Officer, US Franchised Electric & Gas.
The department is divided into six areas: Call Center Operations, Customer
Service Platforms, Revenue Services, Energy Data Management, Business
Standards & Integration, and Customer Service Support. All six areas are headed
by a vice president/general manager/director who reports directly to the senior
vice president. Organizational charts are attached below as Exhibit CUC-1.
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Iv.

Responsibilities

The major responsibilities of Customer Service include the following:

Customer Contacts

Customer Service has general responsibility for handling customer contacts by
telephone and e-mail for residential and small business customers related to a wide
vanety of billing and service matters, complaints, adjustments, and gas and electric
trouble calls. Also, telephone calls from builders and contractors regarding
preliminary gas and/or eleciric service matters such as inspections, new meter
installations, etc., are handled by Customer Service.

Customer Service also manages our customer service offices, where customers can
walk in and make a payment, make payment arrangements, or discuss any billing
matter with one of our customer service representatives. We also manage Pay
Agents where customers can also make payments at a local retailer that typically
offers extended hours of operation. In addition we have the responsibility to
maintain and update all customer related web content on the Company’s website as
well as functionality for Online Services.

Revenue Services

In general, the Revenue Services arca performs most of the functions in the
Company’s retail revenue process. As depicted in the following diagram, once:
customer accounts are created, Revenue Services performs most of the activities
related to preparing the customers” bills, processing pavments, managing collections
and reporting revenue.

Create "‘»..ponnect *\ Measure™ Calculate™_Present *. Resolve Process “ Manage Report
" Account _~Customer ,> Validate ./ Charges Bill "inqulrles Payments ~Collections” Reven
e Usages L

>

"> Some Activities Z> Most Activitios

Billing

¢ Render timely and accurate bills;

* Resolve usage/billing exceptions accurately and timely;

* Support other departments with billing information necessary to aid
resolving customer inquires;

+ Investigate billing problems and initiate billing in cases of un-metered or
miscalculated gas/electric usage;

* Provide operational support for billing; and

* Maintain proper controls to ensure all accounts are billed as scheduled.



Credit & Collections

» Establish and implement credit and collection policies, in compliance with
state regulatory requirements;

s Take action on past-due accounts (primarily residential);
Investigate, and initiate billing and collection actions, in cases of fraud and
meter tampering;

s Administer Percentage of Income Payment Plan, medical certification and
life support programs; and

» [nitiate account adjustments, claim filings, and collection efforts, if any, for
customer bankruptey filings. '

Payments
» Apply payments to customer accounts in a timely manner;
» Validate system controls are operating appropriately and effectively,
+ Admnster, apply, and collect agency payments (Vouchers, PIPP Intents,
etc);
» Provide Operational support for Payment related questions; and
= Maintain proper account records and controls to assure the integrity of

reported gas and electric usage and revenue and accounts receivable
balance.

Certified Supplier Business Center
» Manage the business relationships with gas and electric suppliers
participating in Duke Energy Ohio’s Customer Choice programs;
« Execule Customer Choice back-office operations; and
e Create and implement Customer Choice business processes and support
other departments by providing Customer Choice information.

Regulatory Reporting and Complaint Resolution

Customer Service also works with the PUCO and Ohio Consumers’ Counsel
(OCC) to provide required reports such as the OSCAR report (detailed 96 column
report regarding PIPP accounts, number of disconnects, number of reconnects,
and more) and other reports upon request. This group also handles escalaied
complaint calls that are referred by the call center, the PUCO and OCC for
resolution.

Customer Satisfaction

Customer Service works with the Customer Strategy Department to manage
customer satisfaction surveys and to mine the data and determine customer
improvement initiatives. Surveys include customer contact surveys for residential
customers, new service installations, e-mail requests, Online Services, and e-Bill.

Energy Data Management

Customer Service has a dedicated group responsible for establishing and
implementing an Energy Data Management System (EDMS). This system will
provide a single repository for all of our meter data and will support the buiiding

-5-
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of an advanced metering infrastructure. Once implemented, this system will
streamline the validation, estimation and exception process as well as remove
complexity of meter device issues from downstream systems. In addition, the
EDMS will provide scalability by providing economical support for meter data,
processing and storage for 14,000,000 customers (19,000,000 meters) with
incremental additions based on future mergers. It will provide flexibility by
having automated processing of standard business rules for validation, editing,
and estimating and aggrepation and billing determinant calculations. It will
provide simplification by providing consistent normalization of data, consistent
and carly exception management, and isolate complexity of meter infrastructure
management issues from the Customer Information System and other systems.
We expect to implement the EDMS to the Business and Industrial customers by
mid-2007 and to the mass market by early 2008.

Customer Service Platforms

Customer Service is also responsible for continually evaluating our systems and
technologies used throughout Customer Service, to ensure that we have the right
systems and tools in place to run the business efficiently and cost-effective, both
now and in the future. We have a group dedicated to working with key
stakeholders throughout the organization to identify “pain points” {what’s not
working or what’s causing breakdowns in business processes, etc.), and to
rescarch and evaluate what technology is needed to improve our business
processes across the organization. This group is strategic in their approach to
ensure that the most cost-eftective measures are taken, and that technologies are
scalable for future growth.

Practices & Procedures

Customer Service develops its operating procedures with supporting input from the
various departments with which the department has close interaction. These
interacting departments include Meter Operations, Regulatory Compliance, Legal
Department, Corporate Communications, Information Technology, Gas Operations,
Meter Reading, Communication Strategy & Energy Efficiency, etc.

Customer Service provides staff support for department-related projects that are
developed on a corporate-wide basis. The conversion of our Customer Management
System (CMS) is a good example of this. We also have a cross-functional Customer
Satisfaction Council, focused solely on evaluating results of customer satistaction
and determining recommendations for improvement.

Operational guidelines are provided for use by the office and field work forces.
Day-to-day operational decisions are made by the respective vice presidents/general
managers/directors or senior vice presidents, as these decisions affect normal
division operations. Unusual problems and events are discussed with the department
senior vice president and affected vice president/general managers/directors. The
vice president keeps the US Franchised Electric & Gas president informed of
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significant events that could affect the overall operation of the department in a
material way.

Decision Making and Controls

At monthly staff’ meetings held by the senior vice president with the vice
presidents/general managers/directors, recent developments internal and external to
the department are discussed and reviewed. Where appropriate, decisions are made
which will enhance overall department operations.

The vice presidents/general managers/directors in tum have staff meetings with their
employees as needed. Any decisions that affect the work force are discussed with
the employees in small group meetings, and feedback is solicited and received.

Day-to-day decisions, as they pertain to the various jobs in Customer Service, are
nonmally made by the employees performing the jobs. Certain guidelines are in
place to assist employees in decision making. These guidelines are communicated
to employees through online or printed training manuals and departmental
procedures. Each employee's work is monitored by supervision to make sure
decisions are consistent with policies and procedures.

Major decisions, such as the need to work overtime for a large number of
employees, are made by supervisors, with the approval of the departiment manager.
Information regarding especially significant decisions is forwarded to the senior vice
president and the US Franchised Electric & Gas president in weekly or bi-weekly
reports.

Specifically, the need for overtime in the call center is evaluated by workforce
management. The dollars needed for planned overtime are tracked on a weekly
basis and compared to the budget dollars for overtime. Workforce management
approves overtime up to the budget amount. If the need for overtime exceeds our
budget dollars for the week, a manager must approve the overtime.

The following are examples of controls that are in place to assist the department
supervisory staff in their efforts of determining that the various systems and
procedures are functioning properly:

o The Call Center telephone system has the capability of generating reports
thai enable management to tabulate each customer representative's activities
on the telephone. In addition, supervisors of the Call Center are able to
measure group productivity and effectiveness with this data;

» Another example of a control is the level of authornity that various employees
have when making a monetary adjustment to a customer’s account. An
employee must have documented approval from his’her supervisor to make
an adjustment that is beyond the employec's authority;
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¢ Further internal program controls exist involving certain billing adjustments,
which are processed in the Customer Management System (CMS). These
controls consist of the blocking out of entries by unauthorized employees,

» Customer and meter movement orders not processed within three working
days from receipt in the Work Order group are given a high priority to
follow-up; and

+ Service Delivery monitors response time for Gas and Electric Trouble calls
to ensure that we are responding in the appropriate amount of time. In
addition, they measure the number of tum-on and tum-offs taken and the
number worked. [f there are any discrepancies or red flags in any of these
reports, the necessary action is taken to correct the situation.

In addition, the installations of various internal electronic systems have enabled the
department to develop better measurement of performance of our work force, as well
as to utilize the system for training purposes in a more effective manner.

As mentioned in an earlier section, when appropriate, participatory management 1s
being used in decision making processes. Recommendations from teams generally
include control provisions, which are implemented, if approved, by departmental
management.

Internal and External Communicalion

Customer Service communicates internally with employees through meetings, e-
mail, the Portal, This Week @ Duke Energy Newsletter, Duke Energy Ohio &
Kentucky Weekly, and wriiten procedures. In addition, bulletin boards are
strategically located throughout the department. Periodically the president and/or
senior vice president and vice presidents/general managers/directors wiil heold
employee meetings to give employees the opportunity to voice their concerns and
opinions. Lines of communication exist through various project teams and the
Business Standardization & Integration group, which is used to resolve problems
and encourage teamwork and cooperation across departments.

External communication occurs through a variety of channels including the
following:
e Letters to customers;
+ Bill messages;
+ Bill inserts;
+ Attendance at public hearings and meetings;
Presentations at community meetings, agencies, rotary clubs, city council;
Volunteer work in the community;
Membership in professional and civic organizations;
In-person at our customer service offices;
E-Mail;
Web site;
Automated Phone Service;

* & & & o
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e Telephone contact; and
¢ Contact with regulators and other agencies at our Ohio Collaborative
meetings.

Goal Attainment and Qualification

Customer Service uses various statistical reports as a means of measuring
operational effectiveness of the department. Some of the reports serve the dual
purpose of measuring goal attainment as well as being control devices. Many of cur
process improvement untiatives are driven by the results of our customer satisfaction
surveys as we analyze what customers are telling us in our various surveys:

Residential Customer Contact Survey

Customer Satisfaction is measured on a regular basis. Surveys are sent to residential
customers that had a recent service contact. The surveys are mailed weekly by an
independent research firm and measure satisfaction with 5 key processes. The
surveys measure overall satisfaction using the following scale: Very Satished,
Satisfied, Neither Satisfied nor Dissatisfied, Dissatisfied, and Very Dissatisfied.

New Service Installation Survey

Satisfaction with installation of new gas and electric service is measured on a
regular basis at Duke Energy. Surveys are sent to builders, developers and/or
customers that request new gas and/or electric service be installed. The surveys
are mailed every week by an independent research firm and measure satisfaction
with this key process for all customers. The surveys measure overall satisfaction
using the following scale: Very Satisfied, Satisfied, WNeither Satisfied nor
Dissatistied, Dissatisfied, Very Dissatisfied.

Online Services Survey

Duke Energy measures satisfaction of those customers that choose to conduct their
business through the Company’s Online Services. This web-based program allows
customers to view and pay their energy bill online, enroll in Budget Billing, turn
on/off service, submit meter reads, obtain billing and usage history. Overall
customer  satisfaction is measured using the following scale: Very Satisfied,
Satisfied, Neither Satisfied nor Dissatisfied, Dissatisfied, and Very Dissatisfied.

E-mail Survey

The survey measures satisfaction for those customers that choose to contact Duke
Energy through e-mail. Surveys are sent to resideniial customers that had a recent
service contact. A link to an online survey is included with the final communtcation
from the call center representative to the customer. The survey measures overall
satisfaction using the following scale: Very Satisfied, Satisfied, Neither Satisfied nor
Dissatisfied, Dissatisfied, and Very Dissatisfied.
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J.D. Power and Associates Studies

I.D. Power and Associates, a firm well known for assessing the state of customer
opinion and customer satisfaction in many key industries, performs annual studies
of electric utilities' residential and business customer satisfaction. [n addition,
I.D. Power performs an annual study on gas distribution residential customer
satisfaction. Duke Energy Ohio participates in each of these anaual studies, and
the satisfaction results indicate that Duke Energy Ohio is doing a very good job of
consistently providing high-quality customer service.

The J.D. Power residential electric customer study, established in 1999, calculates
overall customer satisfaction based on six performance areas: (1) company
image; (2) price and value, (3) power quality and reliability; (4) billing and
pavment; (5) customer service and added in 2006, 6) communications. For the
year 2006, the J.D). Power and Associates study measured customer satisfaction
for the largest 76 electric utility holding companies in the nation, that serve over
92.8 million residential customers.

For 2006, the most recent residential customer study, Duke Energy Ohio
outperformed the Midwest region average for customer service.

The gas study, implemented in 2002 measures customer satisfaction based on six
performance areas which are: 1) Company Image; 2) Price & Value; 3) Billing &
Payment; 4) Customer Service; 5) Ficld Service; and added in 2006, 6)
Communications . The 2006 study measured satisfaction from customers of the
56 largest local gas distribution that serve between 49 million residential
customers.

In the five years that the J.1). Power residential gas study has been conducted,
Duke Energy Ohio’s scores in overall satisfaction have outperformed the scores
of the Midwest region average on company image, price & value, billing &
payment, and customer service.

The following are some other examples of statistical reports within the department
that are used to quantify the effectiveness of Customer Service activities:

» Residential Customer Contact Surveys; (attached Exhibit CUC-3)

¢ New Service Installation Surveys; (attached Exhibit CUC-4)

» Online Services Survey; (attached Exhibit CUC-5)

o E-Mail Survey; {attached Exhibit CUC-6)

o All Complaints & Inquiries Received by Customer Service Support 2006;
(attached Exhibit CUC-7)
Complaints Received from the PUCQO 2006; (attached Exhibit CUC-8)
Complaint Resolution Time 2006; (attached Exhibit CUC-9)
Call Center Coaching Form; (attached Exhibit CUC-10)
Midwest Contact Channels Report; (attached Exhibit CUC-11}
New Service Contact Center Stats; (attached Exhibit CUC-12)
¢ Call Profile Y2 Hour Report; {attached Exhibit CUC-13)

-10-
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» Availability Report; (attached Exhibit CUC-14) and
e OSCAR Report (attached Exhibit CUC-15).

The vice president of Customer Service meets with the respective general
managers/directors on a monthly basis for the purposes of providing information
and receiving input on the current status of progress toward obtaining the goals of
the department. The general managers/directors hold similar meetings with their
respective supervisors.

<11 -
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Exhibit CLUC-1
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DUKE ENERGY CORPCRATION MANAGEMENT STRUCTURE
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Exhibit CUC-1
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DUKE ENERGY CORPORATION MANAGEMENT STRUCTURE

Director Customer Service Support

Dir Cistomier Sine Supio
41165 - Cust Servive S

iy Analyst Stral Metric & Piog

T74



Exhibit CUC-1
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DUKE ENERGY CORPORATION MANAGEMENT STRUCTURE

General Manager Revenue Services
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Exhibit CUC-3

D Uke Dear DUKE ENERGY Customer:

Flease help us provide you with the best possible servicel Recendy,

ne r QY® you, or teameone on your behalf, had contact with DUKE EMERGY
segarding a sarvice issue.
Please take a few moments to complete: this survey and let us know
how we did. We value your input in DUXKE EMERGY s angeing
quality improvement process. The information you provide will belp
us to serve you better in the furure.
A o e

John Kappesser
Customer Satisfaction Manaper

OHIO/KENTUCKY

epsure your copfidentiality, all surveys are collected and processsd by Horan Data Services

’:Iow satizfied were you with. t.he amo
_ you had ta wait to speak.fo a reprcsen_

Please indicate the reason you called Duke Encro-y 10 report a service fadure:

C Smell of gas G Replace a fuse/circuis breaker O Tree lunb or object oh wire
1 O No clectricity in your house QO Flickenng lights O Damaged electric equipment

. O Downed electric wire O Power surges 0 Other 1
{ Overali, how long were you oa the o O Under | mipute Q. 12 mim ' O 2-3 minntes
1 phone to describe your service request/concern? O 3-4 minutes . O Overd tnirtes ’
Very Very Does Mot
Dissatisfied __ Digsanisfed Neither Satisiied Satishied Apply ]
} How satisfied were you with the length of time
‘eded 1o answer your service requesticoncern? [s] s Q Q ¢} O
_.0W many phone calis did you malke
{ to resolve your servies request/concem? O 1 Q2 Q3 O 4 or more
Very Very Does Nat
; Dissosfied  Dissousfiad____ __ Neither Saisfed Suisfied __Awply
{ How satisfied were you with the nurgber gf cills Co P e
i ittook to resolve your service request/coneera?, Q| .0 -1 8 0 -
If it ook you more than one call to complete your service request/cancera, please explain why:
inthe past 12 monﬂ:s, how many brief (3 mm_utas ar: less) Lo o e ; IS - LT T =
m[e@gﬁous in your home electric service havgygu memgd? 01 G- 2= 3 Dvd-5 - O Gormo-
in the past 12 months, how meny fengthy (zreater than 5 minutes)
interruptions in your home elecuic service have you experienced? O | C 23 O 4-5 O bormow
Please indicate if your contact was reported lllluu"h an Automated Phone System or with » Custumer Sewme Rapxesemauve? '
T Automaed Phone System Q Customer Service Representative Le) Don tknow

satisfied you were.
thai hedshe. . very Does Mot
I Do cotisfied Apply
...was courteous and friendiy? 0 o
.. listened to you? o Lo
...understood your request/cancern? T ’ &} o
ul sufﬁcieﬁl_knowledge? ) G S
..treated you with respect? - Q o
summanzcd any important information 0 = SR
hat you needed to know? 7 LR o
...explained whether or not you nesded to be Q O o o o 0
present for the service work completed?
... will compleie your service request as pmmisﬁl‘? 0 D I & R o) o
Overall how satisfied were you with the Q 0] O o C 0
Duke Energy Represenialive most responsible
for handling your request?

- =¥,
inking abaut ke Energy ‘s Asmomated Phone System,

olease indicate how satisfled you were with... ; Very ) ’

’ - Dissatisfied . ".Dissatisfied Neither
.the information given? e 00 @ &
-.the ease of finding the menu option you needed? O o Is]
werall, how satisfied were you with Chukee- - - O -0 0
‘nergy’s Automated Phone System? )
WIFME




2]
who visited your home to complate your service

request, how satistied were pou that fefshe, Very Very Does Not

Dhissalisfied Diissatisfied Neither Satisfied Satisfied opply
i -..arrived quickly? o) (4] [¥) O 8] 3]
 wdisplayed a sense of urgency”- O o - 0 0. Q [e}
¢ _..was courtegus? Q [¥) Q [¢] G [8]
{ oo WS knOWledgeable? - : <2 0 D 0 [¢] [s]
i _..treated your property with respect? [4) [+ [s) O Q O
5! pwas easily idefiified us & Duke Energ R} -0 (& O o O

Scrvice Representative? L) . . :

..successfully resolved your problem? Q Q O G 9 O
E)vcrall Bied were you with o SO T Q e (5] (s}

Fepresentative ited-your hpmc

How long were you without service?

QO Under | hour O 1-2hours O 2.3 bours .0 34 houre O Overdhowrs O DoesNovapply
Very Very Does Not
Dissatisfied Dissatisfied Meither Sadsiied icfied Apply

[ Bow satisfied Weére you:vth the lenpeh
fime Kook to:redtore yout service?

: 0 c c 0 o o
What information were you given regarding your elecmclgas outage? Phoase seloot the best choice,

O Informed if eutage was /was not reported O Estimated restoration time O Mo information given O Does Not apply
G Duke Bnergy crew or outnge status QO Cause of outage 0 All of the above
Very Very Does Nat
Dissatisiled Dissatisfied Reither Satisfied Satishied Apply
Hodr satisfied were you: with thf.‘ R i o -
.mfmmanongwm’? L O O T o L0 O- O
Did you receive a follow-up phonc call verifying ihat your power was restored? O Yes O Mo O Does Not apply
Yery Does Nog

Drizsatisfied Neither Satisfied Satisfied Apply

-0 o

Would you like 8 Duke Energy Representative to contact you? O Yes QO -No

Fhone Nutnber: __ - - Name:

Thinking about Dike Energy a5 o company, using a scale of 1 to 10, with a 1 being Unacceptahle, § being Average and 10 being Outstanding, how would
you rate Duke Energy an

Unaeceptable Average Cuestanding
1 F4 3 4 5 ] ? 3 e 10
...the overall power quality and reliability
of your clectiic service? 0 8] Q o] Q 0 o] 0 9] o
thc vﬂaIuco “.scrvrce o ) ‘ ‘
0L cQ o 0. 0. 0 o} QO 0 Q
8] Q Q Q o O Q ] Q o
ke R o N o T S S A s R [ Q Q
Lheu' overal] mputanon asa uuhty
: mmpany“’ (8] Q o 0 Q O Q Q 0 s}
E © 0. o o o0 o

Finally, the following questions are for classification purposes ordy and will not be used for any other purpose than to help Duke Energy continue to
improve ity customer service. Please select the caiegory thar best describes your situation

What is your age?

O 651 G Over 74

: "3@;000-%9‘,999
O Erer$100,000

THANK YOU FOR YOUR RESPONSES!



Duke
Energy-

OHIO/KENTUCKY

Dear DUKE ENERGY Customer:

Pleass help us provide you with the best possible service!
Recently, you, or someone ont your behalf, had contact with
DUKE ENERGY regarding a service issue.

Please take a few moments to complete this survey and let
us know how we-did. 'We value your input in DUKE
ENERGY’s ongoing quality muprovement process. The
information you provide will help us to serve you befter in
the future.

C et Sapmane

John Kappesser
Customer Satisfaction Manager

Tu ensure your confidentiality, all surveys are collected and processed by Horan Data Services

Pleast sclect the ane category that best describes your service request: {Choose only one)
‘ QO Check the accuracy of your meler or meter reading O Light a pilotlight O Noheat
| O Conduct an inspection of your servise O Orher
Orverall, how long wete you on the phone to make your service request? )
O Usder | minute O 1.2 minutes O 2-3 minutes O 34 minues O Over ¢mimizs
Very Vary Dioes Mot
. How satistied were you with the length of Dissutisfad Disgutiafied Neither Satisfied Satisfied Appiy
[ tiree needed 10 AnSwer your service request? 0 a] 0 G Q O J
L_Iiow many phone calls did you make to complets ' Do TER R
I Holf Service requesttoncems? 01 .0z 03 - O4ormore
! i Very Very Daes Mol
How satisfied were you with the number of Thussaisfied Dissatisfied Maither Satisfied Satisfied Apply
calls it took 10 complete your service requast? (@) Q ] 2] © o
| Ifit taax you more than one call to compléte your service requesticoncem, please explain why: ‘ T
I—E-Imr.r HANY NMes Ware you tzansferred 10 anciher
. Duke Energy representative? O None [*
How satisficd were you with the number 6~ ' Dissatisfud - aply
trmes transferred? 0 L2

...was courtsous and friendly?

... listened to yvou?

_..hnad sufficient knowledpe?

... treated you wilh respect?

...surmnmarized any important information
that yon nezded to know?

;;L"plaincd whether ot not you needed to be
prosent for the service work to be complated?

-.-Will completle your service request as promisen: *

Dverall, how satisfied were you with the
Duke Energy Represeiltative most respensible
for handling your service request?

MSME

EE i 4 .
Thinking about the Duke Enerpy represemialive win: w. . st respangible for kandling your questiansiconcerns, please indicate how sarisfied you were
Yy Very Does Mot
Eunsatistied Dhssansfied Neiilrer Satisficd Satisfied Apply \
o 0 o o ) )
0 e} s 0 e
s} 8} o Q O Q
O O o O 0
&) Q Q 8] a Q
‘ |
0 o 0 e 0 © :
o 0 o o v} O
Morc ou Back™~
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Thinking about the Duke Energy service represeniative

whe visized your home to complete your servce - Very Very Docs Not
request, how satisficd were you that hefshe. .. Dismatisfied Dissarisfisd Neither Satisfied Saisfied Apply
| _.;arrived on the, apresd upcn. date? o) 0 o) [s] o Q
...if necessary, notdfied you of any 0O 0 o] o Q o] I
; schedule changes or delays? )
s courkous? ‘ AL 0 0 T Q -0 Q 0
_was knowiedgeable? Q 0 O 0 Qa 0
_;.look thme 10 Haten to your questions/coficerns? - 0 4] -0 D o O
_treated your property with respect? 0 0 0 O Q 0
-was easily identified asa. Puke Energjr o 8] O o O o)
: Serme Represemtatwe? L : C-
Orverall, how satisfied were yon with thc service 0 O O O o o]
repragentative who visited your homea?
How many, vigits were required to cmﬁp i - PR S -
| your service reqiest? | o | o 2 L0 3 - -8 4 or more
Very ‘ Very Does Not
Dissatisfied Digeatisfied Heither _ Satisfied Satisfied Apply
How satisfied were you with this '
number of visits? (8] 0 8] o] 9] Q

From your scheduléd appoitment datewilki - Same day Newt day _ 2Days - 3'Days 4 or more days
Duke Enerzy, vhat-whs the length af tifne ', (B O O O 8]
B youi‘sordice teqiigst torbe complgisd? - - - S <
Vey Very .
Dissatisfied Dissiisfred Meither Satisfisd Satisfiad
© Gk a datc thaivwas convenient to compl L0 ¢ L0 el O
|
' How satisfied were yon wilh the length of time e] 8] 8] O O
" it took to complete your service request?
What ls yonit gveralldevel of sansfacﬁé“ﬁwxfh N o e 0 Q- (o]

Would you like a Duke Energy Representative ta contact you? O Yes O No

Phone Number: _ - - Name:

Thinking abowt Duke Energy as a companyp, uing
Yyou rate Duke Energy on_

Unacceptable Average Outstanding
1 2 3 4 5 & 7 3 9 18 —.I
.the overall power quality and reliability o
Df your electric strwce"’ (8] Q 18] Q (e 8] O Q O Q
: : : o o0 0 L0 8. .0 .0 0 O o
t.he averall bLllmg and payment pmcn:s.s" O O O O (s] 8] (8] a) O O
 your el customerservice dapericned? . Q. - O O 0.0 LG D 0 0 o]
-..their overall reputation as a wtilicy o] o o o) (o] s [a] G Q 8]
Company?
. #0verall- hotw would i rate DukeEbets [e} O [+ 0 (&} 0 o 4] [¢) o |
A% 4 provider -6E.ervices to vour home? - |

e
Finally, the fatlowing questions are for classification purposes only and will not be wsed for any other purpose than to help Duke Erergy continue fo
improve its cusiomer service. Please select the category that best deseribes your situation

| What is yuur age?
O 1834 0O 3549 O 50-59 G 50-64 Q 6574 O OverMd

. Eléase indicats your. anmual bousehold ineome

O $15000-$29909. O $30,000- $49,999
O 75,000 -5106,000 O Over$100,000

THANK YOU FOR YOUR RESPONSES!
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Dear DUKE ENERGY Customer
DUke Pleace help us provide you with the best possible servicel
Revenily, you, or someone on your behaif, had contact with a

E n e r g y® DUKE ENERGY ropressntative on the phlme_

Please take a few moments to complete this survey and let us If.now
how we did. We value yous input in DUKE ENERGY's OREOINE
quality improvement process. The information you provide will
help us to serve You better in dhe firure.

Ohio/Kentucky %W‘

John Keppesser
Customer Satisfaction Manager

To ensure your confidentislity, all sarveys are collected and processed by Horan t Setrvices

Please select one caiegory that best describes “the reason you called Duke Encrgy: (Choose only one)
O Todiscuss pavment arrangements O Todiscuss an estimated bill O Moved/changed address
3 To ask about a kigh bill O Ta recanpnect servict G To ask abour due dawe/bill amount
G To discuss Budger Billing O To clarify infarmation on the bili € Did not get a bl
. O Ta discuss e-Billelecironic paymeant O Other
How satished were you with the case of Very ’ Very Docs Hot
~ contacting Duke Encrgy by telephone? Dissatisfied Dissatisfied Wity Satiified Satwfied Apply
L , 8] s] a -0 Q. 0
. When you called Duke Eperpy, haw lang O 0-10 seconds O 11-20 secondz 0 21-30 seconds '
1 did you wail to speak ta a representative? O 31-60 seconds O Qver 60 seconds J
How ch you with the amount Very Vory - " Does Mot
~f tlime you had to wait? Dismisfied Dissatisfied Meiher  Sausfibd Satisfied Agply
L o O o] vy Q- - O
" How many phone calls did it (ake you to a1 Q2 03 O 4 or more
resolve your questiondconcern? o
How satisfied were you with the number of - Vey Vey . Daes Net. .
calls it tagk to resolve your question/coucerd?  Disstisfiod . Dissmishied - Meither -Satisfied . - Apply -
: O a o O : 0
{ 11t took more than one call to resolve your question/concern, please explain why:
[ How many Limes were you transferred o another . .
| Duke Energy representative’ . O Nons ol 02 ... Q3ormore
[ Ve Very Doss Nat
) Drissaistied Dissatisfied Meither Satisfied Satisfied Apply
How satisfied were you with the number
of times transferred? a Q o o G 0
Overell how long were you on the phone resolving vour question/concem?
O Lessthanlminute O 1dmimaies O 4-fmimtes O 79 minules O Over 10aminutes O Does notapply
Vory Very Dioes Noy
) - Buostsfied Dissatished Newther Satisfied Satisfied Apply
How satisfied were you with the length
- " phone call? O Q 0 0 O Q

Dmmsﬁed [rissatisfied Neither Sati Saiisfied Apply
..wag courteous ard friendly? ) ) 0 O o
__ listened to you? 0 0 0 o 0
m—howledge‘? 0 0 o0 =) 0
mh respect? Q Q 0 O Q
+..offered choices/options faat were nseful wyou? O o ° o o I
..summarized information you needed to kmow? O O o O | 0
.- Was SeSITIVE 1o your sityation? 0 -0 [+3 Q- o
mm sErvice request as promised? O Q ) o 70
Overall, how satisfied were you with the
Duke Energy tepresentative who handled Q o O O -0
your questions/cuncerns? -
More on Back=

BIME
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Very Very Does Mot

What is your overall level of satisfaction Diissatisfied Dissatisfisd Neither Satistied Satstied Apply
with the way Duke Energy handled your
questionfcancern? 0 ] a 0 G o)

Would you like a Duke Energy Representative to contact yen? O Yes O Na

Phone Number: - - Name:

2 iH you receive eac momh ey
Jrom Duke Energy, how salisfied are you that... . Dissavisfied Dissatisfied Hzithee . Satisfied Satisfied Apply
...your meter readér.acts ina courteoiis'manner? - O 0 0 [s] _ 9 o
..your meter reader makes a good effort to read o [ R (o} ¢} 0
your Mmeter on a mom:hly basm”
;- your mnter reiad 'mzatsgn it pmpetty (0] &) 0 o O
*Mrespecl? R : R o
‘What is your overall level of satisfaction with O o) O o Q o
’lo_ur Duke I_Em;rgy meter raader?
ithe bill is socuinte? Lo D o 0 o ! 0
...the bill is easy to understand? D O Q o Q O

e your bill was not easy to understand, please explain why:

Over the past 12 months which Duke Ena'gy bill payment method da you prefer 10 use mosl 0&6!1‘7
O eBill/omline bill payment O Mail in payment Q Pay in person (Duke Payment Center)
O Bank Draft {Automatic Payment Plan/Bill Payer 2000}

Thinfang about the payment method that you Very Very
use most aﬁeri haw mﬁsﬁedareyuu that... Dissatisfied Dissavisfied Neither i Sahisfied
..your monthly payments are aocurately 0 Q Q o]

applled © your accoum” B
_1gfuse mesl eftem” 8] o] a Q 8]

‘ Thinking abour Duke Erergy o5 a company, using a scale of 1 1o 10, with a [ being Unaceepiable, 5 being Average and 10 being Quistanding, kow wnu.!d l
you rate thike Fnergyon_ .

Unzeoeptabde Averape Ouistanding

1 2 3 4 3 4 7 3 4 10

L - o - 0 0 s O 8] O O 0 O ]

..the Value of service for the amount of ‘
money you pay? (4] O 0 ] O Q 0 8] 3] o]
i i g .0 o 0O O Q- O O Q (o]
0 o] O O O Q O O 0 O
." ; i 00 . 0 o O 0 (o} s] 0

I - " Overall how would yc)u rate Duke Energy

i_as a provider of services to your home? O O G O O Q o [ [#] O

Finally, the following questions are for classification purposes ondy and mot be used for anyozher purpose than to help Due Energy
improve its eustomer service. Please select the rategory that best deseribes your situalion.

What is your age? 0 1834 O 3549 Q 5059
0 60-64» O £5-74 O Over74

O -§30,000 - $49.999
O Oveer $100,000 j

0" 315000 3’29999
0o $‘?50€)¢) -$100,000° .

THANK YOU FOR YOUR RESPONSES!



DI ' k Dear DUKE ENERGY Customer:
e Plcase help us pravide you with the best possible service!
‘ E "e r Recently, you, or someone on your behalf, had contact with &
gy ® DUKE ENERGY representative regarding the tum on, turn off
or transfer of service.

Plcase take a few moments to complete this survey and et us
know how we did. We value your input in DUKE ENERGY's
ongoing quality improvement process. The information you
provide wifl help us to serve you better in the fubire.

ORI

Ohio/Kentucky

John Kappesser
Customer Satisfacton Manager

To ensure your confidentislity, all surveys are collected and processed by Horan Data Services

| When you called Duke Energy, how long did yeu wait to speak to a representative?

'O 0-10seconds Q 1120 seconds € 21-30 seconds O 31-60 seconds G Over 60 seconds
How satisfied were you with the amounl . ~ - . Very - R ‘Vay T
| of time you had to wait? Dissatisfied  Liissatisfied Meither BafEfed Sakizfied
(O O - D, 0.
| How many phone calls did you make to
complete your service request/conpern” o1 G2 G 3 Q 4 or mose
!
How satisfied were you with the number > ™ * Very' © " .
ofthephone cails it took t0 camplete your.  Dissatished " Dissatisfied Neither
service request/voncemn? ) O Q =0 -

Ifit ook you more than one call w oumplele your service request/concern, please explain why

r’n‘ov; maky Ve wers you manciered 2 — .
i o another Duke Energy Represemtative? = -+ 0 02 O

How satisficd were you with the number of Very
times you were transforred? Dissatisfied Dissatisfied Heither
Q Q 8]
When you called Duke Encrgy, how lorg weze-you on thé'phane-tormaké your service fequest?
O 13 minutes QO 4-6minutes* . O 79 wrimutes O 1 b
How satisfied were you with the length Moy
of time needed 1 answer questions or Inaitisfied Dissatisfied Neither
! complete your service request? O Q Q

Thinking ahowr the Duke B RErgy cepresenldtive wie wex most responstble for bandling your cafl, pleave indicate how satisficd you were that he/she
Vi

ery Very Does Net
Dissstisfied Dissatisied Maither SalsBed Satisfied Apply
1 ... was courteous and friendly? ST 0 e} ' Q. ) I o s * R
T listened to you? . 0 5] 0 — 07 ]
| -..had sufficient knowledge? O LA e
] ...treated you with respect? o] O 0
. offered choices‘opnons that were wsefil W vy O 0 Q7 s}
---wamarized any imporant information that O 0 0 : Q

you needed to know?
...explained whether ar not you needed 10ibe

]

present for the service work 1o be completed? Q

--.will complete your service request/concern

as promised? [a] Q O
‘Overal, how satisfied were yoo with the Sh -
Duke Evergy representative most responsible a... . (o] o

for handling your service re'qgestfconﬁem??t;‘

Were you asked to speak with a representative 1 coulirm your request 0 Yes O Ne O Don't know
and offer other services?

Did you sign up for additional services? - O Yes :
. Vep- ] . Very Dnes-NDt
) Dissavisficd Dissakisfied Meither . Satisfied Sabisfied Apply
Qverall, bow satisfied were you with the )
confirmation portion of this call? O Q O o] O Q I

More on Back™
TOME



Thinidng about the Duke Energy service representative

who visiled your kome to complete your service Very Very Does Not
request, how satisfied were you that hefshe.. Dissatisfied Digsagishied Neither Satisfied Satisfied Apply
-« firivedkion the agreed fpomdati? 0 0 - a0
..if necessary, notified you of any O 0 o G o
schedu[e changes or delay's‘?|1 )
- f T 0 K] 0 Q. 0
.. Was know]edgeable’f’ o] (o] 0 Q [w)
f .. itcok o listen to your questions/chisetis?  ~Ok - 0 k=X ) [s)
Lt cated yuur property wud: rtspect" O Q ] o] Q
w hifific ' a 0 ) 0 o
Ovcmll how satlsﬁud were you with the service (&} (8] O O o
represemauve who wmled your lmma"
Vay Very Daes Not
Dhssatisfued Diisgatishied Meither Satisfied Satisfied Apply
How satisfied were you with this
number of visis? Q Q ju] o 8] o

How satisfied were you with thc length of time Q o3 O C @]
it ook to comElete your s

&

Would you like a Duke Energy Represcntative to contact you? O Yes 0 No

Phone Number: - - Name;

Thinking about Duke Energy as a campany, x'ng ascaleaf | to 10, witha | being Unaccepiable, 5 being Average and 10 being Owtstanding, how would
you rate Dyke Energy an

Unsaceeptable Aversge (utstanding
1 2 3 5 ] 7 8 9 10

'S

...the overall power quality and reliability
of your clccmc service?

... their gverall reputation as a utility

Q

Q

7 0

aawr overAl:timgher: ’selgvjiampmmé‘? O
O

ja)

Finally, the following questions are for I:H.';zﬁh'an purposes oRly a will not be used for any other purpose than to help Duke Energy continue to
improve its customer service. Please select the category that best describes your situation.

What is your age? .
O 1834 QO 3540 G 50-59 O Over 74
30, 000 $49 999
Sver $100:000

THANK YOU FOR YOUR RESPONSES!



D k Dear DUKE ENERGY Customer:
u e Please help us pravide you with the best passible service!

& Energy-

the future.

John Kappesset
Customer Satisfaction Manager

Recenily, you, or someone on your behalf, made a payment
a1 a DUKE ENERGY payment center or pay station.

Please take 2 few moments to complete this survey and let

us know how we did. We value your input in DUKE
ENERGY s ongoing quality improvement process. The

OHIGKENTUCKY information you pravida will help us to serve you better in

C A Sopposae

Data Servi

Tl

L5 2 £ s : Pl i o Lo &
Picase select one or more of the following statements that explain why you chose to pay your hitl at a Duke Energy Payment Center or pay

station/pay agent

O You prefer to do business in person O To avoid Jale payment charges G To avoid disconnect
O To request recannection or reestablish service O Ta avoid postage costs © Other
O Location O Convenience

l When you visited the Duke Energy Payment Center, please indicate how you mate your payment:

| O Atthe drop bon O Al the counter O Drive trough window

[ W marty visits did it take you 10 complete your payment o1 O 2 8]
L

3

O 4 ormore

How satis@ied were you with the number of visits?

Very Very . Dygeg Not
Dissatisfied [hssatisfied Hiither Satisfied Satsfied - Apply

Q [s} ‘ 0 .0 fe] G

Wha time of the day did you visit (be payment center?

O &am-10am O 10am-12 noon Q 2 noon 2pn
? 2pm- Spm O Afier 5pm
f_HcE_min;—Eﬁi&: mg}gﬁ visited a Duk; Energy Pavinent Center in the past 12 monthis?
013 O 45 - o748
C 1012 O 13 orMore

How satisfied were you with the convenience of paying your bill at the Duke Energy Payment Conter?

Very o Very Does Mot
Dissatisfied Dissati: lied Meither Satisfied Satisficd Apply
0] 8] [0 O [+ 0

How long were you in the center to pay your-hill? o

'O 5 migutes or less O 6-10 minutes 0 11-15 minutes

6-20 minwies O Over 20 minutes

Very

EY | Very Docs Mot
Dissatishicd Dissatisfied Nenttwer Sotisfied Skl Apply
o] 0 0 [¢) O 0]

represeniaiive you worked
with ar gur payment center plense indicate how

salisfied you were that hefshe... Very Vay Daes Mot
Dissaatisfied Dissatisfed Mefther Satistied Satishied Apply
...was sourtecus and fricadly? R 3 o e, a8 R R
.listened to you? ) 0 0 s 0 o 7 O
Overall, bow satisficd were you with the ' S B
Drke Energy Payment Center / Paystation/ 0 Q 6} 0
Pay Ageat represeniative who assisted you? - -
OBPME
More on Back<
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What 15 your overall level of satisfaction Dissatisfied Dissatisfied Heither Satisfied Saticfied Apply
with the service you received at the Duke
Energy Payment Center? Q Q Q O O 0

Would you like a Duke Energy Representative to comtact you? O Yes O No

Phone Namber- - . Name,

: . Very
Jrom Duke Energy, how satisfied ore you that...  Dissatisfied Dissatisfied Neiher Satisfied Sasisfiad Apply
L your meter réader acts in 2 courtesus reanns? O Q o [5] [s) 0
... your meter reader makes a good efforitoread  © o O O ‘ o] C
| your mater on & monthly hasis?
|
Jryour mefer readér treats your pmpemy & (&) o] 0 o Q
itk respect? : ]
What is your overal! level of satisfaction with O Q Q Q (v} Q
jour Duicr: Em:rgy mctcr Icadcr'?
»theblll is accu.ra.te” O 4] 0 QO o] O
|_-the bill is easy to understand? o] Q 0 O O O

[f your bill was not easy to understand, please explain why:

" Ower the past 12 months, which Duke Energy bill payment method do you prefer to use most often?
O eBillonline bill payment ©Q Mail in payment O Pay in person (Duke Payment Center}
O Bank Draft {(Automatic Payment Plap/Bill Payer 2000}

Thinking about the payment methad that you Very Very
use most ofien how satisfted are you that .. issatisfied Dissatishied Heithes Sausfiad Satssfied
..your monthly payments are accurately O
applmd o your accoum" \
b4 fise mest fEny L o - 0 [») -0 o}

Thinking about Duke
you rate Duke Energy on...

Unacceptatrle Average Outstand
1 2 3 4 L] i 7 8 9 10
s © © 0 O .6 0 0 0 0
J ..the value of service for the armount of
i moncy you pay? QO O Q 0 0 O o] O O o
' oo ‘o o ) 0 . 0 [*] [a) ) o
-.your overall customer service expenenoe't‘ O O O 0 O G o 0O O o |
b tefraérall repumtm ELEY uhhty SR o ]
compaay" ) . O . O O o) o -0 = o) o Q
..Qverail how would you rate Duke Energy
as a provider of services 1o your homie? 8] a a Q o QO O o G O

purposa than o help Duke Energy continue to
fmprove its customer service, Please select the category that best deseribes your situation.

What i5 your ape? O 1834 O 3549 QO 50-59
O_60-64 0 6574 O Over74
O $15000-529999 O $30,000 - 49,999
& 356400 574995 | O $75000-$100000 = O Over$100,000

THANK YOU FOR YOUR, RESPONSES!



Exhibit CUC-4

P Duke
& Energy-

To Our Valued Customer:

Installing new services for our customers is one of the most important things we do at Duke
Energy. We recently completed a new zervice installation project for you, and we want your
leedback. Our goal is to improve the new service installation process, and yowr input is
extremely valuahle.

Please take a few minutes to complete this survey on your recent new service instaliatien project
with Duke Energy. The location of the new service we instatled for you is printed beneath your
name and address for your reference when completing the strvey. A postage-paid envelope 15
enclosed for retuming the survey.,

(If you are not the person most familier with Duke Energy’s performance on this praject, pléase
Jorward this survey to the appropriate individual in your organization.}

Thank you for completing the survey. Your opinions are very important to us.

If you have any questions about the survey, please contact John Kappesser at (513) 287-1774,

Simcerely,

Cpheet e

John Kappesser

Customer Satisfaction Manager



